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From Function to

Structure

¢ Introduction to Commodity
Linux clusters, part 1

The problem/Function:

“make parallel/HPC apps run
well for your users”

¢ Introduction to Commodity
Linux clusters, part 2

Cluster Structure:
... fairly complex ...

¢ Butit be done!




Why Complex?

¢ Number of components and
technologies

¢ New to IT team: think big

¢ Commodity parts, no Blue
Print:

Each cluster is unique
¢ Life cycle:

Build/operate daily

Initial/extensions
(heterogeneous?)

¢ Parts “fit” together
¢ Best practices exist
¢ Standards/protocols exist

¢ Need broad range of
expertise

o Team effort




What is Cluster computer?

. It Is a single | ,
consisting of

multiple computers
that are linked
through a network

Cluster

Master Acess Node

ijij N

> 7O e O e O
~ N’ N’

Users submitting jobs




ICTP HPC cluster
experience

¢ ICTP HPC cluster “Argo”

¢ 198 nodes
2640 cores
Intel x86_64 +GPU
heterogeneous

o Total RAM: 6.8TB

¢ IB: 40 Gbps QDR

¢ Storage: ~300TB NFS
o racks: 5

¢ Users: ~200

The story of growth.
Queues: dedicated + common
Storage: dedicated + common




Argo architecture

Argo cluster architecture

Focus on HPC

storage
systems

ICTP . g——> INTERNET

A, Llan |

_Fast Ethernet
s \switch for IPMI
— Mgmt. traffic

s Normal traffic

B MP! or Parallel

;. - . traffic
: Parallel apps
Compute nodes serial
[ | OpenMP

)

Taken from Clement’s slide



ICTP HPC Cluster Argo in
pictures
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snapshots from Argo’s life




anglia
ARGO Cluster Report for Fri

Metric (Bo—)
Last

0.
4 Mar 2011 15:08:06 +0100
Sorted

Souwrceforge

rid> ARGO >

“PUs Total:
dosts up. =.
fosts dow
) ARGO Cluster Load 1
ast week
;\gtLouc'qIS.S. Im): .
0%,36%,36% » |
“caltime
2011-03-04 15.07

0

Sun 27

@ Nodes

ue 0)

W crus

a1
A min Load -
Cluster . hu 03 >
ster Loac or Runnin
ad Ft"c‘:‘"'!&ggc unning Processes

Show Hosts: yes @
h"y. m; IARGO load_one 1a
nodedo. node36. hpc

M | Er
S

Grid > ARGO >

Overview of ARG

ARGO Cluster Report for Thu, 01 Mar 2012 11:43:04 +0100

Last | howr 8lof from w0 Go ) (Clear
Metric

sourceforge net

\ocad_one 3] Sorted | descending 4

Choose a Node )

Overview of ARGO

ARGO Cluster Load last hour

CPUs Total
Hosts up'

Hosts down

Current Load Avg (15,5, 1m)

89%,90%, 90%
Avg Utilization (last hour)
88 C
Localtime:
2012-03-01 11:42

cPu last hour ARGO Cluste

z

Bytes

=

£

=
>

ssaxss=3s

Max
Mo
Max
Max

megium 8 Columas

| ARGO load_one 1ast hour sorted descending | Sue
node0S nodel2

Show Hosts Scaled: Auto Same © None

nodedd i
5; wt 1

_________——“

o=
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e o @ Ganglia:: ARGO Cluster Re...

argo- er.ictp.i c
Main Search Views Aggregate Graphs Compare Hosts Events utomatic Rotation Live Dashboard Mobile

ARGO Cluster Report at Thu, 24 Sep 2015 16:01:46 +0200 Get Fresh Data

Last | hour 2hr 4hr day week month vyear b or i Physical View

Grid > ARGO > | --Choose a Node |+
Overview of ARGO @ 2015-09-24 16:01

CPUs Total: ARGO Cluster Memory last hour
Hosts up: ARGO Cluster Load last hour
Hosts down: 0

Current Load Avg (15, 5, 1m):
85%, 86%, 86%

Avg Utilization (last hour):
84%

)
U
o
=

o

~
)

©
©
-]
-l

O H N W E U O

15:20 15:40

Now: 2.3k Min: 2.1k Avg: 2.2k

Now:199.0 Min:199.0 Avg:199.0

Now: 2.7k Min: 2.7k Avg: 2.7k
Server Load Distribution Now: 2.2k Min: 1.9k Avg: 2.1k

ARGO Cluster CPU last hour

ARGO Cluster Network last hour

Percent

15:20
W User : 72, Min:
O Nice 0.0  Min:
W System A Min: g
E:i“l o Gt 8 gk g 15:20 15:40 16: 00
ea . : . : .
Min: 0. B G o @ In  Now:155.9M Min: 34.4M Avg:145.1M Max:323.0M
8 Out Now:135.8M Min:103.7M Avg:170.0M 743)(2231.5"1‘

Bytes/sec




| 0o

@ Ganglia:: ARGO Cluster Re...

10:20

W argo.ictp.it

node02.hpc
@ node07.hpc
@ nodel0d3.hpc
@ nodeld8. hpc
O nodell2.hpc
O nodell7.hpc
O nodel2l.hpc
O nodel26.hpc
O nodel30.hpc
O nodel35.hpc
@ nodeld.hpc
@ nodeldd.hpc
@ nodeld9.hpc
@ nodel53. hpc
@ nodel58. hpc
@ nodel62.hpc
@ nodel67.hpc
O nodel7l.hpc
O nodel76.hpc
O nodel80.hpc

ARGO aggregated load_one last hour

10:30

W gpubl.hpc
ode03.hpc
M node08. hpc
@ nodel04.hpc
[ nodel09. hpc
[ nodell3.hpc
O nodell8.hpc
[ nodel22.hpc
O nodel27.hpc
[ nodel31.hpc
O nodel36.hpc
[ nodel40.hpc
[ nodel45. hpc
[ nodel5. hpc
@ nodel54. hpc
[ nodel59. hpc
[ nodel63. hpc
[ nodel68. hpc
O nodel72.hpc
[ nodel77.hpc
[ nodel8l.hpc

10:40
W loginl.hpc

node04.hpc
M nodel00.hpc
@ nodel05.hpc
@ nodell.hpc
O nodell4.hpc
O nodell9.hpc
O nodel23.hpc
O nodel28.hpc
O nodel32.hpc
O nodel37.hpc
@ nodeldl.hpc
@ nodeld6.hpc
@ nodel50.hpc
@ nodel55. hpc
@ nodel6.hpc
@ nodel64.hpc
@ nodel69.hpc
O nodel73.hpc
@ nodel78.hpc
@ nodel82.hpc

11: 00

B login2.hpc

node05.hpc
@ nodel0l.hpc
@ nodel06.hpc
@ nodell0d.hpc
O nodell5.hpc
O nodel2.hpc
O nodel24.hpc
O nodel29.hpc
O nodel33.hpc
O nodel38.hpc
@ nodeld2.hpc
@ nodeld7.hpc
@ nodel51.hpc
@ nodel56. hpc
@ nodel60.hpc
@ nodel65.hpc
@ nodel7.hpc
O nodel74.hpc
O nodel79.hpc
@ nodel83.hpc

11:10

B nodedl.hpc
node06. hpc
M nodel02.hpc
@ nodel07.hpc
@ nodelll.hpc
O nodell6.hpc
O nodel20.hpc
O nodel25.hpc
O nodel3.hpc
O nodel34.hpc
O nodel39.hpc
@ nodeld3.hpc
@ nodeld8.hpc
@ nodel52.hpc
@ nodel57.hpc
@ nodel6l.hpc
@ nodel66.hpc
@ nodel70.hpc
O nodel75.hpc
@ nodel8.hpc
@ nodel84.hpc




[ TeN$) N JViewer[172.16.30.36] - O fps
Video Keyboard Mouse Options Device Help

Aptio Setup Utility - Copyright (C) 2010 - 2013 American Megatrends, Inc.
Processor Configuration

Processor Configuration Intel (R} Huyper-Threading
Processor Socket CPU 1 CPU 2 Technology allous
Processor ID 306e4=| 306e4 multithreaded software
Processor Frequency 2.800 GHz | 2.800 GHz applications to execute
Microcode Revision 424 | 424 threads in parallel within
L1 Cache RAM 64 KB | 64 KB each processor.
L2 Cache RAM 256 KB | 256 KB Contact your OS vendor
L3 Cache RAM 25600 KB | 25600 KB regarding 0S support of this
Processor 1 Uersion Intel (R} Keon(R) CPU feature.

E5-2680 v2 B 2.80GHz
Processor 2 Uersion [——-Intel(R) Hyper-Threading Tech ——

E

nabled
Disabled

Current Intel(R) QPI Link S elect Screen
Intel (R} QPI Link Frequency elect Item
Intel (R} QPI Frequency Select [Auto Max] Enter: Select
Intel (R} Turbo Boost Technology [Enabled] +/-: Change Opt.
Enhanced Intel SpeedStep(R) Tech [Enabled] 1: General Help
Processor C3 [Disabledl 9: Setup Defaults
Processor Cb [Enabled] 10: Save ESC: Exit

Active Processor Cores [Al1]
Execute Disable Bit [Enabled]
Intel (R) Virtualization Technology [Disabled]
Intel (R} UT for Directed I/0 [Disabled]l

Uersion 2.14.1219. Copyright (C) 2010 - 2013 American Megatrends, Inc.
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N\ JViewer[172.16.30.37] - 10 fps

Video Keyboard Mouse Options Device VirtualKeyboard Help

Pass 277 nuiuiiiis
Test 46z Hudddfiuddinnaitis

Test #4 [Moving inversions, random patternl
Testing: 16G - 18G 240G

Pattern: dBdeded8

Core i7 (3Z2nm) 2488 MHz

L1 Cache: 32K 88885 MB/s
LZ Cache: 256K 31581 MB/s
L3 Cache: 12288 22819 MB/s
Memory : 24G 9796 MB/s
Chipset : Core IMC 3Z2nm (ECC : Detect - Correct) Scrub+ ,» BCLK : 133 MHz
Settings: RAM : 533 MHz (DDR3-1866) ~» CAS : 7-7-7-28 , Triple Channel

WallTime Cached RsudMen MemMap Cache ECC Test Pass Errors ECC Errs

19:82:48 24G 288K €828 on of f Std 4 8

*xxxxxPass complete, no errors, press Esc to exitxesexx

(ESC)Reboot (clconfiguration (SP)scroll_lock (CR)scroll_unlock

r2761- Introduction to Commodity Linux clusters, part

N




M MO
Video Keyboard Mouse Options Device VirtualKeyboard Help

atal.BBd: status: { DRDY *

atal: softreset failed (device not ready)

atal: softreset failed (device not ready)

atal: softreset failed (device not ready)

INFO: task jbd2-/sdaZ2-8:514 blocked for more than 128 seconds.

"echo B > /procs/sysskernel/hung_task_timeout_secs"” disables this message.
INFO: task jbdZ2r/sdaZ2-8:514 blocked for more than 128 seconds.

"echo B > /procs/sys/kernel/hung_task_timeout_secs"” disables this message.
INFO: task flush-8:8:614 blocked for more than 128 seconds.

"echo B8 > /procssysskernel/hung_task_timeout_secs"” disables this message.
INFO: task xfssyncdrs/sda5:1239 blocked for more than 128 seconds.

"echo 8 > /procssysskernel/hung_task_timeout_secs"” disables this message.
INFO: task jbd2-/sdaZ2-8:514 blocked for more than 128 seconds.

"echo B > /procs/sys/kernel/hung_task_timeout_secs"” disables this message.
INFO: task flush-8:8:614 blocked for more than 128 seconds.

"echo B > /procs/sys/kernel/hung_task_timeout_secs"” disables this message.
INFO: task xfssyncds/sda5:1239 blocked for more than 128 seconds.

"echo 8 > /procssysskernel/hung_task_timeout_secs"” disables this message.
INFO: task jbdZr/sdaZ2-8:514 blocked for more than 128 seconds.

"echo 8 > /procssysskernel/hung_task_timeout_secs"” disables this message.
INFO: task flush-8:8:614 blocked for more than 128 seconds.

"echo B > /procs/sys/kernel/hung_task_timeout_secs"” disables this message.
INFO: task xfssyncds/sda5:1239 blocked for more than 128 seconds.

"echo B > /procs/sys/kernel/hung_task_timeout_secs"” disables this message.

N\ JViewer[172.16.30.57] - 9 fps
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S NO \ JViewer[172.16.30.65] - 9 fps
Video Keyboard Mouse Options Device VirtualKeyboard Help

-ent0S release 5.6 (Final)
Kernel 2.6.38-6 on an x86_64

nodebS login: NFS: v4 server netapp-b returned a bad sequence-id error?
nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 OK

nfs: server 172.16.1.252 OK

NFS: v4 server netapp-b returned a bad sequence-id errort
nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

nfs: server 172.16.1.252 not responding, still trying

e e e
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®NnoOo
File Edit View History Bookmarks Tools Help

I\| Mozilla Firefox

@ - ® {2 |[o] nttp://sp-node115/index.htmi

(intel') Integrated BMC Web Console

System Information Server Health Configuration Remote Control

Remote Control

This section allows you to remotely monitor and control the server .

Virtual Front Panel

® Power X @ Chassis ID




e NO [X\| Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ 0 - @ O @ (@mesprosatcomaextom ]

(intel') Integrated BMC Web Console

System Information Server Health Configuration Remote Control

Server Health

This section shows you data related to the server's health, such as sensor readings and the event log.

Sensor Readings
Sensor Readings
This page displays system sensor information, including readings and status. You can toggle viewing the thresholds for the sensors by pressing the Show T|

Event Log
9 Refreshing readings every 60 seconds

Power Stati Select a sensor type category:
All Sensors

Name Status Health Reading

reports there has been a soft
Pwr Unit Status 0x0020

power control failure

reports full redundancy has been

Pwr Unit Redund 0x0001

regained
IPMI Watchdog All deasserted Not Available
Physical Scrty All deasserted 0x0000
SMI TimeOut All deasserted Not Available
System Event Log All deasserted 0x0000
0x0000
0x0000
0x0002
0x0000

System Event All deasserted
Button All deasserted
VR Watchdog reports it has been asserted
SSB Therm Trip All deasserted
10 Mod Presence All deasserted Unknown Not Available

ik

SAS Mod Presence All deasserted Unknown Not Available
BMC Health All deasserted Unknown Not Available

System Airflow All deasserted Unknown Not Available

BB Inlet Temp Normal 20degrees C
HSBP Temp All deasserted Unknown Not Available
SSB Temp All deasserted Unknown Not Available
BB BMC Temp Normal

Refresh Show Threshokis
Setauto-refresh in seconds (0 to disable).

e

23 degrees C




: \ JViewer[172.16.30.52] - 8 fps
Video Keyboard Mouse Options Device VirtualKeyboard Help

»? (xid=8Bx62738244d)
Jun 14 16:32:28 node5Z2 dhclient[16351: DHCPREQUEST on ethB to 172.16.1.254 port
»? (xid=Bx62738244d)
Jun 14 17:22:22 node5Z2 kernel: elBBBBe 806808:8b:8080.8: ethB: (PCI Express:2.5GT/s:W
idth x1) bc:ae:c5:28:21:7a
Jun 14 17:22:22 node5Z2 kernel: elBbBe 80680:8b:808.8: ethB: Intel(R) PRO-18868 Netw
irk Connection
Jun 14 17:22:2Z2 node5Z2 kernel: elBBBe B080:8b:88.8: ethd: MAC: 3, PHY: 8, PBA No
FFFFFF-8FF
Jun 14 17:22:25 node5Z2 kernel: elBBBe: ethB NIC Link is Up 188 Mbps Full Duplex,
Flow Control: None
Jun 14 17:22:25 node5Z2 kernel: elBBBe 80608 :8b:80.8: ethB: 18,188 speed: disablin
y TSO
[root@node52 " 1# service network help
Jsage: setcr/init.d/network {startistopistatusirestartireloadiforce-reload?}
[root@node52 " 1# service network reload
shutting down interface ethB:
shutting down interface ib8:
shutting down loopback interface:
Jringing up loopback interface:
Jringing up interface ethB:
Jetermining IP information for ethB... failed: no link present. Check cable?
[ ]
Jringing up interface ibB: [ S
[root@node52 " 1# _

N ™M
hd d
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Cluster structure

-
Computer Cluster Frontend-node

I
I
I
I
I
I
I
I
Ethernet % :
I
I
I
I
I
I
|
I
I

Compute-node 1 Compute-node 2 Compute-node 3 Compute-node nJ




Cluster Structure

¢ broadly speaking:
¢ strictly speaking:

There 1s an “ > around it;
P
+ hardware (nodes) POWELALE:
coolin
+ network % &
rack space,
+ software P :
documentation,

+ applications running on it! e
PP 5 health monitoring,

backup

=cluster
user support




Cluster view

¢ User view (limited structure view)
+ “Power” user can obtain more performance

Common language:
job, jobID,
node name,
“Why?”,
running, producing output,
job script, working directory

o HPC team view: all the architectural details, known issues




Cluster Components,
Hardware

« Computers( )
« Network devices
» Storage




Nodes

« Computing nodes/Worker

nodes ¢ compute node model
homogeneous (initially) CPUs
heterogeneous: Not in one Memory!
queue! IB port
rack mountable
« Master node Service Processor (IPMI)

¢ master node model

. Specialised nodes (login, differs
gpu,storage)




Cluster Components,
Hardware

« Computers(Nodes)

» Storage




Network devices

storage

systems ICTP ‘4——) INTERNET

Lan

Fast Ethernet
switch for IPMI

— Mgmt. traffic

e Normal traff ¢

B MP! or Paralle
trafhic




Network Devices

« GigaBit Ethernet network (GETH)

Ssh/ job submission
Data I/O traffic (NFS)

good bandwidth, NOT low latency for HPC

+ Infiniband (or Myrinet ) network
Message Passing Interface(MPI) for parallel computation
and high bandwidth

+ Fast Ethernet network
management traffic (IPMI to Service Processors)

o Switches and




Taken from Antonio’s presentation

I I I B D B B D D D B

INFINIBAND

Network diagram of Addis

HPC



Cluster Components,
Hardware

« Computers(Nodes)
« Network devices




Redundant Array of

Independent Disks(RAID)
= ey e

RAIDO Sizemin * n None

RAID1 Sizemin Failure of one single
disk

RAID5S Sizemin Concurrent failure of
one single disk

RAID6 Sizemin Concurrent failure of
two disks

RAID1+0 Concurrent failure of
more than two disks

Taken from Clement’s slide




Storage: Disk array

» a large group of hard
disk drives (HDDs)

« RAID: to improve
performance and dat
a protection

« NFS: to mount these
disks for the cluster.




Storage: Disk array

« HDDs work in parallel

o |IOPS: the more the
merrirer!

« SSD In some cases

« place the data as near
as possible to the
computing power

« know your app data
traffic(size and IOPS)




NFS architecture

NFS server

Masternode

Storage node

@
10T (raw)
disks

Compute nodes

Gigabit
switch

Taken from Clement’s slide




NFS(Network File System)

« NFS Server/NAS exports.
« Clients "mount” into their
file system.

« Under the mount point, file
access is transparent.
(for the user)

. /etc/export

/distro 10.1.0.0/16(ro,root_squash)
/distro/centos 10.1.0.0/16(ro,root_squash)
/home 10.1.0.0/16(rw,no_root_squash)




NFS(Network File System)

+ Used for: ¢ Shotas
+ auto-cleaning ?
/home RW (agree!)
/opt software RO . ?ata-plan
: : + /projects visible from
/dlstrq install Desktops! — out of
repository, RO cluster

/scratch RW
/projects RW




cliuster components,
Software

AR HPC SOFTWARE INFRASTRUCTURE
Overview

Parallel Environment: MPI/PVM So=ls IEldE APPHLALTS

Software Tools for Applications
(compilers, scientific libraries)

Resources Management Software

0.S. Network Storage
+ (fast interconnection| (shared and parallel
services among nodes) file systems)

Taken from Moreno’s slide
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Cluster Components,

Software

. On Master node: + What runs on Compute
0S node?
MPI ? 0S

MPI

Installation services
Compilations

ganglia client




Operating System

« Linux: Centos, Red Hat,
Debian ...

« Mmaster node install:
interactive (manual)

« Computing nodes:

automated, hands-off mass
install




CLUSTER SERVICES

T B CLUSTER INTERNAL
' Sl VILES NETWORK

NTP CLUSTER-WIDE TIME SYNC

)
v

DNS DYNAMIC HOSTNAMES RESOLUTION

DHCP |-
INSTALLATION / CONFIGURATION

(+ network devices configuration and backup)

TFTP

NFS SHARED FILESYSTEM

\

REMOTE ACCESS

SSH FILE TRANSFER
PARALLEL COMPUTATION (MPI)

\ SSH

SERVER / MASTERNODE

i
v

LDAP/NIS/... AUTHENTICATION

\
* LDAP/NIS/...

Taken from Moreno’s slide




Services running on
Master node

e SSh
« DNS(/etc/hosts) R
« DHCP .
» Ganglia
« TFTP Syt
o« NTP

o hitp (opt
« NFS (opt) Al




Common view cluster-
\Walels

¢ user accounts (/etc/passwd)
¢ Pushed to nodes at regular

¢ hostnames (/etc/hosts) terals

+ mount points (/etc/auto.home) et e n

@




[etc/hosts

. plain file used to map host

names to IP addresses 127.0.0.1 localhost.localdomain localhost

o In the absence of DNS 10.1.0.1 master.cluster master
name server, any network 10.1.1.1 node1.cluster node1
program on your system 10.1.1.2 nodeZ2.cluster node?2

consults /etc/hosts

« can be rsynced to all
nodes




DNS (Domain Name
System)

{root) [ (root)

o Itis a network services that / \ / \

ma org com etc bin  usr

Is used to convert domain
names to |P addresses / /\ \ /\

(and vice versa) cd  usilocal ustfsbin
: : . acma afog.org nrc.org yahoo oom
« DNS is hierarchical /
« DNS administration is ust/localfsre
shared — no single central emiacma  wwwahog.org
SnyllmRUEICIEIEARE 10 patavace Unix Filesystem

data

From Afnog Workshop




How does DNS work?

« I'he client (web browser, mail program, ...)
use the OS’s resolver to find the |IP address -
this is called a query

« I'he server being queried will try to find the
answer on behalf of the client

« I'he server functions recursively, from top
(the root) to bottom, until it finds the answer,
asking other servers along the way - the
server gets referred to other servers




A DNS query

('\\ I « . » (root)
1 0000
Nl
@é““ 006‘
Q server

elsl www.yahoo.com xa 3

> www.yahoo.com ? l
- .com DNS
! 67.140.2.33 4, ask Yahoo DNS

A

I yahoo.com DNS




Network booting timeline

DHCP Discover to Port 67
__Contains "PXEClient" extension tags __

Extended DHCP Offer to port 68 contains:
PXE server extension tags +
[Other DHCP option tags] +

Client IP addr
DH%
Proxy

DHCP
Service

__DHCP Request to Installation Server port 67
Contains "PXEClient" extension tags
+ [Other DHCP option tags]

DHCP / Proxy|
DHCP Server

PXE
Client

Boot Service Discover to port 67 or 4011
Contains: “PXEClient” extension tags
+ [Other DHCP option tags]

-

-._\--
—

S

T Boot
PXE Boot Service Ack reply to client source port Service

\Client Contains: [ PXE Server extension tags] \

(contains Network Bootstrap Program file name)

Execute
Downloaded
Boot Image Network Bootstrap Program download
request to TFTP port 69 or MTFTP port M/TFTP ‘
(from Boot Service Ack) Servicy

TTNetwork Bootstrap Program Download tc;.
Client's port Boot Server




DHCP (Dynamic Host
Configuration Protocol)

subnet 239.252.197.0 netmask

DHCP allows hosts on a TCP/ 2?;3252225222{ 19710

IP network to request and be 239.252.197.250:
aSS|gnec! IP addresses, a.nd default-lease-time 86400 max-
also to discover information lease-time 172800
about the network to which on e

they are attached 255.255.255.0:

DHCP provide a mechanism option broadcast-address
whereby the server can provide 239.252.197.255;

the client with information about option routers 239.252.197.1;
how to configure its network option domain-name-servers
interface (e.g., subnet mask), 239.252.197.2,

and also how the client can 239.252.197.3;

access various network option domain-name "isc.org";
services (e.g., DNS, IP routers, }

and so on).




DHCP configuration

From master node we
configure DHCP server
which receives clients
(computing nodes)
requests and replies to
them

DHCP clients sends
configuration requests to
the server

For Network booting, PXE
actsas a DHCP client

I

I R R R N R R

@ T @

ddns-update-style none;

ddns-updates off;

authoritative;

subnet 10.1.0.0 netmask 255.255.0.0 {
option domain-name "clusterXY";
option domain-name-servers 10.1.0.1;
option ntp-servers 10.1.0.1;

option subnet-mask 255.255.0.0;
option broadcast-address 10.1.255.255;
filename "/pxe/pxelinux.0";

next-server 10.1.0.1;

}

host node1 { hardware ethernet ........;...;...... ;
fixed-address 10.1.1.1 ; option host-name
"node1" ; }

host node2 { hardware ethernet ................. ;
fixed-address 10.1.1.2 ; option host-name
"node2" ; }




PXE(Preboot eXecution
environment

« The specification describes a
standardized client-server
environment that boots a software
assembly, retrieved from a network,
on PXE-enabled clients.

« On the client side it requires only a

HILR
, and uses network .

protocols such as DHCP and TFTP. e

« [TFTP server has to provide the
following files for the clients to
initialize the network booting:

~ pxelinux.0 - is use to load the operating
system that is required to execute the
assigned preboot work Ju— ) ' ¢ .

+»vmlinuz —is a Linux kernel executable

+Initrd.img — initial ramdisk contains various
executables and drivers that permit the real .

-
root file system to be mounted LU




TETP(Trival File Transfer
protocol)

o /etc/xinetd.d/titp

« The protocol is extensively

used to support remote file
booting of diskless devices e il

« The server is normally s
started by inetd, but can also el T
run standalone S T Sk

] protocol = udp

« TFTP services does not wait = yes
require an account or user = root
password on the server server = Jusr/sbin/in.tftpd
SyStem. server_args = -s /tftpboot -

=1

. Due to the lack of il e LE

authentication information, e = IPva

titpd will allow only publicly }
readable files




Network booting...

« /tftpboot/pxe/

«  One other thing that should be transferred pXG|InUX.Cfg/d efault
through tftp is PXE configuration file that defines

the menu displayed to the target host prompt L
. These configuration files can be stored /tftpboot/ timeout 100
Pxe/pxelinux.cfg directory in one of the following default local
orm, for a given ip and mac
label local
v [tftproot/pxe/pxelinux.cfg/01-88-99-aa-bb-cc-dd LOCALBOOT 0
@ If the mac address is 01-88-99-aa-bb-cc-dd label install
v Itftpboot/pxe/pxelinux.cfg/C000025B .
kernel vmlinuz
& hexadecimal equivalent of ip address append initrd=initrd.img network
192.0.2.91 ip=dhcp \

ksdevice=eth0 ks=nfs:10.1.0.1:/

v Itftpboot/pxe/pxelinux.cfg/default :
distro/ks/ks.cfg \

« Usually hexadecimal equivalent of pxe load _ramdisk=1
configuration file is used to install a node prompt_ramdisk=0 \
and the “default” is used when one wants ramdisk size=16384 \

to boot the node from the local hard disk )
vga=normal selinux=0




Network booting "plan”

/
“——tftpboot/

vmlinuz

initrd.img

memtest

pxelinux.0

pxelinux.cfqg/

| -- 0AOA0101

| -— bootmsg.txt

| -— default -> default.local
| -— default.install

" —— default.local

Taken from M. Baricevic, 2013 slide




Network booting timeline

DHCP Discover to Port 67
__Contains "PXEClient" extension tags __

Extended DHCP Offer to port 68 contains:
PXE server extension tags +
[Other DHCP option tags] +

Client IP addr
DH%
Proxy

DHCP
Service

__DHCP Request to Installation Server port 67
Contains "PXEClient" extension tags
+ [Other DHCP option tags]

DHCP / Proxy|
DHCP Server

PXE
Client

Boot Service Discover to port 67 or 4011
Contains: “PXEClient” extension tags
+ [Other DHCP option tags]

-

-._\--
—

S

T Boot
PXE Boot Service Ack reply to client source port Service

\Client Contains: [ PXE Server extension tags] \

(contains Network Bootstrap Program file name)

Execute
Downloaded
Boot Image Network Bootstrap Program download
request to TFTP port 69 or MTFTP port M/TFTP ‘
(from Boot Service Ack) Servicy

TTNetwork Bootstrap Program Download tc;.
Client's port Boot Server




Kickstart Installations

» automated installation (all answers provided, no
Kkeyboard input needed)

« Install media: local CD-ROM, or via FTP, or
HTTP

« The kickstart file is a simple text file, containing a
set of instruction on how to install the OS + post
install steps

« Kickstart Configurator application or by writing it
from scratch

o http://fedoraproject.org/wiki/Anaconda/Kickstart




Sample kickstart file

Kickstart files allowing us to

network, system
configurations, HD partitioning
and package selections

In the pre-installations section
one can choose
and configurations

In the section
one can include customizations
and additional configurations.

It is also possible to add lines of
instructions that can stop the
automated installation

#platform=x86, AMDG64, or Intel EM64T

# System authorization information
auth --useshadow --enablemd5
# System bootloader configuration
bootloader --location=mbr

# Clear the Master Boot Record
zerombr

# Partition clearing information
clearpart --all --initlabel

# Use text mode install

text

# Firewall configuration

firewall --disabled

# Run the Setup Agent on first boot
firstboot --disable

# System keyboard

keyboard us

# System language

lang en_US




Cluster Management tools

> Cluster wide commands
> Password-less environment

> Cluster wide file distribution
and gathering

» Appropriate access
privilege




C3 tools

« Cluster Command Control (C3) tools are a suite of cluster tools
that are useful for both administration and application support

o It includes tools for cluster-wide command execution, file
distribution and gathering, process termination, remote
shutdown and restart, and system image updates

« Example: cexec, cget, ckill , cpush and others




Code execution
Environment, modules

It provides dynamic modification of a user's environment

It allows a group of related environment variables to be
made or removed dynamically

It enable us to avoid errors that can be caused from
changing $PATH environment

Some of frequently used module commands:
module avalil

module list

module load/unload <package>

module purge




Other Important Software

« Open MPIis a Message Passing Interface (MPI) library project
combining technologies and resources from several other
projects (FI-MPI, LA-MPI, LAM/MPI, and PACX-MPI).

« Compilers(GNU, Portland Group and Intel)
o Scientific libraries

« Resource manager and Scheduler
PBS/Torque and Maui scheduler

« Ganglia for metrics collection ad presentation




Health monitoring

¢ Internal monitoring:

& services on master node up ~ EXternal momtormg.

and running nagios
+ node health (before the job)

Service Status Details For Host 'argo-master'

Host Service Last Check Duration Attempt Status Information
argo-master 2-DISKS-HEALTH 09-29-2015 15:50:50 17d 6h 6m 52s 1/3 OK sda=PASSED sdb=PASSED

HTTP 09-29-2015 15:56:02 17d 6h 5m 13s 1/3 HTTP OK: HTTP/1.1 200 OK - 4104 bytes in 0.149 second response time
HTTP-GANGLIA 09-29-2015 15:55:02 9d 4h 5m 33s 1/3 HTTP OK: HTTP/1.1 200 OK - 133368 bytes in 2.986 second response time
PBSNODES-DOWN 09-29-2015 15:55:00 0d 1h 32m 29s 1/3 OK: pbsnodes down:0

SSH-Check-load-8 09-29-2015 15:54:16 10d 21h 53m 19s 1/3 OK: load (0.30) is below threshold (8/12) - load=0.30

SSH_Disk_Free 09-29-2015 15:53:35 44d 21h 4m Os 1/3 OK: All Filesystems are below threshold (85/90%) [/=32% /var=57% /boot=32% ]




Usage monitoring

¢ User view: cluster free ? ¢ Admin view: clusterutilised?




Usage monit

8 O 0 / @ Ganglia:: ARGO Cluster Re... * !

argo-master.ictp.it/ganglia/

Main Search Views Aggregate Graphs

ARGO Cluster Report at Thu, 24 Sep 20

Last | hour 2hr 4hr day week month
Consumed wall-clock time (in seconds)

Grid > ARGO > [ --Choose a Node |+

CPUs Total:
Hosts up:
Hosts down: 0

Current Load Avg (15, 5, 1m):
85%, 86%, 86%

Avg Utilization (last hour):
84%

Server Load Distribution
EEE EEE Em =

2011-10 201201 2012-04 2012-07




User support

¢ HPC team of people

¢ documentation

: general Linux,
& presentations 4
shell scripting,

e : network management,
¢ mailing list

o helpdesk/trouble ticket

storage management,

batch system configuration,

® 6 ¢ ¢ e

compilation of scientific software




Conclusion:

commodity cluster can be built and operated
with success

The problem/Function: Cluster Structure:

“make parallel/HPC ... fairly complex ...
well for your users”

¢ But it CAN be done!

The sum: hw + sw + motivated team

will make your




Thank You!

Questions ?




