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Parameters
When considering communications options, 
parameters to be considered are:

Range
Multihop capabilities
Battery consumption
Security

Cost (device)
Cost (service)
Availability
Regulation



IoT specific case
IoT nodes can accept:

Low throughput, for many applications

Delays

Long Sleeping times

Which ones don't?



ISM bands



ISM bands
Industrial, Scientific and Medical Radio Bands

f(space, time)







Options
We will consider the following options for IoT 
communications:

Bluetooth and BLE 
WiFi

Cellular based
Satellite
LPWAN



Bluetooth

79 channels 1 MHz wide and frequency  hopping to 
combat interference in the  crowded 2.4 GHz band.

Used mainly for speakers, health  monitors and other short-
range  applications.



Bluetooth architecture
Master node controls up to 7 active slave nodes and up 255 
inactive nodes, forming a piconet.

Several piconets can form a scatternet by leveraging 
bridging  nodes associated to more than one  master.

Slaves must communicate through  the master node.



Bluetooth architecture



Bluetooth Low Energy (BLE)
Subset of Bluetooth 4.0, but stemming from an independent 
Nokia solution.
Smart Mesh.
40 channels 2 MHz wide and frequency hopping  to combat 
interference.
Used in smartphones, tablets, smart watches, health and 
fitness monitoring devices.



RuuviTag



Ruuvi Gateway



BLE beacons
Battery Powered
32 Bytes packer broadcasted
Up to 2 years
No formatting in standard
5.0 255 bytes packet
iBeacon (Apple) (proprietary)
Eddystone (Google) (open source)
Facebook Bluetooth Beacon (pushing advertisement) 



Bluetooth – characteristics

Range 10m
Multihop capabilities no/yes
Battery consumption low  
Security yes
Cost (device) low
Cost (service) free
Availability good
Regulation good



GSM



3GPP
LTE cat 0 LTE cat M1  

(eMTC)
LTE cat NB1  
(NB IoT)

EC-GPRS LTE cat 1 GSM 900

DL BW 20 MHz 1.4 MHz 180 kHz 200 kHz 20 MHz 200 kHz

UL BW 20 MHz 1.4 MHz 180 kHz 200 kHz 20 MHz 200 kHz

DL Peak  
rate

1 Mb/s 1 Mb/s 250 kb/s 10 kb/s 10 Mb/s 22.8 kb/s

UL Peak  
rate

1 Mb/s 1 Mb/s 250 kb/s  
(Multitone
)  20 kb/s  
(Single  
tone)

10 kb/s 5 Mb/s 22.8 kb/s

Duplex half or full half or full half half full full



3GPP





GSM – characteristics

Range infinite
Multihop capabilities no
Battery consumption medium  
Security yes
Cost (device) medium
Cost (service) high
Availability good
Regulation good



WiFi

Credit: WiFi Aliance



IEEE 802.11 Amendments



802.11ah (WiFi HaLow)
Sub 1 GHz, most commonly 900 MHz
Low power, long range WiFi, less attenuated by walls and 
vegetation.
Up to 1 km range.
Lower power consumption thanks to sleep mode capabilities.
1, 2, 4, 8 and 16 MHz channels.
Competes with Bluetooth, speed from 100 kb/s to 40  Mb/s.
Support of Relay AP to further extend coverage.



IEEE 802.11 Amendments

https://www.silextechnology.com/connectivity-solutions/wifi-access-point/ap-100ah



WiFi – characteristics

Range 1km
Multihop capabilities no
Battery consumption mid  
Security yes
Cost (device) low
Cost (service) free
Availability good
Regulation good



Satellite



Satellite



Satellite



Satellite



Satellite



Satellite



Satellite



Satellite – characteristics

Range infinite
Multihop capabilities no
Battery consumption high  
Security no
Cost (device) medium
Cost (service) medium
Availability low
Regulation poor



LPWAN



LPWAN
Low Power, Wide Area Networks  

Connectivity designed specifically for IoT
Low data throughput = High sensitivity = Long range

(Relatively) low cost

Using licensed or unlicensed spectrum



LPWAN



LPWAN



LPWAN



Sigfox
Ultra narrowband technology designed for low  throughput 
and few messages/day. Low consumption, low cost

High receiver sensitivity: -134 dBm at 600 b/s or - 142 dBm 
at 100 b/s on a 100 Hz channel, allows  146 to 162 dB of link 
budget.

Each message transmitted 3 times in 3 different  frequencies 
offering resilience to interference.



Sigfox
Unlicensed frequencies: 868 MHz in Europe, 915  MHz in US.

Maximum of 140 uplink messages/day with 12  octets 
payload, 26 octets total with overhead.

Maximum of 4 downlink messages/day with 8 octets payload.

Mobility restricted to 6 km/h.



Sigfox
Partnerships with cellular providers with an aim to  
worldwide penetration.

Many network operators worldwide offer Sigfox services 
on a subscription basis.

Coarse geolocation capability without GPS.

Roaming capability.



Sigfox coverage



What is LoRa
Wireless modulation technology, based on  Semtech’s
proprietary Chirp Spread Spectrum (CSS)

Physical (PHY) layer for long range wireless  communications
Operates in the license-free Industrial Scientific  Medical 
(ISM) bands all around the world

Based on spread spectrum, trading bandwidth for 
S/N.



What is LoRa
Sub-GHz frequency, e.g: 433, 868, 915 MHz, depends on the  
country’s regulation

Regulated power, duty-cycle, and bandwidth.

E.g: in EU, 1% per sub-band duty-cycle limitation (per hour,  
meaning transmission is allowed for 36 sec in each 1 hour)



LoRa modulation
Uses linearly varying frequency pulses called 
“chirps” inspired in radar signals.



LoRa Physical Layer

Preamble: at least 10  up-chirps 
followed by 2.25 down-chirps

Data: information transmitted by the 
instantaneous  frequency transitions



What is LoRa



LoRa frequency bands



LoRa capabilities



LoRa nodes



What is LoRaWAN
Communications protocol and architecture utilizing the LoRa
physical layer

Open Source and freely available, specified by LoRa Alliance

Star of Starts Topology. 

Nodes connect to multiple  gateways



What is LoRaWAN
Adaptive Data Rate (ADR) to improve performance

Built-in multiple levels of security: network or  application 
level encryption, frame counter, etc



LoRaWAN end device/mote
Communicates with LoRaWAN gateways, never  
directly with other motes.

Has 64 bit globally unique identifier: DevEUI.

When joining a network, it receives a 32 bit unique  identifier: 
DevAddr.

Defined 3 device classes: A, B, and C



LoRaWAN device classes



LoRaWAN architecture
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LoRaWAN architecture



LoRaWAN architecture



TTN



TTN



TTN



TTN



TTN



Chirpstack



Helium



LoRaWAN products



Feedback?
Email me mzennaro@ictp.it

mailto:thomas.amberg@fhnw.ch

