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Internet of Things (loT)



Global loT Market Forecast [in billion connected loT devices]

Number of global active IoT Connections (installed base) in Bn

30~
Actuals until Q4/2021

CONNECTIVITY TYPE CAGR 20-21 CAGR 21-25

Wireless Neighborhood
Area Networks (WNAN)

Wireless Local ~ gmwa gewa
Area Networks (WLAN) @ @

Wireless Personal
Area Networks (WPAN)

2015a 2016a 2017a 2018a 2019 2020a 2021a  2022f  2023f  2024f  2025f  (XX% ) =CAGR

Note: loT Connections do not include any computers, laptops, fixed phones, cellphones or tablets. Counted are active nodes/devices or gateways that concentrate the end-sensors, not every sensor/actuator. Simple one-
directional communications technology not considered (e.g., RFID, NFC). Wired includes Ethernet and Fieldbuses (e.g., connected industrial PLCs or 1/O modules); Cellular includes 2G, 3G, 4G; LPWAN includes unlicensed
and licensed low-power networks; WPAN includes Bluetooth, Zigbee, Z-Wave or similar; WLAN includes Wi-fi and related protocols; WNAN includes non-short range mesh, such as Wi-SUN; Other includes satellite and
unclassified proprietary networks with any range.

Source: loT Analytics Research 2022. We welcome republishing of images but ask for source citation with a link to the original post and company website,

https://iot-analytics.com/number-connected-iot-devices



https://iot-analytics.com/number-connected-iot-devices

Typical loT Project
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Typical loT Project
5 Quintillion

(Output) bytes of data produced

j every day by loT
> . Microcontroller
Device

Sensors < 1%

Actuators

(Input)

of unstructured data is
analyzed or used at all

Source: Harvard Business Review, What's Your Data Strateqy?, April 18, 2017
Cisco, Internet of Things (IoT) Data Continues to Explode Exponentially. Who Is Using That Data and How?, Feb 5, 2018
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https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
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Typical AloT Project ... ... Issues
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Typical AloT Project ... ... Issues

Al
Actuators
(Output)
I M Comm _ L CAIIUVVIULII
> . Microcontroller
Device

Sensors

(Input)




Typical AloT Project ... ... Issues
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Typical AloT Project ...
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Typical AloT Project ...
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loT 2.0 * — Edge Al/l\/”_ * Intelligence of Things
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When to use an Edge Al/ML approach:
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The Distributed Intelligence Spectrum Cloud
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Source: ABI Research: TinyML 16



Market Forecast

Very Edge Al-Enabled Device Global Shipments by Vertical
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Embedded ML (TinyML)

Introduction



EdgeAl/ML

TinyML

Edge Al (or Edge ML) is the processing of
Artificial Intelligence algorithms on edge, that
is, on users’ devices. The concept derives from
Edge Computing, which starts from the same
premise: data is stored, processed, and
managed directly at the Internet of Things (loT)
endpoints.

TinyML is a subset of EdgeML, where
sensors are generating data with ultra-low
power consumption (batteries), so that we can
ultimately deploy machine learning
continuously ("always on devices")
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What is Tiny Machine Learning (TinyML)?

TinyML ——_ ing fi
Fastest-growing field of VI ail

21
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What is Tiny Machine Learning (TinyML)?
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Algorithms, hardware, software
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What is Tiny Machine Learning (TinyML)?

TinyML ——__ .

Fastest-growing field of VL il D

_/// Algorithms, hardware, software
On-device sensor analytics {rlil:E

23

23



What is Tiny Machine Learning (TinyML)?
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What is Tiny Machine Learning (TinyML)?
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What is Tiny Machine Learning (TinyML)?

TinyML ——__
y Fastest-growing field of VL =

Algorithms, hardware, software

On-device sensor analytics {rlil:f I
‘ Battery-operated S
Low power consumption e

Always-on ML E /J
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What Makes TinyML ?

Embedded
Systems

TinyML

Machine
Learning




What Makes TinyML ?

Hardware

T

TensorFlow Lite

TinyML
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TinyML Challenges



Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

e

oy 0 2 Y 0

Limited Operating
System Support
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Challenges
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250 Billion
MCUSs today
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Hardware

Raspberry Pico (W)

Arduino Nano
Sense

Seeed XIAO
Sense / ESP32S3

Arduino Pro

Dual-core Arm

Arm Cortex-M4F

Xtensa LX6 Dual Core

Arm Cortex-M4F (BLE)

Dual Core Arm Cortex

Cortex-MO+ Xtensa LX7 Dual Core M7/M4
133MHz 64MHz 240MHz 64 / 240MHz 480/240MHz
264KB 256KB 520KB (part available) 256KB / 8MB 1MB
2MB 1MB 2MB 2MB / 8MB 2MB
(Yes for W) BLE BLE/WiFi BLE / WiFi (ESP32S3) BLE/WiFi
No Yes No Yes (Sense) Yes (Nicla)
No No No Yes Yes
$ $$$ $ $$ SRS

https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2022. pdf
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https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2021.pdf

Challenges

Hardware

Heterogeneity

Resource Constraints

Missing Library
Features

3
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Limited Operating
System Support
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Hardware

Raspberry Pico (W) Arduino Nano ESP 32 Seeed XIAO Arduino Pro
Sense Sense / ESP32S3
32Bits CPU Dual-core Arm Arm Cortex-M4F Xtensa LX6 Dual Core | Arm Cortex-M4F (BLE) | Dual Core Arm Cortex
Nrto \() X tonc o X RINF=- Nro \ /| \/1/]

240MHz

64 / 240MHz

480/240MHz

520KB (part available)

256KB / 8MB

1MB

2MB

2MB / 8MB

2MB

Radio (Yes for W) BLE BLE/WiFi BLE / WiFi (ESP32S3) BLE/WiFi
Sensors No Yes No Yes (Sense) Yes (Nicla)
Bat. Power Manag. No No No Yes Yes
Price $ $$$ $ $$ $$$5$
https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2022. pdf 36



https://media.digikey.com/Resources/Maker/the-original-guide-to-boards-2021.pdf
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https://huggingface.co/blog/large-language-models
https://arxiv.org/abs/2303.08774

Datasets Quantization Resource
Preprocessing Pruning constraints

.0000
Sound

0 Q 0 0
Vision

Vibration
N

End-to-end TinyML application design




Software
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Power

Application Complexity vs. HW & 1

TinyML
-

[ \0_|
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".6- Image

. Classification

250 KB+
o~ -

| II ||| I KeyWord Spotting

| @ | Audio Classification O

50 KB

Sensor Classification

e @ Anomaly Detection

Rpi-Pico Arduino Nano Arduino Pro
(Cortex-MO+) (Cortex-M4) (Cortex-M7)

=S

EdgeML

Object Detection
Complex Voice
Processing

1 MB+

RaspberryPi

SmartPhone

(Cortex-A)

Video
Classification
2 MB+

Jetson Nano
(Cortex-A + GPU)



El Studio - Embedded ML platform (“AutoML")

Dataset

Enrich data and train ML
algorithms

Acquire valuable

training data securely

Optimize Al for
Edge Device == Impulse the edge
— Ecg0 Impuise i the edge Al platfor
Dullding innovative products. Optim
3:::?.:@:.-": while :. :m\rnw:r‘:‘:‘ with a platfcem designed
m W NRedvie 2 Oormo
Optimized embedded Test impulse with real-
and edge compute time device data flows
deployment
Tests
Learn more at http:/edgeimpulse.com (@) s
3 Eﬂ"’* T
HE ]

L

f
2023 SciTinyML Workshop - Edge Impulse Overview by Shawn Hyme| i Lﬁﬁ 1

(O s


https://youtu.be/Asebo9TkJuk

TinyML Application



Machine
Learning

Supervised

Task driven

e Regression
e C(Classification
e Object Detection

Unsupervised

Data driven

e Anomaly Detection

Reinforcement

Learns to react to an
environment

e Autonomous
Navigation

44
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Personal Assistant
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Personal Assistant
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https://youtu.be/e_OPgcnsyvM
https://mjrobot.org/2021/01/27/building-an-intelligent-voice-assistant-from-scratch/

Personal Assistant

Local
Oty
, ’T‘r'\iﬁer‘ Device
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“Cascade” Detection: multi-stage model

Continuously listen on
the microcontroller

Process the data with
TinyML at the edge

Process on a secondary
3 larger model on a larger
local device

Process the full speech data
with a large model in the cloud

SN AAAL

EEFsssscsosIREIIR RN
n’t‘w“‘iww‘:

Send the data to the
cloud when triggered
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KeyWord Spotting (KWS) - Inference

Make things
' ' Post-P happen
Obtains an input Pre-Process Runs model ost-Processes
I\ \ \ \ A
’ b b I o
(- N A [ (C (
I Digital Mic l ' ! l | e
e | I | ' | | |-—-—d’
I I o e8! I I I \
| I O 3 ol ! | [ | —_———— - -
| | 1S o 2| ' | l
I I I LL 8 I I I I ——————
| | | | I | | ( P-'u-d.'..r.':.xr;"‘.%;;;a;: S15 ¢
| 16KHz/ 16 bItSI | Output: |mage | I | | > | I.. In:;x'.n.'. . DD
| Sample: [1s] | I [13,49,1] | : ! | b v
N — N » N = e -
Output Dim [1, 4] If Probability of
- Prob ‘Noise’ YES is greater
= - Prob ‘Unknown’ than 80%
— - Prob ‘Yes’ Take actions
 om—y - Prob ‘No’

Time-Series Raw data 1D-Image 51



aedes_aegypti sample - Frequency Components

frequency [Hz]

aedes_aegypti sample - Spectogram

https://www.edgeimpulse.com/blog/the-world-is-all-abuzz-about-tinyml| 52



https://www.edgeimpulse.com/blog/the-world-is-all-abuzz-about-tinyml

Bionic Hand Voice Commands
odule

EDGE IMPULSE

............

.........
----------
---------

VIDEO

ARDUINO

https://www.hackster.io/ex-machina/bionic-hand-voice-commands-module-w-edge-impulse-arduino-aa97e3
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https://www.hackster.io/ex-machina/bionic-hand-voice-commands-module-w-edge-impulse-arduino-aa97e3
https://youtu.be/NzxCZh8b4To

Keystroke Sound Detection

Renam Castro
Professor IFESP

Tecla
pressionada

Classificacao —

@ Aquisicao de | | Extracao de
9

sinal features

@@

IESTIO1 2021.2 — Final Group Project Key Stroke Detection
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https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2021.2/blob/main/00_Curse_Folder/Group%20Project/final_reports/1-TinyML%20aplicado%20ao%20reconhecimento%20de%20teclas%20a%20partir%20do%20sinal%20sonoro%20produzido%20pelo%20pressionamento%20em%20teclado%20f%C3%ADsico.pdf
http://www.youtube.com/watch?v=KJ06xCGkoV4
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Industrial = Anomaly Detection K=

IESTIO1 2021.2 - Final Group Project: Bearing Failure Detection



https://github.com/Mjrovai/UNIFEI-IESTI01-TinyML-2021.2/blob/main/00_Curse_Folder/Group%20Project/final_reports/3-Sistema%20de%20identificac%CC%A7a%CC%83o%20de%20falhas%20em%20rolamentos.pdf

Movement Classification




Movement Classification

Ardu?nn-I:DE
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https://youtu.be/jJEjJ86v2P0

Vision

&

59



Computer Vision Main Types

Image Classification Object Detection
(Multi-Class Classification) Multi-Label Classification + Object Localization

&

Cat: 70% Dog: 80%
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Computer Vision Main Types

Image Classification
(Multi-Class Classification)

Cat: 70%
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Forest Fire Detection

TinyML Aerial Forest Fire Detection IESTIO1 - Forest Fire Detection — Proof of Concept

62


https://github.com/Mjrovai/UNIFEI-IESTI01-T01-2021.1/blob/main/00_Curso_Folder/2_Applications/Group_Projects-Final%20Reports/Projeto_final_Fire_detection/trabalho_final_Fire_Detection.pdf
https://www.hackster.io/team-sol/tinyml-aerial-forest-fire-detection-78ec6b

Coffee Disease Classification

https://www.hackster.io/Yukio/coffee-disease-classification-with-mi-b0a3fc

v R eraieiet e Y
Ca b
| -

e e e

Joao Vitor Yukio Bordin
Yamashita

Graduando em Engenharia Eletronica
pela UNIFEI


https://www.hackster.io/Yukio/coffee-disease-classification-with-ml-b0a3fc
http://www.youtube.com/watch?v=ijzxXCdCid0

Computer Vision Main Types

Object Detection
Multi-Label Classification + Object Localization

64



Detecting Objects using TinyML (FOMO)

LA R L 2 2 E ] espcam e A b L L L L

x 79 y 150
X 130 y 170

oo o e nano o o o e o e o

X 70 y 110

EEEEEEREE® pico EESEREEEE &

x 150 y 30

EEEEREEEEN wio ¥EEEEEEEES

X 50 y 50

EEEEEEREES XiOO EEEEEXEEEES
x 150 y 110

x 130 vy 130

6.97512 fps

EdgeAl made simple - Exploring Image Processing (Object Detection) on microcontrollers with Arduino Portenta, Edge Impulse FOMO,
and OpenMV

65


https://www.hackster.io/mjrobot/where-are-my-tinyml-devices-b7b232
https://www.hackster.io/mjrobot/where-are-my-tinyml-devices-b7b232

Detecting Objects using TinyML (FOMO)

:‘.-t;.;."_;_“-_.-._- - = "
é'fmq 1) f'-',, w
e

penMV

TWix7) Wqw

2% J.guu o
f"r/rm

MicroPython

- EDGE IMPULSE

[0)::: ‘wiife
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https://www.youtube.com/watch?v=MYuc3QISquw

Livestock / Wildlife Counting from Drone with FOMO

https://www. hackster.io/jallsonsuryo/livestock-wildlife-counting-from-drone-with-fomo-algorithm-a2f734

67


https://www.hackster.io/jallsonsuryo/livestock-wildlife-counting-from-drone-with-fomo-algorithm-a2f734

Other TinyML / MCUs Project Examples

Vision

Image Classification with ESP32-CAM
Image Classification with Portenta H7
Object Detection with Portenta H7

Listening Temperature with Nano 33
COPD Detection with Nano 33
Sound Classification with XIAO BLE Sense

Motion Recognition with RPi Pico
Gesture Recognition with Wio Terminal
Anomaly Detection with XIAO BLE Sense

'Doc

'Doc]

'Doc

'Doc

'Doc

'Doc]

'Doc

'Doc

'Doc
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https://www.hackster.io/mjrobot/esp32-cam-tinyml-image-classification-fruits-vs-veggies-4ab970
https://www.hackster.io/mjrobot/listening-temperature-with-tinyml-7e1325
https://www.hackster.io/mjrobot/tinyml-motion-recognition-using-raspberry-pi-pico-6b6071
https://www.hackster.io/mjrobot/tinyml-made-easy-gesture-recognition-ce13a5
https://www.hackster.io/mjrobot/where-are-my-tinyml-devices-b7b232
https://github.com/Rafael-CP/IESTI01-Final-Project
https://www.hackster.io/mjrobot/tinyml-made-easy-anomaly-detection-motion-classification-958fd2
https://github.com/Rafael-CP/IESTI01-Final-Project
https://github.com/Rafael-CP/IESTI01-Final-Project
https://www.hackster.io/mjrobot/mug-or-not-mug-that-is-the-question-d4062a
https://github.com/Rafael-CP/IESTI01-Final-Project

Other Sensors / MCUs / Models



AD8232 - Single Lead Heart Rate Monitor

Atrial Fibrillation Detection on ECG using TinyML

Silva et al. UNIFEI 2021

R
R
R
R
R R R s s s e

L L ....' L L L L L .. \d L L L L
L L .. L .. - L .."' L

fritzing

Data with SRIRS) wthout noese - Heartbeats
os —_—

Copumrentvirmaniz de projelo

o8 &-B-5E0RE
; SEEEORN
L. BRI

" |

" Guilherme Silva
= Engenheiro - UNIFEI
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https://github.com/Gui7621/TFG-AFIB_and_SR_detection_using_ML_in_embedded_systems
https://youtu.be/y5gMA3tBZmY
http://www.youtube.com/watch?v=-tGC0vNDAvQ

| |
Reinforcement on TinyVIL " ==

Liearns b Feact Lo

Deep Reinforcement Learning for Autonomous
Source Seeking on a Nano Drone

Bardienus P. Duisterhof’*  Srivatsan Krishnan' Jonathan J. Cruz' Colby R. Banbury! William Fu'

Aleksandra Faust’ Guido C. H. E. de Croon” Vijay Janapa Reddi'!

'"Harvard University. <Robotics at Google. *Delft University of Technology. * The University of Texas at Austin

https://youtu.be/wmVKbX7MOnU

https://arxiv.org/abs/1909.11236

712


https://arxiv.org/abs/1909.11236
https://youtu.be/wmVKbX7MOnU

N

Thanks

More info:
tinymledu.org

TINYML4D
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