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e The lwlP TCP/IP stack
- The network stack
- The socket concept

e Application Architectures
e |lwlP and FreeRTOS

e https://www.xilinx.com/video/soc/networking-with-lwip-focused-free-
rtos.html
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IwlP TCP/IP stack

e |wlP stands for Lightweight IP:
- Small footprint implementation
- Specially well suited for embedded systems

e Supports a large number of protocols
- UDP, TCP, ICMP, ARP, ...

e APls:

- Berkeley sockets:
« requires an O.S.

- Raw API

e With or without OS

* More control, but more complex to use
Included in xilinx SDK
- Also includes driver for Xilinx Ethernet driver
- XAPP1026 is the reference application note
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The network stack

e The network design is organized as a layer stack.

e Each layer provides a set of services to the upper layer and requires
services from the lower layer.

* The layer 'n' of a node maintains a virtual conversation with the same
layer the destination node. That conversation must meet a specific
protocol.

Application

layer SMTP FTP TELNET DNS SNMP ss e DHCP

Transport
bnyer SCTP

| IGMP || ICMP |

Network
layer

Data-link
layer Underlying LAN or WAN

Physical technology I

layer
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Network sockets

e Socket:
- Basic abstraction for network programming

- Combination

- Inter-process communication

.' Server

13
Application I I .
1
< ( Destination port num ber
Transport Data selects the process

t
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Network sockets

e From the programming point of view
- Channel abstraction

» Berkeley sockets (BSD sockets | POSIX sockets)
- De facto standard API

e LwIP Socket API lwip_socket (AF_INET, SOCK_STREAM, O0)

- ‘lite’ version of BSD socketss

client server

process process

Bytes — read
< Bytes write
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Application Architectures: superloop

e Two main alternatives:
- Superloop
- multi-threaded

e Superloop:
- forever loop that sequences the set of tasks
- Typical in standalone implementations int main() A
= init_system() ;
- Pros:
Simo| While (1) {
° Impie do_a();
 No OS overhead do_b () ;
Cons do-c
- }
- Difficult to scale (low number of tasks) // You'l never get here

« Difficult to balance time and tasks priorities
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Application architectures: multi-threaded

e Multi-threaded:
- multiple threads spawn to carry out multiple tasks concurrently
- Each task has different priority and timing requirements
- Requires an operating system
- Pros:

« More modular architecture

« Tasks can be pre-empted. Avoid priority inversion
- Cons:

* More complex and extra overhead

« Higher memory requirements

» Thread execution is difficult to test
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FreeRTOS Application Architecture

Application

Customer Design
IwliP

Third-Party IP

FreeRTOS . e
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FreeRTOS network application

e Basic template for socket oriented programming:
- First setup a network thread and start FreeRTOS task scheduler

- Then the network thread:
 Initializes lwip
« Configures a network interface
* Rises the interface
« Starts another thread for the reception

 Installs any other network tasks (new threads) required by the application
- We'll suppose an echo server

« Finally it deletes itself

- Therefore after initialization several threads are active:
* Reception
 Echo server
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FreeRTOS network application

e |nitialization:

int main()

Wil printf("UDP echo server\r\n");

sys thread new("main thrd", (void(*)(void*))setup network thread, @,
THREAD STACKSIZE,
DEFAULT THREAD PRIO);

vTaskStartScheduler();

while(1);

return 9;

We need FreeRTOS to start task execution for the
rest of the procedure

Equivalent to a FreeRTOS task
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FreeRTOS network application

* Network configuration thread

vold setup network thread()
{
struct netif server netif;
struct ip addr ipaddr, netmask, gw;
unsigned char mac ethernet address[] = { 0x00, 0x0a, 0x35, 0x00, O0x01l, 0x02 };

/* initialize WwIP before calling sys thread new */
lwip init();

- Static IP configuration

IP4_ADDR(&ipaddr, 192, 168, 1, 22); o
IP4 ADDR(&netmask, 255, 255, 255, 0);
IP4 ADDR(&gw, 192, 168, 1, 1);

/* Add network interface to the netif list, and set it as default */

it (!xemac add(&server netif, &ipaddr, &netmask, &gw, mac ethernet address, PLATFORM EMAC BASEADDR)) {
Xil printf("Error adding N/W interface\r\n");
return;

netif set default(&server netif);

/* specify that the network if is up */
netif set up(&server netif);

... (continues in the next slide)
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FreeRTOS network application

* Network configuration thread

/* start packet receive thread - required for lwIP operation */

sys thread new("xemacif input thread”, (void(*)(void¥*))xemacif input thread, &server netif,
THREAD STACKSIZE,
DEFAULT THREAD PRIO);

sys thread new("echod", echo application thread, O,
READ STACKSIZE,
DEFAULT THREAD PRIO);

vTaskDelete(NULL);

return; Tasks that will remain active:

* Network data reception
» Echo server (that processes data received)

This task is just for configuration purposes
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Network programming concepts: Error control

e Network communication at the IP level is unreliable

* |[f reliability is required at the transport layer. Error control is
responsible for:

- Detect and discard corrupt packets

- Keep track of lost and discarded packets (resend)
- Discard duplicates

- Buffer out-of-order packets

e Implemented through:
- Sequence numbers (in packets)
- Acknowledgement and timers
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Network programming concepts: Flow control

* Both the sender and receiver adjust the transmission speed
 sliding window:
- Buffer used to make the transmission more efficient
e« See videos

- as well as to control the flow of data so that the destination does not
become overwhelmed with data

 The destination can reduce the size of the window

FreeRTOS + lwIP Smr3160 - ICTP (Nov. & Dic. 2017)



e Unreliable protocol

- No error control
« The client ignores if the packet arrived correctly to the server

- No flow control
« No way to adjust the speed of both the sender and receiver

e But then why using UDP?
- Extremely simple (minimum overhead) — The fastest way (lowest latency)

- Control can be provided by de Aplication Layer
« But that’s on you as a programmer
* No help from the network stack

- There are may applications where loosing part of the information can be
tolerated:

 Ex. Video conference
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e UDP timing diagram

Client Client transport Server transport Server.'
process layer layer process
Message: {]
o= mmmsm- Packet 0 Messag& 0 i
: Messagel m —mi—+— 0@ fTtooooomood
o m
i _Message 2| f | Message 2 is
. ~| Packet 2 »i| delivered out
: of order.
Y \
Time Time

This packet will be discarded
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UDP

e UDP socket Programming flow

Server Client
socket () | socket () |
| o . bind|]
void echo application thread() bind() - opticmal

{
int sock, new sd;
struct sockaddr in address, remote:
int size;

recvirom() |

EBlocks umtil data
received
Datairedqusst )

int RECY BUF SIZE = 2048;
char recv buf[RECV BUF SIZE];

: | sendtoi) |
int n, nwrote;
if ((sock = lwip socket(AF INET, SOCK DGRAM, 0)) < 0) i TSEMEE

return: | gendto (] | A recvfrnm(]l
address.sin family = AF INET;
address.sin port = htons(echo po | close () | cloze () |

address.sin addr.s addr = INAD

if (lwip bind(sock, (struct sockaddr *)&address, sizeof (address)) < 08)

return;

if ((n = read(sock,”recv buf, RECV BUF SIZE)) < @) {
xil printf("%s: error reading from socket %d, closing socket\r\n",
_ FUNCTION , sock);
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Connection-oriented protocol

Reliable
- Retransmission of lost or corrupted packets
- Cumulative and selective ACKs

Complex protocol with multiple phases (higher latency, lower throughput)

— Connection establishment
- Data transfer
— Connection teardown

Used when loosing information can’t be tolerated

- HTTP/HTTPS
- E-mail, text messaging

FreeRTOS + IwlP

Smr3160 - ICTP (Nov. & Dic. 2017)



Server

e TCP communication flow

- Data transfers must be ayer
acknowledges —1 N

- But acknowledges are
packed. Not one per
packet received

ESTABLISHED  IEBMOME (1 0sED

Inform process |
and send data
inthe queue i

! plus EOF
]
..
== Data Transfer |0 =<
e ==
ot o Passive
=) xR ve
H T = | Acknowledgment = close
2MSL = mmmmmmmmeeg
i timer _/_/é:ﬁj// .
i [l H
: - 2 :
== ACg
==
Time-out
Y Y
Time Time
Client states Server states
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TCP

e TCP socket Programming flow

Server

sncketijl
bindl{) |

Client

listeni) | socket () |

accepti}l

block Corection
until eztab li shment
there are | connect |] |
Cconnection
from
client

B

Data (recquest)

read(] F | write() |
Process
raquest
Data (repliy)
wELEe ) I I readl() |
| close () | close () |
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vold echo application Thread()

{
int sock, new sd;
struct sockaddr in address, remote;
int size:
if ((sock = lwip socket(AF INET, SOCK STREAM, 8)) < 8)
return;
address.sin family = AF INET;
address.sin port = htons(echo port);
address.sin addr.s addr = INADDR ANY;
if (lwip bind(sock, (struct sockaddr *)&address, sizeof (address)) < 0)
return;
lwip listen(sock, 0);
size = sizeof(remote);
while (1) {
if ((new sd = lwip accept(sock, (struct sockaddr *)&remote, (socklen t *)&size)) > 0) {
sys thread new("echos", process echo request,
(void*)new sd,
THREAD STACKSIZE,
DEFAULT THREAD PRIO);
}
}
}
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TCP

/* thread spawned for each connection */
void process echo request(void *p)
{

int sd = (int)p;

int RECY BUF SIZE = 2048;

char recv buf[RECV BUF SIZE];

int n, nwrote:

while (1) {
/* read a max of RECV BUF SIZE bytes from socket */
if ((n = read(sd, recv buf, RECV BUF SIZE)) < 0) {
Xil printf("%s: error reading from socket %d, closing socket\r\n",  FUNCTION , sd);
break;

}

/* break if client closed connection */
if (n <= 0)
break:

/* handle request */

if ((nwrote = write(sd, recv buf, n)) < 0) {
xil printf("%s: ERROR responding to client echo request. received = %d, written = %d\r\n",

~ FUNCTION , n, nwrote);

¥il printf("Closing socket %d\r\n", sd);
break;

}

}

/* close connection */
close(sd);
vTaskDelete(NULL);
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lwIP performance

e Depends on
- the concrete hardware (also the CPU not just the network interface)
- and APl used (RAW or socket)

RAW Mode ' Socket Mode
Hardware Design Name | '
RX (Mb/s) = TX (Mb/s) RX (Mb/s) TX (Mb/s)

AC701 AxiEth_32kb Cache 205 125 37 [ a1

| AC701_AxiEth_64kb_Cache | 270 | 175 ' 40 * 46.8
KC705_AxiEth_32kb_Cache 200 | 190 ‘ 52.9 * 56.2

| KC705_AxiEth_64kb_Cache | 380 | 250 ' 58.4 ' 69.5
KC705_AxiEthernetlite 64kb Cache | 46 ' 67 ' 29 ‘ 44

| 2C702_GigE | oa3 | 949 ' 521 * 542
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Network tools: netcat

e The swiss army knife for network operations

» Can be configured to be a client or a server:

- UDP example:
e Server: nc -lu -p <port> [<hostname>]
 (Client: nc -u <hostname> <port>

- TCP example:
« Server: nc -l -p <port> [<hostname>]
* Client: nc <hostname> <port>
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Network tools: Wireshark

e Most popular network traffic sniffer

e Captures and analyzes any kind of network traffic
- Will help you to understand the network stack
- Protocol dissector

e Multi-platform (even mobile phones)
- Free software
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Network tools: Wires

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

& e dMRJIIAerYye P EE vl WEEN

|Fj|ter: ” | v || Expression... || CIea[||Appbr|

No. . Tirme Source Destination Protocol | Info H
2 0.754428 169.254.594.55 169,254, 255.255 NEMS Registration NE WORKGROUP<le=
3 1.027526 161.67.27.162 255.255.255.255 LDP Source port: 17500 Destination port: 17500
4 1.030888 161.67.27.162 255.253.235.235 LoP Source port: 17500 Destination port: 17500
5 1.030834 161.67.27.162 255.253.235.235 LoP Source port: 17500 Destination port: 17500
6 1.030985 161.67.27.162 161.67.27.255 uDP Source port: 17500 Destination port: 17500 Ca tured aCketS
7 1.128790 161.67.27.141 161.67.27.255 cuPs ipp://161.67.27.141:631/printers/Impresora_SALA 2 (idle)
8 1.235153 161.67.27.136 161.67.27.255 LuoP Source port: 17500 Destination port: 17500
9 1.377818 161.67.27.183 161.67.27.255 NEMNS Name query NB GRUPO_TRABAJO<lb=>
10 1.590410 Cisco_49:33:17 Spanning-tree- (for-br STP Conf. Root = 58,0 h9: le:2e: = 27 Port =
11 1.622479 fes0: :d52d: 6cea: 2ee9: ffo2::1:2 DHCPvE  Solicit
12 2.127825 161.67.27.183 161.67.27.255 MNEMS Mame query NBE GRUPCLTRABAJOﬂlbb
13 2.778209 209.85.227.125 161.67.27.210 Jabber /X Response: \027\,003,001,001 R\271%365z\340\260\266} 1324\ 341J\ v\ 365\ 36¢
14 2.877821 161.67.27.183 161.67.27.255 MNEMS Mame query NE GRUPO_TRABAJOﬂlb) I
15 2.878097 161.67.27.141 161.67.27.255 BROWSER Local Master Announcement PIKE, Workstation, Server, Print Queue Sery
16 2.878128 161.67.27.141 161.67.27.255 BROWSER  Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain Enum
17 2.986303 fes80: :55c3: ebb0:6cOc: ffo2::1:2 DHCPvE  Solicit
18 3.041701 Dell_bs:59:a6 Broadcast ARP who has 161.67.27.867 Tell 161.67.27.150
19 3.532048 161.67.27.1 224.0.0.5 OSPF Hello Packet
20 3 Clst 17 Spanning-tree- (for-br STP Conf. Root = 3 = 27 Port =
21 3.813277 161.67.27.137 161.67.27.255 NEMS Mame query NB IMAC- MARD<=0O=
22 3.817904 161.67.27.137 161.67.27.255 NEMS Mame query NB IMP-ESIZ3<00=
23 3.818279 Vmware_b3:69:88 Broadcast ARP who has 161.67.27.1377 Tell 161.67.27.129
24 3.820821 161.67.27.137 161.67.27.255 NEMS Mame query NE IMP-ESIZ<00= Fﬂ

Frame 1 (110 bytes on wire, 110 bytes captured)

Ethernet II, Src: Dell_b&:07:ee (00:21:70:b6:07:ee), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol, Src: 169.254.94.55 (169.254.94.55), Dst: 169.254.255.255 (169.254.255,255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)

NetBIOS Mame Service

A A

Packet encapsulation

oooe ff ff ff ff ff ff 00 21 70 b5 07 ee 0B Q0 45 00  ....... T E.
0010 00 60 00 30 00 00 80 11 88 29 a9 fe Se 37 a9 fe . .0.... .)..
0020 ff ff 00 89 00 89 00 4c el 80 82 c2 29 10 G0 01  ....... [

0030 00 00 00 00 00 01 20 46 48 45 50 46 43 45 4c 45 ...... F HEPFCELE PaCket Contents
0040 48 46 43 45 50 46 46 46 41 43 41 43 41 43 41 43 HFCEPFFF ACACACAC

00S0 41 43 41 43 41 42 4f 00 00 20 00 0l cO Oc 00 20  ACACABO. . .....

0060 00 01 00 04 93 e0 00 06 e0 00 a9 fe Se 37 ........ cAT

5
(CT——

© File: "ftmpfwiresharkxxxxkaZppp" 6... = Packets: 42 Displayed: 42 Marked: 0 Dropped: 0 Profile: Default
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