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The ultimate limits of privacy 
and randomness… 

…for the paranoid ones



Congratulations… 



1993	

1995	

1997	

Quantum speedup…  
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Quest for a perfect cipher 

Public Keys 

Quantum Crypto 



Public Key Cryptosystems 

Public key 
locks the box 

Private key 
unlocks the box 

FACTORING 



The quantum taketh away… 

…and the quantum giveth back! 

QUANTUM CRYPTOGRAPHY 

Enter the quantum… 



Quantum cryptography 

Device independence etc 



Secrecy = Shared Randomness

ALICE	 BOB	

 
UNIFORMLY DISTRIBUTED 
 
UNPREDICTABLE / INDEPENDENT OF ANYTHING ELSE 

0 1 0 1 1 1 0 0 1 0 0 1 0 1 1 1 0 0 1 0



One-time pad 
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0 0 1 0 1 0 0 0 0 1 0 0 1 0 1 0 0 0 0 1

Secure if the key is secret and uniformly distributed 
Enter John Bell and a plethora of his inequalities… 



Bell’s inequalities… 

One of these terms is 0 and the other is ± 2 

A1,A2 B1,B2S = A1 B1 + B2( ) + A2 B1 − B2( )

S = ±2 −2 ≤ S ≤ 2hence 



If A and B are θ  degrees apart Alice's and Bob's 

results agree with the probability sin2 θ
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Local realism can be refuted… 

A1,A2 B1,B2

Experimental fact 

Results agree:  
Results disagree:  

−2 2 ≤ A1B1 − A1B2 + A2B1 + A2B2 ≤ 2 2



Local realism can be refuted… 

A1,A2 B1,B2
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Correlations galore

classical 

quantum 

magic 



Parametric down conversion 

Entangled photons 

Polarizing filters  
& photodetectors 

Optical fibers 

Polarizing filters  
& photodetectors 

DRA MALVERN – OXFORD 1991

And all this can be demonstrated… 



Today commercial proposition… 
…but would you trust this product?  

Courtesy	Vadim	Makarov	



RANDOM RANDOM 

A1,A2 B1,B2

Device independent cryptography

LOCAL RANDOMNESS 

LOCAL ISOLATION 

LOOPHOLE-FREE BELL TESTS 

No need to trust manufactures  
No need to check what is in the box  

 

LOOPHOLE FREE BELL TEST IS SUFFICIENT  



entanglement 

A1,A2

Good local randomness?  

B1,B2

QUANTUM RNG 

LOCAL ISOLATION 

LOOPHOLE-FREE BELL TESTS 



Uniformly distributed and unpredictable 

0100010110011111001010100010…	

EACH BIT MUST BE 
 
UNIFORMLY DISTRIBUTED 
 
INDEPENDENT OF ANYTHING ELSE (OUTSIDE ITS FUTURE LIGHT CONE) 

CERTIFICATION OF 
THE PROCESS  



Trust the authorities? 



Perhaps I can amplify weak randomness? 

01001011001…	 011010…	

1
2 PX|E − PU ≤ ε

X  is ε-random if

where E  denotes everything outside the future of X

sta0s0cal	distance	



No way… 

01001011001…	 011010…	

There exists no function f  such that the output
f (X) is uniform for any ε-random input X.

f
ε

X f (X)

Santha	&	Vazirani	(1984)		

ε



…unless we use monogamous correlations 

MONOGAMOUS CORRELATIONS 
CHAINED BELL INEQUALITIES 

ε-random source

For any ε < ε0  there exists 
a device-independent protocol 
whose output f (X) is uniform 
for any ε-random input X.

Colbeck	&	Renner	(2011)		

ε < 0.08
Galego	et	al	(2012)		

ε < 0.5



Beyond CHSH

CHSH		

Putz	/	Gisin	



Many open questions

EPR VISION OF REALITY IS TOO SIMPLISTIC 

SECURITY AND RANDOMNESS IN THE MULTIVERSE



Origins of randomness 



I feel I am manipulated! 

But I do not trust myself !



  

Free will within deterministic system 

nothing to do with randomness 



entanglement 

Beyond the simplistic mathematical model 



Beyond the simplistic mathematical model 



Do we really need probability…  

Probability	is	as	useful	to	physics	as	flat-Earth	theory	
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