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Introduction

Climate Research is receiving a lot of interest as it

has direct as well as indirect impact on human life

It Is requiring a vase amount of computational

resources

Cloud Computing resources would accelerate the
climate related researches and other mission

B

=

<—§ :

®

(G

critical services — faster result generations for
large Data and availability of resources

Expertise for researchers who are not computing

experts

Volume
g Velocity
Q
g Variety

Veracity

Geospatial Domains

Urban
Pianning Soclal Envitonment Sman
Sclences clences Cities
Climate L3508 Ot Goo-informatics
Sclence (Data Land Change (e.g, data
Analytics) ¢ mining|
"\ 7 a
: ‘ |
Data
b Data
rchive & AR Analytics &
Managemen Mining
‘ ¢ HDFS § MongoDB Rasdarman %ﬁ; Spo;k‘
On-demand Measured Broad Network Rapid
Self-service Service Access Elasticity

Cloud Infrastructure

Madet

Simulation{e.g
« ust storm)

yeenario,

Phenomena

Resource
Pooling

Value for better

Jo

30 August 2018



Cloud Computing

 Provides scalable computing resources with
economic scale

Saas

« Made up of 3 fundamental layers that
provide services and may be deployedin a

Self manageability

number of ways — Public, Private, Community P—* 2§ g
and Hybrid ot
« With Cloud Computing, there is |
« Multi-tenacy and shared resources |a a S

» Improved Expertise

* Only pay for whatyou use
+ There is some set standardswhich

would improve interoperability
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Challenges of Cloud Computing

* There are some challenges,

> Finance

> Data Integrity and Security
> Availability

»Lack of expertise

> Interoperability
* These are not entitely new:




Everyday Data Security

Every automated system needs to be protected to preserve its integrity, availability
and confidentiality

PCs Networked

* Back-Up to External * Doesn’t mean backed up

* Restricted: Password * Restricted : Password, Firewalls
* Hashing * Hashing

* Obfuscation / Steganography * Obfuscation / Steganography

* Encryption / Cryptography * Encryption / Cryptography
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Hashing

A unigue size of string of numbers unique
to the file

* Provides integrity of the Data like finger Hashi ng

prints, same Data same hash
o

 Change in message, change in hash value
* storage of hash value external to data

* Creating a hash has low creation
overhead

* Impossible to generate a message from -
the hash value. 8| Blacksacks

 Technigues used include SHA1 and MD5

 https://www.md5hashgenerator.com/
« https://passwordsgenerator.net/shal-hash-generator/ https://blockgeeks.com/what-is-hashing-digital-signature-in-
the-blockchain/
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https://www.md5hashgenerator.com/

ODbfuscation

—— —

WHAT YOU SEE 15 |

NOT

‘. WHAT YOU GET

* Making data to be illegible or
meaningless / unclear

* Using known mechanisms to
change color of images or order
of letters.

* |t does have medium
computational overhead L

* If mechanism iIs known it can be — o
2

relatively easy to undo http://ithare.com/wp-
content/uploads/BB_part180 BookChapter29f v10.p

ng
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Watermarking and Copyright (Wikipedia)

* Watermark is an indentifying image on paper when viewed by light to
discourage counterfeiting.

* Digital watermark is a marker embedded in a noise-tolerant signal (eg
audio, video or image) data to identify ownership of the copyright.

* Watermarking is a process of hiding the digital information

* Digital watermarks is used for tracing copyright infringement thereby
verifying Data’s authenticity or integrity does nor change the size of

the file




Steganography

* Act of hidden writing

* Embeds and hides existence of another message within another
message from third party

* Requires the use of empty spaces

* Different from Cryptography as it does not make the message
unreadable

* Doesn’t attract undue attention as the hidden message is invisible

* Though sometimes hidden message maybe encrypted or compressed
before embedding




Encryption

* The process of converting

data to allow only authorized i apanets
Nersons access. e

IS 1@ reverse procass

* |t iInvolves using keys to
Drocess It into one form

cipertext (encrypt) and to

. Encryption algarithm Ciphertext
plaintext (decrypt).
* Only secure as long as key Is | o
https://www.cs.ait.ac.th/~on/O/oreilly/tcpip/puis/ch06
secured 02 htm
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Cryptography

* |t's a means / technique used to secure communication in the
presence of adversaries (third party) — preventing the public from
reading a private message

 Cryptographic systems provide the following
» Confidentiality : concealment of data from unauthorized users (Privacy)
» User Authentication : the user is who they say they are
» Data Origin Authentication : proof of origin
» Data Integrity : assurance data has not been tampered with
» Non-repudiation : can proof the sender did indeed send the message




Public Key Infrastructure

* PKlencomprises set of roles, policies and procedures needed to
create, manage, store and revoke Digital Certificate and mange pubic
key encryption (Wikipedia)

* PKlusing cryptography allows for secure communicationon an
Insecure network

* PKl provides both public key encryption and use of digital signatures
* PKI consists of some important componets

v" Crytographic components : encryption and hash functions which
provides data confidentiality, integrity and authenticates the sender

v" Keys and random number generation
v" Digital Certificate




Certificate Authority and Process

* A CA s third party trusted by all
users that creates, distributes, r W2
revokes and manages digital i

. g | ! /
certificates @; B i

User Certification Authority Digital certificate generation
. Public Key Exchange
Private key
key e S
Public Verify Ceﬁil;illcite Certification i Encrypted Communication i
.
key "l Request L1 user —™ for > Authority
to W identification user identification
Certification
User L) Authority User
identification identification

Return to user

CA issues digital certificates to users and certifies
https://www.ibm.com/support/knowledgecenter/en/SSFKSJ_7.1.0/com.ibm.mq.doc/sy10590 . Ownership of a pUblIC key Certificates contain the pUb|IC
htm )

key of the owner(user)
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Certificate Authority and Process (2)

Publie Different Keys Secret

Key

Issue -:h AdSh*L@9.
—_— Tech i1 .
| ecryption
— ROG 1L D
W | BY @Y )i 1RL39P20
o User’s Public key o
U privatekey certicat Verler |pjan Text Clpher Text Plin Text
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DS / Cloud User

A cloud end-user wants

= To be confident and trust that the data is
secured on the CI

= Resources are avallable all the time
= to attest the Data integrity
* tamper proof




Cloud Layers and Possible Security Measures

Cloud Layers Security Measures \

@_

Metered Servnce On-demand Self - Service ] Scalable |

Resource Pooling / Network Access

Private Cloud Communlty Cloud Public CIOUd
Hybrid Cloud
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Multilayer Security for ClI

laaS

PaaS

SaaS

Security Security
Challenges Mechanisms

DoS, DDoS TC

Alterations of IDS
Binary

DataLoss / Data Data Coloring/
integrity Encryption

3 main objectives of Security is to
provide Confidentiality, Integrity
and Availability

May not stop attacks but would
make them less likely. No single
measure can ensure complete
security

Among several solutions for cloud
security are PKI and the use of
multiple cloud solutions. Singh’s
(2017)

Protecting Data at rest and in transit
use also encrypted connectionslike
HTTPS, SSL, TLS, FTPS
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https://reader.elsevier.com/reader/sd/324D76598ACBAA8B60435451B0B66C9659D214E5BB877EBD223E3FA0C53CC2CD3B103CB49F600622790C1BEC5D383E16
https://reader.elsevier.com/reader/sd/324D76598ACBAA8B60435451B0B66C9659D214E5BB877EBD223E3FA0C53CC2CD3B103CB49F600622790C1BEC5D383E16

Data Colouring

It is a technique for protecting data stored
on a cloud system against un-wanted
tampering and unauthorized access
(especially by CSPs).

Conceived as a watermarking software
It is very similar to digital watermarking
Claims to work across various types of files

It can be achieved through cloud
watermarking and encryption

Establishes and uses concatenated
fingerprints for watermarking
through steganography.

This highlights possible path of
data loss or theft

30 August 2018

19



Data Colouring Process
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Comparism of Features

clouds

encrypted after processing)

recreated after processing)

Hashing Encryption Obfuscation Data-colouring
Example MD5, SHA Code- table/cipher Minimization, compression Watermarks, fingerprinting
I . , . . Entropy reduction/ . .
Association/ Technique mathematical Cryptographic transformation transformation Mathematical/ embedding
Creationoverhead Low High Medium Low
Resulting data can be , . .
directly processed on Yes Yes (if decrypted and Yes (if process is reversed and Yes

Security /features

Data integrity

Making data/content
inaccessible to unauthorised
access.

Making data/content illegible

Data ownership

Notes

Storage of hash is external to
data.

Difficult to undo without
original code-table

Relatively easy to undo and
redo

Embedding/ distribution of
watermark/ fingerprint inside
data. may be difficult to detect
and remove if steganography
is used

30 August 2018
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Outguess - Data Coloring Implementation

* Free and Open tool for Steganography
* Relies on Data handlers to identify and modify redundant bits

* Handles different data formats once appropriate handlers are
available




DC
Implementation

A

P9

r misule@misule-PC:~/Downloads/scripts$ ./fcg.sh
Enter file-name with data to be colored [Enter]:
/home/pigule/Downlcads/kbrunel _letter.jpg

Enter password key [Enter]:

test123

Enter private key file of data-owner [Enter]:
/home/misule/ .g3h/dd dsa,

Enter public key file of recipient/cloud-service [Enter):
/home/misule/Downlcads/9FBB231E.asc

Reading /home/misule/Downloads/brunel_letter.jpg....

JPEG compression guality set to 75

Extracting usable bits: 221155 bits

Correctable message size: -32906 bits, 8341092776804352.00%
Encecded '/fmg/5648': 776 bits, 97 bytes

Finding best embedding...

1 0: 418(51.7&L&§3.9%], bias 197(0.47), saved: -3, total: 0.19%
] 8: 405(50.1%)[52.2%], bias  199(0.49), saved: -2, total: 0.18%
15: 400(49.5&*J§l.5%], bias 203(0.51), saved: -1, total: 0.18%

23: 413(51.1%)[53.2%], bias 174(0.42), saved: -3, total: 0.19%

25: 385(47.63%)049.6%]1, bias 185(0.48), saved: 0, total: 0.17%

53: 382(47.3%) [49.2%), bias 178(0.47), saved: 0, total: 0.17%

13: 397(49.1%) [51.2%], bias 156(0.39), saved: -1, total: 0.18%
168: 385(47.6%)[49.6%], bias 156(0.41), saved: 0, total: 0.17%

168, 541: Embedding data: 776 in 221155

Bits embedded: 808, changed: 385(47.6%)J]49.6%], bias: 156, tot: 220443, skip: 219635
Foiling statistics: corrections: 171, failed: 0, offset: 140.115044 +- 252.771592
Total bits changed: 541 (change 385 + bias 156)

Storing bitmap into data...

Figure: Generating colour drops (fcg.sh running)
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DC Implementation
2

misule@misule-PC:~/Downloads/scripts$ ./bcg.sh

Enter file containing COLORED data [Enter&ﬂé

fhomefmigg;g/Downlﬁadsfcolﬁred-brunel_letter.jpg
Enter file containing ORGINAL (UNCOLORED) data [Enter]  :

/home/misule/Downleoads/brunel letter.jpg

Enter passwoerd key [Enter]:

testl23

Enter file with PKI private-key of data-owner [Enter]:

/home/nisule/ .ssh/id dsa,

Enter file with PKI public-key of recipient user/cloud-service [Enter]:
/home/misule/Downloads/9FBB231E.asc

Reading /home/misule/Downloads/colored-brunel letter.jpg....

Extracting usable bits: 221155 bits

Skeg, retrieve: seed: 168, len: 97
Extracted drops="fhomefmjsule/Downlcadsfbrunel_letter.jpg.txt”

Generated drops="drops-5668"

This line informs
the data owner
that both the

extracted color
drops and the

generated color
drops match and
therefore the
fingerprint has
been verified.

:

Extracted and generated color erRS match - DIGITAL FINGERPRINT VERIFIED

Figure: Extracting colour drops with bcg.sh
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24



DC Verification

misule@misule-PC:~/Downloads/scripts$ ./bcg.sh

Enter file containing COLORED data [Enter]
/home/misule/Documents/celored-brunel letter.jpg

Enter file containing ORGINAL (UNCOLORED) data [Enter]
/home/misule/Downloads/brunel letter.ipg

Enter password key [Enter]:

testl23

Enter file with PKI private-key of data-owner [Enter]:

/home/misule/ -ash/idudsa,

Enter file with PKI public-key of recipient user/cloud-service [Enter]:
/home/misule/Downloads/9FBB231E. asc

Reading /home/misule/Documents/colored-brunel letter.jpg....

Extracting usable bits: 278306 bits

Steg, retrieve: seed: 58689, len: 45345

This line alerts
the user if the

file has been
tampered with.

Extracted datalen is tco long: 45345 > 34789
WAAAAAAAANS

Something went wrong: Unable tec locate either the extracted or generated color

Figure: Verifying colour drops with bcg.sh

30 August 2018
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Sources for Colour Drops Generation

ITEM CONTRIBUTION

Data-file to be coloured Fingerprint to detect unauthorized modificationsto
content
Private Key of Data Owner Fingerprint to indentify data owner
Public Key of Recipientor Cloud-Service Fringerprint to trace path of data-loss/theft
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Hands-On
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