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OQverview

Overview

Basic testing theory:

« Why testing: cost of testing and yield.

- Reliability of VLSI circuits.

« What to test : Combinatorial, Sequential, Memory.
« Basic testing terms, fault models.

« Fault coverage.

« Generation of test patterns.

« Memory testing.

- Steady state power supply current testing.
« VLS! testers.

» E-beam testing.

« Test of analog IC’s.

Testing:

+ Design verification
* Production



Overview

Scan path testing:

- Improving controllability and observability using scan paths.
» JTAG (Joint test action group), |EEE standard 1149.1.

« JTAG protocol.

* Boundary test.

« Typical JTAG scan path cells.

« JTAG ASIC libraries.

» JTAG test equipment.

- Alternative use of JTAG.



Overview
M

Built in self test (BIST):

- Different schemes of BIST.

« Pseudo random generators.

« Signature analyzing.

« Built in logic block observer (BILBO).
« Running self test via JTAG.

Design for testability guidelines.

Testing seen by an ASIC designer.



Basic testing theory

Basic testing theory



Basic testing theory

Price of finding and repairing a failing design/chip

LEVEL

FAILURE MECHANISM

PRICE

 Functionality, Perfor
Testability, r liabilit

;'; -';Venftcatlon
‘Qualification,
" Production margin

Design
verification
testing

_| (‘price per design)

00K$ - ? %
(if not sufficient
design verification

performed)

Production
testing

(price per chip)

T



Basic testing theory

Yield
Yield is calculated from defects per mm? (= exp(- A * D))
Typical defect density is of the order of 0.005 - 0.02 defects/mm?

100.0 . I . . . .
\\\\\\\\\\\\ (memories have redundancy)
80.0 | T |
- . T - Yery high production volume technology
' 61% T 2y
~  60.0 | v - 0000 -
22 o T
e’ l \\\\\\\\\\\\\\\
E I e
@ Lt T
; 400 B |37% S 1. 36% e R TS e o
| |
| 0.02 | L
20.0 | Low production volumé technology e | -
| ' 14% o
| |
| t , ) e
0.0 5 50.0 1000, 150.0 500.0
Area { mm<)

Price of 100 mm? chip compared to 50 mm? chip: 100 mm%/50 mm? x 0.61/0.37 = 3.4 ( D=0.01)
100 mm?2/50 mm? x 0.36/0.14 = 5.3 ( D= 0.02)



Basic testing theory

Reliability of VLSI circuits

Failure rate
A

Infant mortality Badly designed component _
(electron migration, hot electron, corrosion, etc.)

Wear out

| | » liMme

1000hours 10Qyears
Failing parts within first 1000 hours: 1 -5 %

Burn-in testing : Heating up chips to 125 deg. accelerates 1000 hours
period to approx. 24 hours.

Static: power supply connected.
Dynamic: Power + stimulation patterns.
Functional test: Power + stimulation patterns + test.

Temperature cycling: Continuous temperature cycling of chips to provoke
temperature gradient induced faults.
(Non matching thermal expansion coefficients).

—— -

——

- e o



Basic testing theory

What to test

Combinatorial Sequential Mixed analog/digital
> - > ] > D> — >
- - . — [ —o-] Beast
. - - L > -
N inputs - 1 - N inputs - - N inputs -» -
. | L > -
- . - - - -
- . > . > :l> \ —AD|
> - - - - -
M storage elements M storage elements

o(N+M) o(N+M)

Exhaustive test vectors:
plus analog parameters

Exhaustive test vectors: 2N Exhaustive test vectors:

100 Mhz tester:
N=32 : test time = 40 seconds.
N=64 ; test time = 6.000 years

Knowledge about topology of circuit must be used to
reduce number of test vectors so they can be generated
by tester ( tester memory: 10K - 10M ).

Analog and digital stimuli must be generated from a tightly
synchronised system.



Basic testing theory

Basic testing terms
« CONTROLABILITY: The ease of controlling the state of
a node in the circuit.

« OBSERVABILITY: The ease of observing the state of a
node in the circuit

Example: 4 bit counter with clear > g3

L -

g2

Control of g3: »Cr gl b
Set low: perform clear = 1 vector q0 >

Set high : perform clear + count to 1000B = 9 vectors



Basic testing theory

Testing a node in a circuit

. A: Apply sequence of test vectors to circuit which sets
node to demanded state.

- B: Apply sequence of test vectors to circuit which en-
ables state of node to be observed.

 C: The observing test vector sequence must not change
state of node.



Basic testing theory

Fault models

 Fault types:  Functional.
Timing.
e Abstraction level: Transistor. (layout)

Gate. (netlist)
Macro ( functional blocks ).

Parameter LZ}L LA»

R y/l
Del ay |AL,

— -
| i:j 12 1 2 \:7\
I
|




Basic testing theory

Transistor level

Transfer characteristic

—(]
Full functional inverter Vi —  — Vo
% Rpmos
PMOS stuck on Vi — Vo

Vo
A
» Vi
Vo
» Vi

CMOS logic may become NMOS logic if PMOS transistor stuck on.



Basic testing theory

N
—C —(
Al BlY
. — Y 0. 011
Full functional NAND A o:1 |1
1:11[0
1.0} 1
B

N A BlY
0: 01
; —C 1.0 1
1110
0111
One PMOS stuck open A e A BIlY
T 0 01
B o: 1|1
.......... 1110
- 1100

Combinatorial logic may become sequential if stuck open faults




Basic testing theory

Di

load

m

Small leakage current

Large leakage current

Dynamic storage elements may loose information if circuit run at low frequency.



Basic testing theory

Gate level

Stuck at 0

}LStuck at 1
Open
e

B;

Bridge

 The gate level stuck at 0/1 is the dominantly used fault
model for VLSI circuits, because of its simplicity.

 Fault coverage calculated by fault simulation are always
calculated using the stuck at 0/1 model. Other more com-
plicated fault models are to compute intensive for VLSI
designs.

Number of faults detected by test pattern

Fault coverage = . TP
Total number of possible stuck at faults in circuit




Basic testing theory

Testability

Fault c?verage
100 %

A

Number of test vectors

A: Design made with testability in mind.

B: Design made without testability in mind but good fault coverage obtained
by large effort in making test vectors.

C: Design very difficult to test even using large effort in test vector generation.



Basic testing theory

Generation of test patterns

« Test vectors made by test engineer based on functional
description and schematics. Proprietary test vector
languages used to drive tester. (over the wall)

 Testvectors made by design engineer on CAE system.

« Subset of test patterns may be taken from design verifi-
cation simulations.

» Generated by Automatic Test Pattern Generators
( ATPQG).

» Pseudo random generated test patterns.
 Fault simulation calculates fault coverage.




Basic testing theory

Fault simulation

Fault coverage found by fault simulations

Good

Reference

Test patterns | —wi oimylation model [ response
el T ¥

Single fault Compare

> simulation model ™| response

__________________________________________________

Requires long simulation times !.

Toggle test ( counts how many times each node has changed) can be used
to get a first impression of fault coverage.



Basic testing theory
M

Test development cost when complexity increases:

Cost (time )

100 %

Mixed analog/digital

Design

5 Digital
Test development

0 % : » Complexity
Today (time)
pins/gate A
1
Testability is decreasing 0.1
drastically with increased
integration level 0.01
0.001
-

SSi MSI LSI VLSI



Basic testing theory

Memory testing

Memory

Exhaustive test of a 1 M memory
would take longer than estimated
Memor age of our universe.

ROW addreSS—- array y g

Algorithmic test patterns used.

row adr dec
yYYYY

Y YV VY Large memory chips have built in
Column address | col adr dec redundant memory array columns

sensee amp enabling repair of failing memory cells.

Data
Checker board Address Walking patterns

010 1 0000 1T000] [gi1go| 10Mhztester
1010 0001 0000, (0000 64 k = 13 min.
010 1 0010 0000/ (0000 256k = 3.6 hours
1010 001 1 0000 0.00 0 1 M =55 hours

Test vectors = 4N Test vectors = 2N Test vectors = 2N?



Basic testing theory

VLSI testers

High speed high pin count VLSI testers are very expensive and complicated machines.

(100 k$ - 10 M$ ). Vector speed: 100 - 500MHz,

Vector depth: 32k - 100M

Time resolution: 100ps - 10ps
Pin count: 100 - 512

Shared resources: Tester per pin:
timing : :
vec tim. N
r————-—- | generators -+ [mem| | gen glec >
: Algorlthmlc:
pattern - .
I ner t t I Pln
oo E f Er_ S elec [ system vec || tim. pmn
| sync. [’}|mem}|gen ||elec |
vector |_| Pin e JTIIIIIITIIIIIIIToIIIIIIo
ele(\ [ [ . 1 r . : '
memory - vivec 1 tim. 1y pin
- ' X ny
—— Pin i imem; ; gen :: elec ;.
L elec. | bmemmmoomesooosooooo o

+ Measurements of DC characteristics

Testers must be faster than current IC technology !.



Basic testing theory

Timing formatting of test vectors:

Vector period 1 2 3
Vector value 0 1 0

NRZ
(non return zero)

RZ
(return zero)

SBC
(surround by complement)

Strobed compare

Window compare

Timing t1 2 t 2 t1 2



Basic testing theory

Quiescent Eurrent testing (Iddci)

« A CMOS device consumes very low current in steady
state.

« |f atransistor is stuck on, the steady state current will rise
orders of magnitude when the right test pattern is applied

Current  Slow vector rate to get
A current to settle
« Many nodes tested in
parallel

» Used as an additional test to
improve fault coverage

» lime
1 o 3 4 Vector

~—pr——



Basic testing theory

E-beam testing

The reflection of an E-beam from a surface is influenced by voltage potential
of the surface.

m Electron source

Electrostatic

shutter Syne

Rﬁflected T

charge Pattern

collector /oo generator
Chip

Single point probing with very good timing resolution ( ~100ps )
using statistical averaging

Complete scan of chip to get voltage contrast picture at a specific time in
pattern sequence.



Basic testing theory

Test of analog circuits

 Each analog circuit is always special.
« Difficult to access internal nodes (drive external load).

« Mixed analog/digital testers are often a digital tester with
analog add ons ( GPIB, VXI, VME ).

Computer

- VXI

o0 23| GPIB

Digital
tester




Basic testing theory

Design verification testing
( 10- 50% of total development costs)

Does model comply Does design have same
with specification ? behaviour as model ?
{ EeSIgn:
Specification Behavioural model ull custom,
(text) (Verilog, Spice, etc.) Standard cell,
Gate array

\ Low quantity /
Does chip work 7 Does design work ?

as specified ?
(50 % )

Produced chip

Does chip work in application ?
(50 % * 50 % =25 %)

|

Sufficient margins for
gggggiggggg production variations ?
Does specification comply s it testable in production ?
with application ? 32833338882 Reliability ?
50 % o . L
( ) Application Will it work in final system ?

How do we find out



Basic testing theory

Production testing
production testpattern development 5 - 25 % of development costs)
Packaged ( Production test 20 - 50% of final chip cost)

, Functional test: Internal speed test:
Burn-in ? L e fault coverage, - ,
stuck at 0/1 clocking speed

Margins ? {noise, measurement accuracy, etc.)
Temperature ?.
Supply voltage ?
External loads ?

Analog parameters: I/O level test: External speed test:
gain, noise, < output levels, .« Setup time, et
time constants, input thresholds hold time,

precision, etc. delay




Scan path testing

Scan path testing



Scan path testing

Scan path testing

» Improving controllability/observability by enabling all
storage nodes to be controlled/observed via serial scan
path.

Scan clock
ol —

- n<—-~ Scan data in

Logic

Logic
Scan data out _| ‘_- *

Test principle:

1: Enable scan mode and scan in control data.
2: Disable scan mode and clock chip one cycle.
3. Enable scan mode and scan out observing data.

Generation of test vectors: With the high controlIability/obser\_/abilitx the test vectors
can be generated automatically with a ATPG program.



Scan path testing

Scan path cells:

Storage node

D flip-flo
p-tiop » cata out
clk =D q ™
| » SCan out
data in m
scanin | U - d a ™
X g
i
scan mode
Non storage node:
. m
data in 1 u p= data out
’;
D flip-flop scan mode
clk =D q » scan out
Lpe{ M d
scanin -» U q
;

scan mode



Scan path testing

« Scan path advantages:
Test vectors can be generated by ATPG programs.

Observability/Controllability problems do not have to be considered
during the design phase.

Testers do not need to have complex test vector generation capabilities for
all pins of the chip ( only scan in and scan out necessary ).

« Scan path disadvantages:

Hardware overhead: additional multiplexers must be included in the circuit.
example: 20.000 gates with 500 flip-flops
1 flip-flop = 10 gates > 500 ff = 5000 gates
1 scan flip-flop = 12 gates > 500 ff = 6000 gates.
overhead = 1000 gates = 5%

Speed degrading: additional multiplexers added in signal path.
example: 2 input inverting multiplexer in 1 um CMOS dly= 0.44 ns (typ.).
special scan flip-flop in Tum CMOS dly = 0.3 ns (typ.).



The JTAG standard

The JTAG standard

« |EEE 1149 standard.
« Boundary scan to test interconnect between chips.

« Internal scan to test chip.
« Control and status of built in self test.

. Chip ID

« Many commercial chips with JTAG standard implemented:
Processors, FPGA, etc.

Test clock |r| _ H “ . y -1|
Test mode select | I:H> - JTAG D_D | Tost data out

Test data in | Controller |

est dala in |D—D * Lt l |

> h ] >

> T st L]

’1:H>- register A re?iger Ny _D_Dl
ID'{>“ i AN f | Outputs

I H>A ( |

Inputs I ¢ ~ Test | I —D_[_—_h

i ragister _D_DI

O PNy >

1 H > reg"i:}er . aTgegar _D_D:

*EH>— ~ 'D‘I:h

| ) A |




The JTAG standard
M

Boundary scan makes it possible to test interconnections between
chips on a module.

Test of chips and board connections can be performed in-situ.

= Short to ground
IC1
B
] IC3
] Solder bridge
IC2
] Open




The JTAG standard

JTAG Protocol

Only 4 ( 5) pins used for JTAG interface

Test clock: Clock for loading control and test patterns + clock for shifting out response
Test mode select: Selects mode of testing

Test data in: Serial input of test patterns

Test data out: serial output of response to test pattern.

Telk 11T v ------------------------------------------------------------------------------------
Tms 'nitialize | Load Ins. | shiftin test data \ ( update scan registers | Load response Shift out response
Tdi Instruction | Test data in 4} Next test data
Tdo /[ Test data out




The JTAG standard

f

JTAG block diagram

il gt i di et |

! '

g Boundary scan register R

| :

! (

! i

= ID code register —

! 4

C

o —— - < e Tdo

: User definable registers JJ—',—D'-

! !

! ]

! |

! |

L Instruction register —-:—>

) ‘ !

LR S T |
Telk Test _

clk — Access Instruction :> Extost

Tms ——=| Port decoder Intest

controi Sample
Trst ™ (TAP) p Aun solf test

etc.




The JTAG standard

JTAG Test Access Port (TAP) controller

Test logic reset

| Run test/idle

Select DR scan > Select IRscan
Capture DR Capture IR
Shift DR Shift IR
O — [
| Exit1 DR > | Exit1 IR >
Pause DR | Pause IR
Exit2 DR Exit2 IR
- PPE—
| Update DR Update IR

Y

Y

TAP state transition only depends on Tms
If Tms keept at logic one TAP controller will get to Test-logic-reset state



The JTAG standard

Connection of IC’s with JTAG

TDI = TDI TDO{w» TDI TDOR» TDI TDOR»{ TDI TDO TDO
TCK TMS TCK TMS TCK TMS TCK TMS
TCK
TMS
Serial connection
TDl - TDI TDO»| TDI TODOe
TCK TMS TCK TMS
TMSH1
TCK = TDO
TMS2
TCK TMS TCK TMS
Ll TDI TDOm{ TDI TDOH»

Hybrid serial/parallel connection

T -



The JTAG standard

Using JTAG testing of mixed analog/digital IC’s

S 2 A
TAP
Analog .
| -
Digital -
Nl el il i)

Consider analog part as being external and insert
boundary scan registers between analog and digital.

New |IEEE 1149.4 standard for test of analog parts in the process of being defined.



The JTAG standard

JTAG scan cells

Controlling scan cell

Observing scan cell

li
Shift/observe T}next ce

Observed node
]—'>

From previous cell  Scan clk

Observing and controlling scan cell

To next cell
Normal/controf  Shift/obersarve 4

Node ED J oo

From previous cell Scanclk  Update clk

Ton

ext coll
F 3

Normal/control

Nodein

J‘D— Controlled node out

From previous cell

>

>

Scan ck Update clk

JTAG cells required for Input/Output pin

v

¥O PAD

Tristate —™

JTAG cell

Out

JTAG cell

In +—

JTAG celi |

v

'@ VOPin




The JTAG standard

JTAG testing of embedded on-chip memories

Memory
&
QO
© || Memory
- ?; .| array
; Bt
Address 2™
YYVYVYY
col adr dec
™ sense amp
y
o p{ o b B b
Data

Each memory test vector must be shifted in/out serially

U

Testing becomes very, very, very SLOW

U

Use special built in self test



The JTAG standard
f

JTAG libraries from ASIC vendors

In FPGA’s a standard JTAG controller is often available
and 10 cells are prepared for boundary scan

Libraries of JTAG components are normally availeble
when designing with standard cells or gate arrays.

ON'E TAP Controller - JTAG FMC_TAPC

mmul 3 (Firm Macro)

ONSTM
nu::ﬁ.rm 1| FMC_TAPC
5T T ) [Cwacro ] EQUIV. GATES HOTE: SOFT_MACRO
- Frc s ] Soft Macro version MC_TAPC is - TDI TDO —
APC 27 | availatie, but not prelered dus 1o ——f MTST MSE }—=
' : Rev 2.04 layoul dependant ¥ming —{ ™S SLf—
; OUTPUTSANPUTS
WACRO — TCK A8 |
ra o (] CKDR,CKIR,ENABLE IDLE MSE AB.8HDR, —] TRSTB ENABLE —
'-‘-‘1-'.‘-':-3::7: ~Juoon HAC_TAPG SHIR,BL.TCKB, TOO,UDOR,UDIRA-D / CKIR —
s e Joen MTST,TCK,TDI, TMS,TRATB SHIR f—
= ok~ UDIA f—
Sy Mt e MACRO NFUTCAP. CKDA e
Gorwie gyl homn, For WGH ONIT Y MTST: 0.20pF SHDA|—
Dviwn wymboie): 112, 2004 ; TCK: 0A3F UDDR —
| MG TARC TDI: G.V4pF TCKB |—-
TME: 0.20pF .
‘ TRSTE: 1.46pF IDLE

Ap—
Bl—
[ =
PAD D o




The JTAG standard

JTAG test equipment

Most chip testers today have options of special JTAG test facilities.

PC based JTAG test equipment available at attractive prices.

PC

JTAG interface

Application

Software:

Test vector interface

Netlist interface (EDIF)

Scan path description interface (Boundary scan description language)
JTAG test functions

Fault diagnostics

Automatic test pattern generation for inter chip connections)
tc.



The JTAG standard

Alternative use of JTAG

+ Load programming data into programmable devices be-
fore use.

« Monitor function of device while running.

. Read out of internal registers in micro processors and
digital signal processors to ease debugging of programs.




Built in test

Built in test



Built in test

Different schemes of built in (self) test

Make self checking during operation

Include test pattern generator and elf C _
by duplicating all functions

response check on chip

Logic Logic
under test block 1 v
l_. Compare
response
Pattern Test Response Logic | —=%
generator control checker block 2

Generate local check sums and check
with transformation of previous check sum

’@_ Fail

Transform Compare rTransform Compare
Check sum Logic Check sum Logic Check sum
¥ block 1 5 block 2 3

Hardware overhead !!



Built 1n test

Simple pattern generation and pattern checking

Linear Feedback shift register (LFSR)

| *g.). e ,@5, - _l Based on polynomial

> S S S| division.
clk I_ I_ I_ r @ = exclusive or

Pattern generation: Pseudo random patterns based on
generating polynomial and seed.

Pattern checking: Multiple input signature register ( MISR ) generating
“check sum” of input data.
+.

oIk |—> I |—> ’?T—> | I—> .?T->

Inputs

Scan path cells can be implemented so they can be used as pseudo
random pattern generator or multiple input signature analysing register.



Built 1n test

BILBO (Built In Logic Block Observer)

b 12 13

: - It _HScan out

qi q2 q3
B1,B2 = 00, Scan path mode
10 i1 12 13
Sl o i & Sl & i Al
B2-a--J-oooo- S R R QR v T
T a1 @ 93

B1,B2 = 01, Reset of BILBO




Design for testability guidelines.

— Design for testability guidelines.

 Use static logic.

« Make design completely synchronous.
use D flip-flops and not latches.
no clock gating.

* No internal clock generation.

« Prevent large counter like structures.

« |f possible use scan path (JTAG).

* |f possible use built in test of memories.

DO NOT FORGET ABOUT TESTING
WHEN CHIP IS SPECIFIED AND DESIGNED




Testing seen from an ASIC designer.
M

Testing seen from an ASIC designer.

. Design verification simulations performed at full speed.
. Functional testing performed at low speed ( 1 Mhz ).

. Few timing path delays performed to monitor process.
« Single quiescent current measurement.

. Test structures on wafers used to monitor process.

. Test vectors taken from design verification simulations.

« Test vectors must conform to tester restrictions.
( checked by special programs )

. Most ASIC manufactures offer scan path cells and ATPG
programs.

. Most ASIC manufactures offer JTAG boundary scan 1/O
cells and TAP controller.



Testing seen from an ASIC designer.

Alternatives to buy expensive tester

« Build custom test setup for each chip.

New hardware must be built each time.

Custom software, no link to CAE system.

No accurate control of parameters (timing, signal levels, loading ,etc.).
User unfriendly ( looking at waveforms, debugging ).

Characterization not possible.

Difficult “what if" testing/verification.

May be required for specialized tests (noise measurements).

« Subcontract testing.
Lots of documentation required (may be an advantage).
Test houses may not have equipment to test special mixed analog/digital IC’s.
Difficult to specify specialized test (mixed analog/digital, noise, time res.)
Very difficult (impossible) for non designer to perform design verification (what's wrong)
Difficult “what if" testing/verification.
Good for large production series where test procedure well specified.

* Rent test time at external location.
Difficult to integrate specialized equipment into foreign tester.
Lacking support from test specialist understanding special IC's.
Geographical displacement of design team for extended period.

» Test in final application
Think of poor system designer having to test chips and system at the same time.
No accurate control of parameters, characterization not possible.
Does not prove that chip works as specified.
Only proves that this chip works in specific application {low rate, loading, process parameters).
May be required as final test for very specialized IC’s.
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