abdus salam

T the
te‘d naug;:
and cultural . [ N .
rovsaion international centre for theoretical physics

H4.SMR/1132-17

SECOND ICTP - URSI - ITU/BDT SCHOOL ON
THE USE OF RADIO FOR DIGITAL
COMMUNICATIONS IN DEVELOPING

COUNTRIES, INCLUDING SPECTRUM
MANAGEMENT

(1 - 19 February, 1999 )

INTRODUCTION TO NETCFG

Dr. Christian Benvenuti

University of Bologna
Bologna
ITALY

strada costiera, | | - 34014 trieste italy - tel. +39 40 224011 | fax +39 40 224163 - sci_info@ictp.trieste.it - www.ictp.trieste.ic






lecture

Introduction to NETCFG

Second ICTP-URSI-ITU/BDT Schoo! on the use of radio for digital communications in developing countries
I - 19 February 1999

@ictp@

Trieste - Italy

Christian Benvenuti
University of Bologna
benve@csr.unibo.it

What is NETCFG ?

Netcfg is a tool that can be used to configure the network.
This tool is available with the RedHat Linux distribution by default, which means that if you are using another distributin it can be absent.

How to run it
You can start it at the comman line by tipyng "netct‘g" or from the control panel :
(if the control panel is not on the desktop, you can start it by tipyng " control-panel”)

This is the main window of netcfg :

Hosts ‘ Interfaces l Routing l ‘

Hostname:  [localhostlocaldomain

Domain: i _
Search for hosthames in additional domains;

LAl 1A

| Mameservers:

|

Save I o ) : Guit[

|

As you can see on the top of the window, four are the the windows we have to fill in.
Let’s start from the first one.

By the way, this is an example of table with all the data needed :
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§L_m___ Host name ; spaghetti ]
[ ... Domanname ‘[ pasta.food.it

1 Domain Name Server {DNS) | 1234

b IP address I 1.2.3.100

1 netmask | 255.255.255.240 ]

Table 1

Network/s connected to the machine I am configuring

Device IL Network

[ - Nemask

lethernet card 239

_11255.255.255.240

“Table 2

Let’s continue with the exercise.
The table 1 contains all | need to fill the first window :

Hosts | interfaces | Routing |

Hostname:  [spaghetl

1 Domain; [pasta.food. it
Search for hastnames in additional domains:

Nameservers: [1.2.3.4

o<

~l

éave !
—

' Quit |
A

Because [ have only one DNS (1.2.3.4) I have put only it, but I can put there as many DNS as [ want (If they exist).
this is an example with 2 DNS

] Hosis ‘ Interfaces | Routing I

| Hostname:  [spagheti

| Domain: [pasta.food.it _
1 Search for hostnames in additional domains:

Nameservers: |1.
B ¥

E\)N
[P
S

~1

Save |

Quit

It

|
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We can then jump to the following windows, by clicking on the "HoS£Ss" button on the top of the window.

Interfaces l Routing
. P | Name | Nicknames Y
127.0.0.1 localhost localhost.localdomain
_ £
Add | Edit | Remove |
] Save l Quit I

The window is not emply as you can see.

Ad you know, each nerwork card has to be given an IP address which MUST be unique (at least within the network you are connected fo.
If you are connected to the internet then it has to be world wide unique IP).

The IP address 127.0.0.1 is not referred to any network card , and "localhost” is a nickname for the machine.
NB : this couple "127.0.0.1 and localhost"” is not a name or an address you can use when data is sent throught the network, because for
technical reason each machine has that name and address too.

Hosts is a file placed into the directory “fete/" that is used by the system when there is need to resolve a domain-name
(this because computers prefers number to strings!).

Many are the ways that can be done, and one of them is to Jook into that file to see wheather there is a line that contain the answer.

Imagine this the */ctc/hosts” file :

127.0.0.1
100.110.120.1
100.110.120.2
100.110.120.3
200.50.90.1
200.50.90.2

localhost
workstation-1
workstation-2
workstation-3
pe-l

pe-2

localhost.localdomain
workstation- Lictp.trieste.it
workstation-2.ictp.trieste.it
workstation-3.ictp.trieste.it
pe-l.csr.unibo.it
pe-2.csr.unibo.it

If for as given reason the system needs Lo know the IP address of the machine called pe-1.csr.unibo.it , by scrolling this fite it can find out
the IP 200.50.90.1.

The system administrator can decide whether the system should consult this file or not, and in case a DNS is setup , I can also decide
which one between the DNS and the file "/e1¢/hOsts” should be asked first.
The sequence order is written into the file "/¢tc/host.cont™.

What and when I edit that file
If there is a mchine whose address is needed often , 1 can put its address in this file, saving the time requested by a query to the DNS.

We can now fill in the second window, again using the parameters reported in table 1.
By clicking on the button "add" , a new window to fill in get printed on the screen :
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=
§ Name: ' ]
§ Nicknames:

Edit

; P - fzanoe :
1 Hame: . ispaghetii :
| Nicknames: Espaghetti pastafood.if

Done

Click on "Done" and that’s it,

- P Name i Hicknames
127.00.1 localhost . localhost.localdomain
1‘2.3.1 Ul'.lm % Mhetu 3

Add I Edit 1 Remove I

spaghetli pasta.food it

~d

Save I

Quit !

If you have made a mistake, you can select the wrong line and click on "edit" to correct it. (or remove it directly with the button

"Remove")

Now it is time for the following window.

I click on the button "interface” on the top of the window.
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Interface ] IP | proto | atboot | active [[§
lo 127.0.0. hone yes active
ethd _ o hone inactive
smb i nene inactive
smi L none Inactive
sm2 : none inactive
sm3 _ » U none inactive
: A
Add | Edit ! Clone l Alias I Remove l Activate I Deactivate |
Save I . Quit I
e N —

The card we have to configure is an ethernet, and Linux call them ethO (the first) . eth2 (the second) , ......
In the above window [ can see a line with the interface eth® , which is the one I want to configure (and in this case the only one 100) . 50 1
click on that line ......

- Interface | P | proto | atboot | active |
fo : 127.0.0.1 i none yas active
ethd S I FeEE] nene 0 TR inactive il
smi none inactive
sml none inactive
sme none inactive
sm3 none inactive

Ny |

Add I Edit-l Clone | Alias I Remove ! Activate I Deactivate I

..... and once it has got selected I can elick on "¢dit” at the bottem of the window.
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[evisreta |

1P |

{ netmask: i

Network:

Broadcast:

.1 Activate interface at hoot time

| -1 Allow any user lo (de)activate interface

{interface configuration protocol FHjnone

Done | _cancel |

I type the IP and the netmask (from table 1} and the program suggests me the netmask 255.0.0.0 that in our case is wrong....

Device: eth0

IP: [1.234

{ Netmask: §255.0.0.0

{ Network: 1.0.0.0
Broadcast: 1.255.255.255

4 Activate interface at boot time
.J Allow any user to (de)activate interface

interface configuration protocol Wfnone

... 50 I correct it with the right value.

As you can see , the Network and Broadcast lines update themselves automaticly.

["Device: ewo |

lie: 1.2.3.100

Netmask: 255.255.255.240
Hetwork: 12396
Broadcast: 12,3111

_1 Activale interface at boot time
{ i Allow any user to (de)activate interface

{intertace configuration protoco! i]none

Done ! Cancel !

Given that | want the network card to be up and running at boot time,
[ also select the option "Activate interface at boot time-.

[ Gevioa o |

IP: j1.2.3.100 _
Hetmask: [255.255.255.240
Network: 1.2.3.96

Broadcast: 12311

W Activate interface at boot time
| _t Allow any user to (de)activate interface

| interface configuration protocol Wfnone

Done ! ”CaLcel_l

When clicking on "Done" to go back to the main window , you are asked to confirm

before 1o save the new configuration :
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Save current
configuration?

'Save [ Cancel |

You have introduced all was needed for that interface, but now you have to activate it with

the button "Activale” on the bottom of the window,
{before clicking, select the line with the interface to activate)

B AE S Y NI - 1
Names | Hosts {%;‘In aces 1 Rautingd

Interface | P | proto | atboot | active [\
127.0.0.1 hone yes aclive
11.2:3.100° w57 none | yes ([ Inactive 1)
none inaluvE
none inactive
none . inactive
none inactive
_ /
Add | Edit'! Clone l Alias ! Remove I Activate l Deactivate |

Save l - S Quit I _

Names ‘ Hosts—] Routing |

e

interface | P | proto | atboot | active S]

lo 127.0.0.1 none yes

thD ¢+ 0 ws 12 340075 2 none | yes active” )

smo nohe }

sm \ none inactive

sm2 ' ' none : inactive

sm3 none inactive

i : /

Adddd | Edit ! Clane |'Nias | Remove i Activate | Deactivate I

_ Save | . . ’ Quit |

If you know you have more than one network carsd, but on the window only one is listed,
(or you have one and no one is listed) ...
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- L
Names | Hosts |: | aces ;| Routing |
Interface ] P | proto | athoot [ active I\
o 127.0.0.1 none yes active
smo none inactive
ﬂ sml none inactive
flsm2 none inactive
sm3 none inactive H
/1
Add I Edit | Clone I Pliés I Remove | Activale | Deacu'vaté |
Save l : Quit |

... click on "Add" ....

77 8 ] B3
| Wmterface Type:
|\ prp

«~ SLuP

~+ PLIP

] # Ethemet

~ Arcnet :
1+~ Token Ring
v Pocket (ATP)

... and select the type of interface to add.

Now the system knows :

» the name of the machine ,
» its IP number/s ,
* the domain it belongs to,
« the IP of the DNS,

but there is something missing!

How does the system know what are the machines directly connected to itself
(remember we are talking about ethernet}, and how to reach destinations not directly connected ?

This is what is missing. The system does not know the route to follow to reach a given [P address.

Last window : Routing.



lecture

Names I Hosts I Interfaces

.4 Network Packet Forwarding (IPv4)
Default Gateway: ) {
Default Gateway Device: | _
interface | Network Address | Netmask | gateway i~
7
Add l Edit | Remove |

Save I Quit I

Here we have to specify two things :

+ what is/are the network/s directly connected to each card ,
« and what is the [P of the machine to which send packets when the routing table is not enought te find out the path.

First I add the network " 1.2.3.90" to the network-card eth() (see table 2) :

311

Habans b
Names l Hosts | Interfaces leﬂn

_1 Network Packet Forwarding (IPv4)
Default Gateway: 1
Default Gateway Device: |

interface | Metwork Address | Netmask J
12396 ) 255.256.255240. 0 | o o]

~l

Add | Edit | Remove I

|

Exercize

» What the field "gateway” (on the right) stands for ?
» Whyisitempty ?
» What are the IP - addresses I am directly connected to throughs the interface ethO ?

Let’s make the example a little hit more complex.

Imagine we have two network cards ...
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" ! Device | IP address | Network : Nemask
|ethernet card 12300 (2396 11255.255.255.240
lethernet card 1235 230 [255.255.255.240

Table 3

.... and the network topology is the following :

100.100.100.0/ 255.255.255

. Network/netmask
28 3
10230 ¢

1.2.3.07255.255.255.240

2 |2
Network / netmask ¥

] 50235
100 (1.23.100)

_ 1.2.3.96 f 255 255.255.240
g g g Network / netmask

This would have been the associate entry :

Names I Hosts

§ Network Packet Forwarding (IPv4)

Defauit Gateway! ]
Default Gateway Device: | :

- Interface | MNetwork Address |  Netmask | gateway Y
etho 1.23.96 - 255.25%6.255.240 .
eth1=cios o 123" 7] 255.255.255.240

~l

Add | Edit | Remove |

Save I ) ) ) Quit ! )

te map this :
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100.100.100.0/ 255.255 255

Network/netmask

10233

i '100 (1.2.3.100)
% n ™ 1.2.3.96/ 255.255.255.240
% ,t“ é Network / neimask

and this :

Names i Hosts| Interfaces :“Rpl_.lting;fl

1 Network Packet Forwarding (1Pv4)

Default Gateway: |
{ Default Gateway Device: |
interface | Network Address | Netmask | gateway BN
HE! 1.23.96 255.255.255.240
etht 12380 255.255.255.240
ethl 100.100.100.0 255.255.255.0 1.2.31

~A

Add Edit Removel

] ]

to map this :
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100.100.100.0 7 255.255 255
Network/netmask

1.2.3.0/ 255255255240
Network / netmask !

222100 (1.2.3.100)
{ 1.2.3.96/ 255.255.255.240
g Network / netmask

The last option (default gateway) :

Names I Hosts Interfaces I

1 Hetwork Packet Forwarding (IPv4)

Default Gateway: f.23.z

Default Gateway Device: fetho _ _
interface | Network Address I Netmask i gateway E

ethd 1.2.3.96 255.255.255.240

ethl 1.2.3.0 255.255.255.240 -

etht £ 57 "1 1001061000 1777 255.255.255.8 ¢

~l

aad | Edt | Remave |

. which maps this :
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100.100.100.0 7 255.255 255

Network/netmask
53 =
:":r.a eﬂ_«# el

?.
fo2an ;

1.2.3.0/7 255 255255240
Network / netmask 1

;-i 5(1.2.35)
Tz 00 (1.2.3.100)

d —] 1.2.3.86/ 255 255.255.240
% [ % Network / netmask

Sepedrme]







