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These are some of the typographical conventions used in this book.

Bold
italics

slanted

Typeuritar

Used to mark new concepts, WARNINGS, and keywords in a langunge.
Used for emphasiy in text.

Used to mark meta-variables in the text, especially in representations of the
commnnd line, For example, “1s -1 foo® where foo woull *staul for™ a filename,
such A8 /bin/ep.

Used o represent screen luternction,

Also used for code examples, whether it is “C" code, a shell script, or sotnething
else, and to display genetal files, such ns configuration files. When necessary for
clarity’s sake, these examples or figures will be enclosed in thin boxes.

Represents a key to press. You will often see it in this form: “Press E to
coutinue.”

A diamond in the margin, like a back diamond on a ski hill, marks “danger” or
“caution.” Read paragraphs mnarked this way cavefully.

This X in the margin indicates special instructions for users of the X Window
System.

This indicates a paragraph that contains special information that should be read
carefully.
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2.2, LINUX HISTORY 11

programmer's interface—the Ifurd is a modemn operating system while LINUX borrows more from
the original Unix design. -

The above history of LINUX iz deficient in mentioning anybody besides Linux Torvalds, For
instance, 1L J. Lu has maintained gcc and the Linux C Library (two items needed for all the
programs on LINUX) sinice very early in Linyx’s life, You can find a list of people who deserve to
be recoguized on every LINUX system in the lile /uar/src/linux/CREDITS.

2.2.1 Linux Now

The first number in LINUX's version imuber indicates truly huge revisions, These change very slowly
and as of this writing {February, 199G) only version *1” is avnilable. The second munber indicntes
lesa major revisions. Even second numbers signifly more stable, depemdable versions of Linyxwhile
odd numbers are developing versions that are more prone to bugs. The final version nunber is the
minor release number—every time a new version is released that may just fix small problems or add
minor features, that nuinber 18 increased by one. As of February, 1996, the latest stable version is
1.2.11 and the latest development version is 1.3.61.

LiNuX is a large system and unfortunately contains bugs which are found and then fixed. Al-
though some people still experience bugs regularly, it is normally because of non-standard or faulty
hardware; bugs that effect everyone are now few and far between.

Of course, those are just the kernel bugs. Dugs can be present in almost every facet of the system,
and inexperienced users have trouble seperating different prograns from each other. For instance,
a problem might arise that all the characters are some type of gibberish—is it a bug or a “feature”?
Surprisingly, this is a feature—the gibberish is caused by certain control sequences that somehow
appeared. Hopefully, this book will help you to tell the differemt situations apart.

2.2.2 A Few Questions and Answers

Defore we embark on our long voyage, let’s get the ultra-important out of the way,
Question: Just how do you pronounce LiNux?

Answer: According to Linuy, it should be prouounced with a short ik sound, like print, min-
Imal, ete. LINUX should thyme with Minix, another Unix clone. It should not be pronounced like
(American pronounciation of} the “Peanuts” character, Linus, but rather LIH-nucks. And the u is
sharp as in rule, not soft as in ducks, LINUX should almost rhyme with “cynics™.

Question: Why work on Linux?

Answer: Why not? Linux is generally cheaper (or at least no more expensive) than other
operating systems and is frequently less problematic than many commercial systema. I, might not
be the best system for your particular applicaticns, but for soineoine who is interested in using Unix
applications available on LINUX, it i3 a high-performance system.

12 CHAPTER 2. WHAT'S UNIX, ANYWAY?

2.2.3 Commercial Software in LINUX

There is a lot of commercial software available for LINux, Starting with Motil, a user interface for
the X Window Systemn that vaguely resembles Microsoft Windows, Livux has been gaining more
and more comunercial software. These days you can buy anything from Word Derfect (2 popular
word processor) to Maple, a complex symbolic manipulation package, for Linux.

For any readers interested in the legalities of LiNux, this is allowed Ly the LiNuX license. While
the GNU General Public License {reproduced in Appendix B) covers the Linux keruel and would
seemingly bar commercial software, the GNU Library General Public License (reproduced in Ap-
pendix C) covers most of the computer code applications depend on. “This allows comemercial software
providers to sell their applications and withhold the source code.

Please note that those two documents are copyright notices, and not licenses to use. They do
not regulate how you may use the software, merely under what circumstances you can copy it and
any derivative works. To the Free Software Foundation, this is an important distinction: Linux
doesn't involve any “shrink-wrap” licenses but is merely protected Ly the same law that keeps you
from photocopying a book.
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3.2, LINUX TAKES QVER 15

During boot-up, the LINUX kernel will print variations on several messages. You can read about the
messages in Section 3.4. This query process can some cause problems with your systern but if it was
going to, it probably would have when you first installed Livux. B you're baving pproblems, consult
your distribution’s documeuntation,

The kernel merely mannges other programa, so once it is satished everytl ig is okay, it must
start another program to do anything useful. The program the kernel starts is called init . {Notice
the difference in fomt. Tlings in this font are usually the names of programy, files, directories, or
other computer related itens.) After the kernel atarts init, il never starts another program. The
kernel becomes a manager and n provider, nat an active program,

S0 to see what the computer is doing after the kerd Bouts up, we'll have o exn
goes through a complicated suartup sequence that isn't the same for all computers. LINUX has many
dilferent versions of init, amd each docs ¢! s its own way. I also uatters whether your computer
is on a network aud what distribution you nsed to install Livux. Some things that might happen
once init is started:

* The file systemns might be checked. What is a file system? A file system is the layout of files on
the hard disk. It let’s LiNuX know which parts of the disk are already used, and which aren't.
{1t's like an index to a rather large fling system or & card catalog to a library.) Unfortunately,
due to various factors such as power losses, what the file system information thinks is going
on in the rest of the disk and the actually layout of the rest of the disk are occasionally in
conflict. A special program, called £ack, can find these situations and hopefully correct them.

Special routing programs for networks are run. These prograins tell your computer how it’s
suppose to contact other computers.

Temporary files left by some programs may be deleted.

The system clock can be correctly updated. This is trickier then one might think, since Unix,
by default, wants the time in UCT (Universal Coordinated Time, aiso known as Greenwich
Mean Time) and your CMOS clock, a battery powered clock in your computer, is probably set
on local time. This means that some program must read the time from your hardware clock
and correct it to UCT.

After inivt is finished with its duties at boot-up, it goes on to its regularly scheduled activities.
init ¢an be called the parent of all processes on a Unix systemn. A process is simply a runming
program. Since one program can be FURRIng two or more times, there can be two or more processes
for any particular program.

In Unix, & process, an instance of a progran, is crealed Uy a systemn call—a service provided by
the kernel—called fork. (It's called “fork” since one process splits ofl into two seperate ones.) init
forks a couple of processes, which in turn fork sotme of their own. On your LINUX systein, what init
runs are several instances of a program called getty. getty is the program that will allow a user to
login and eventually calls a program called login.

16 CHAPTER 3. CGETTING STARTED

3.3 The User Acts

3.3.1 Logging In

The first thing you have to do to use a Unix machine is to identify yourself. The login is Unix's way
of knowing that users are authorized to use the system. It asks for an account nane and pasaword.
An account name is normally similar to your regular name; you: should have already received one
from your system administrator, or created your own if you are the systems adminisirator. (Infor-
mation on doing this should be avaitable in Installation and Getting Started or The Linux System
Adminsirator's Guide.)

You should sce, after all the hovt-up procedures are done, something like the F__Q.i._a (the first
line is merely a greeting messnge —it might be & disclaimer or anything else):

Welcome to the mousahouss, Please, have some cheess.
mousehouse login:

However, it's possille that what the system presents you with does not look like this. Instead of
& boring text mode screen, it is graphical. However, it will still ask you to login, and will function
wostly the samne way. If this is the case on your system, you are going to be using The X Window
System. This means that you will be pr d with a windowing system. Chapter 5 will discuss
some of the differences that you'll be facing. Logging in will be similar as will the basies to much of
Unix. If you are using X, look for & giant X is the margin.

This is, of course, your invitation to login. Throughout this manual, we'll be using the fictional
(or not %0 fictional, depending on your machine) user Larry. Whenever you see larry, you should
be substituting your own account name. Account names are usually based on real names; bigger,
more serious Unix systems will have accounts wsing the user’s last name, or some combination of
firat and last name, or even some numbers. Possible accounts for Larry Greenfield might be: larry,
greenfie, igreenfi, 1319,

mousshouse is, by the way, the “name” of the machine I'm working on. It is possible that when
you installed LINUX, you were prompted for some very witty name. It isn't very important, but
whenever it comes up, I'll be using mousahouss or, tarely, 1ionsden when I need to use a second
system for clarity or contrast,

After entering larry and pressing E I'm faced with the following:

mousshouss login: larry
Pansvord:

What LINUX is asking for is your prssword. Wihen you type in your password, you won't be
able to see what you type. Type carefully: it is possible Lo delete, but you won't be able to see
what you are editing. Don't type wo slowly if people are watching—they'i! be able to learn your
password. If you mistype, you'll be presented with another chance to login.

If you've typed your login name and password correctly, a short message will appear, called
the wessage of the day. This could say anything—the system adminstrator decides what it shiould
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3.4. KENNEL MESSAGES 19
In this exninple, the machine owner decided he wanted the standard, large font at compile time.
Also, note the misspelling of the word “color.” Linus evidently learned the wrong version of
English.

2. The next thing the ketnel will report is how fast your system is, as measured by “BogoMIDS".
A “MIP" stands for a million instructions per second, and a “BogoMIP” is & "bogus MIP™: how
many times the computer can do absolutely nothing in one secoud. (Since this loop doesn't
actually do anything, the number is not actually & measure of how fast Lhe system is.) Livux
uses this number when it needs to wait for n hardware device,

Calibrating delay loop.. ok - 33.28 BogoKIPS
3. The Linux kerned also tells you n little about memory wsage:
Memory: 13180k/24576k available {644k karnel code, 384k ressrved, 468k data)
This said that the machine had 24 megabyies of memory. Some af this memory was reserved
for the kernel. The rest of it can be used by progrms. This is the temporary RAM that i
used only for short tenn storage, Your computer also has a permanent memory called a hard
disk. The hard disk’s contents stay around even when power is turned off.

1. Throughout the bootup procedure, Livux testa ditferent parts of the hardware and prints

messages about these tests.
This processor homowrs the WP bit evea when in sopervisor mode. Good.

5. Now Linux maoves onto the network configuration. The [ollowing should be described in The

LINUX Networking Guide, and is beyond the scope of Lhis document.
Swaneen University Computar Society NET3.033 for Limux 1.3.50
IP Protocols: ICMP, UDP, TCP

6. LINUX supports a FI'U, a floating point unit. This is a special chip (or part of a chip, in the
case of a 80486DX CPU) that performs arithmetic dealing with non-whole numbers. Sowme of
these chips are bad, and when Linux tries to identify these chips, the machine “crashes™. The
machine stops functioning. If this happens, you'll see:

Checking IB6/38T cowpliag...
Otherwise, you'll see;
Chacking 386/387 cowpling... Ok, fpu asing exceptioa 16 error reporting.
il you're using a 486DX. If you are using a 386 with a 387, you'll see:
Checking 3B6/287 coupling... Ok, fpw using irql3 error reporting.
7. It now runs another test on the “halt™ instruction.
Checking ‘hlt' imstruction... Dk.
B. Alter that initial configuration, LINUX primta a line idemtifying itsell. It says what version it

is, what version of the GNU C Compiler compiled it, and when it was compiled,

Linuxz version 1.3.55 (roottmousehonse) (gce versiom 2.7.0) #1 Sun Jun 7 14:56:26 EST 1996

20 CHAPTER 3. GETTING STARTED

ot

The serial driver has started to ask questions about the hardware. A driver is a part of the
kernel that controls a device, usually » peripheral. It is responsible for the details of liow
the CPU communicates with the device. This allows people who write user applications to
concentrate on the application: they don’t have to worry about exactly how the computer
works.

Sarial driver version 4.11 vith mo sarisl optioos emsbled
tty00 at 0x03f8 (irq = 4) 1s a 16450
ttydl at Ox02£8 (irq = 3) is & 16450
tty02 at 0x03¢8 (lrq = 4) is a 16450

Here, it found 3 serial ports. A serial port is the equivalent of a DS COM port, and is a device
normally used 1o cc i and mice.

ate with

What it is trying to say is that serial port 0 (COM1) has an address of 0x0318. Wlhen it
interrupts the kernel, usually to say that it has data, it uses IRQ 4. An IRQ is another means
of a peripheral talking to the software. Each serial port also hay a controller chip. The nsual
one for & port to have is & 16450; other values possible are 8250 and 16550.

10. Next comes the parallel port driver. A parallel port is normally connected to a printer, and
the names for the parallel ports (in Linux) start with 1p. 1p stands for Line Printer, although
in modern times it makes mare sense for it to stand for Laser Printer. (However, Linux will
happily communicate with any sort of parallel printer: dot matrix, ink jet, or laser.}

1p0 at Ox03bc, (polling)

That message says it has found one parallel port, and iy using the standard driver for it.

—
—

Linux next identifies your hard disk drives. In the example system I'm showing you, mousshouss,
T've installed two IDE hard disk drives.

bda: WDC AC2340, 325MB w/127KB Cache, CH3=1010/12/55
bdb: WDC AC2850F, B14MB w/64KB Cacke, LBA, CHS=B27/32/63

12. The kernel now moves onto looking at your floppy drives. In this example, the machine has
two drives: drive “A" ia a 5 1/4 inch drive, and drive “B” is a 3 1/2 inch drive. LiNux calls
drive “A” £40 and drive “B" fd1.

Floppy drive(s): 240 is 1.44N, fd1 is 1. 20
floppy: FDC O is n Nationsl Semiconductor PCOTIOE

13. The next driver to start on my example system is the SLIP driver. It prints out a message
about its configuration.

SLIF: versiom 0.8,3-NET3.019-HEWTTY (dysamic chamnsls, max=356) (8 bit esncapsulation amabled)

CSLIP: cods copyright 1989 Magants of the University of Califeraia

14. The kernel also scans the hard disks it found. It will look for the different partitions on each
of them, A partition is a logical separation on a drive that is used to keep operating systemns
frowm interfering with each other. In this example, the computer had two hard disks (hda, hdb}

with four partitions and one partition, respectively.



UFLHVLS ONILIID £ UALJIVHD

a4

rhruopuer (majniseiz Zaza) 00X PRIERON IS4A

"135R 3Y) Aq BN 10f Qe[ UOnILIRd
) Bunyeds 61 41 ‘uoniued I SIUNOW, XNNKT UAAY EOpIsar wasAs Bupeiado XONIT 343
S191p# toled AsIp a1 51 uontred 001 a1, vonnred 3001 M ByUNOUT XNNIT A g1

1999 :qpq
¥*PY EVPT LYPT TRY ivpR
IYaRY> WoTIFIING

2 SADVSSAIN TINYIAN PE



Chapter 4

The Unix Shell

Making files is easy under the UNIX operating system. Therefore, users tend to create

numerous liles using large amounts of file space. It has been said that the only standard

thing about ali UNIX systems is the message-of-the-day telling users to clean up their files.
System V.2 administrator's guide

4.1 Unix Commands

Wihien you first log inte a Unix system, you are presented with something that looks like the following:

fhomeSlarrys

That “something” is called & prompt. As its name would suggest, it is prompting you to enter
a command. Every Unix conunand is a sequence of letters, numbers, and characters. There are no
spaces, however. Some valid Unix commands are mail, cat, and CHU_is Number-5. Some characters
aren’t allowed—we'll go into that later. Unix is also case-sensitive. This means that cat and Cat
are different commands.!

The prompt is displayed by a special program called the shell. Shells accept commands, and
run those commands. They can also be programmed in their own language, and programs written
in that language are called “shell scripts™.

There are two major types of shells in Unix: Dourne shells and C shells. Bourne shells are named
after their inventor, Steven Bourne. Steven Dourne wrote the original Unix shell sh, and inost shells
sinte then end in the lettees sh to indicate they are extentions on the original idea. There are many
implententations of his shell, i all those specific shall programs are called Bourne shells, Another
class of shells, C shells (o ly implemented by Bill Juy), are also conmmon. Teadit nally, Dourne
shells have been used for shell seripts and compatibility with the original sh while € shells have been

'Case sensitivity i & very personal thing. Sume uperating svslens, such as O5/2 ur Winduws NT are case
preserving, but not casc sensitive. In practice, Unix rarely wses the different cascs. It is wnusual 1o have a situation
where cat and Cat sre differomt comanands.
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used for interactive use. (C shells have had the advantages of having better interactive features but
somewhat harder programming features.)

Livux comes with a Bourne shell called bash, written Ly the Free Software Foundation. bask
stands for Bourne Again Shell, one of the many bad puns in Unix. It is an “advanced” Bourne
sheli: it contains the standard programming features found in all Dourne shells with mady interactive
features comunonly found in C shells. bash is the default shelf 1o use running Livux.

\When you first login, the prompt is displayed by bash, and you are runuing your first Unix
prograin, the bash shell. As long as you are Jogged in, the bash shell will constantly Le running.

4.1.1 A Typical Unix Command

The first command to know is ¢at. To use it, type cat, and then E"

/home/Aarry? cat

If you now have a cursor on a line by itself, you've done the correct thing. There are several
variances you could have typed—some would work, some wouldn't.
¢ If you misspelled cat, you would have seen
fhoma/larry® ct
€t: command pot fomnd

fhome/laxzys

Thus, the shell informs you that it couldn't find & program named “ct” and gives you another
promnpt to work with. Remember, Unix is case sensitive: CAT is & misspelling.

* You could have also placed whitespace before the command, like this:?
fbome/larryd, .. cut
This produces the correct result and runs the cat program.

* You might also press return on a line by itsell. Go right ahead—it does absolutely nothing.

I assume you are now in cat. Hopefully, you're wondering what it iy doing. No, it is not a game.
cat iz a useful utility that won't seemn useful at ficst. Type anything and hit return. What you
should hiave seen is:

/home/larrys eat
Help! I'm stuck in a Linux program!
Halp! I'm stuck i a Linuz programt

TThe *.* indicates that the user typed a space.
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Figure 4.1 A typical {abridged) Unix directory tree.

=——7—bin
! ﬁm@«
[—elc
—home larey
|_H”u==.
—lib
|—proc
—tnp
i —r— X 1116
i— bin
—ewmacy
—etc
F— g+ +-include
—include
ik
—local bin
emacs
et
lits
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—ste linux
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4.3.1 Looking at Directories with 1s

Now that you know that files and directories exist, there must be some way of manipulating then.
Indeed there i». The cominand 1s is one of the more important ones. It Lists files, If you try 1s as
a command, you'll see:

fhome/larrys 1a
Fhove/larrys

That's right, you'll sce nothing. Unix is intensionally terse: it gives you nothing, not even “no
files™ if there aren't auy files. Thus, e lack of outiut was 1a's way of saying it didn’t find any files.

Dut T just said there could be 8000 or more files lvi 1g aroursd: where are they? You've run into
the concept of a “current” directory. You can see in your prompt that your current directory is
/home/larry, where you don't lrave any files. If you want a list of files of a more active directory,
try the root directory:

4.
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/home/larrys 1s /

bin etc install mt oot user var
day home 1ib proc tap usr wlinax
fhope/larry®

In the above command, “1a /™, the directory (/") is a parameter. The first word of the
o Lis the ce I nawe, and anything after it is a parameter. Parameters generally wodily
what the program is acting on—for 1a, the parameters say what directory you want a list for. Some
commands have special parameters called options or switchea. To see this try:

/home/flarrys 1a ~F /

bin/ et install/ mnt/ root/) user/ waxd
dev/ homa/ 1ibr proc/ top/ nar/ valisux
/home/larcys

The -F ia an option. Au option is a special kind of parameter that starts with a dash and
modifies how the program runs, but not what the program ruus on. For 1s, -F is an option that
lets you see which ones are directories, which ones are special Bles, which are programs, and which
are normal files. Anything with a slash is & directory. We'll talk more about 1s's features later. It's
a surprisingly complex program!

Now, there are two lessons to be learned here. First, you should learn what 1s does. Try a few
other directories that are shown in Figure 4.1, and see what they contain. Naturally, some will be
emnpty, and some will have many, many files in them. | suggest you try 1s both with and without
the -F option. For example, 18 fusr/local looks like:

/howe/larsys 1z /uar/local
archiven bia mace ate kadq lib tel
/homa/larrys

The second lesson is miore general, Many Unix commands are like 13, They have options, which
are generally one character after a dash, and they have parameters. Unlike 1s, some commands
feguire certain parameters and/for options. To show what commands generally look like, we'll use
the following form:

1s [-aRF] [directory]

I'll generally use command templates like that before I introduce any command from now on.
The first word is the command (in this case 1s}. Following the command are all the parameters,
Oplional parameters are contained in brackets (*[* and *J"). Meta-variables are slanted—uhey're
vords that take the place of actual paramseters. {For example, above you see directory, which should
e replaced by the name of a real directory.}

Options are a special case. They're enclosed by brackets, but you can take any one of them
without using all of them. TFor instance, with juat the three aptions given for 1 you have eight
different ways of running the command: with or without each of the opticns. (Contrast 1s -R with
la -F.)
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4. MOVING INFORMATION k)

mkdir can take more than one parameter, interpreting each parameter as another directory to
create. You can specily either the full pathname or a relative pathname: report-1993 in the above
example is a relative pathiname.

/homa/larxy/report-19935 mkdir /home/1arry/report-1993/chapl “/report-1993/chap2
/bone/larry/report-19930 1s -F

chapl/ <chapd/

fhoma/larry/report-19938

rndir directory! [directory2 | direetoryNj

The opposite of mkdir ia redir {remove directory). rmdir works exactly like mhdir.

An example of rodir is:

/home/larry/report-19938 radir chapi chapd
rodlr: chapd: Fo such file or directery
/home/larry/ruport-1993s ls -F

chap2/f

/home/larry/report-19938 ed .
/home/larry® 1wdiz report-1993

rodir: zeport-1993: Directory not empty
fhome/larrys

A9 you can see, tmdir will refuse 16 remove a non-existant directory, as well as a directory that
has anything in it. {Remember, report=1993 has a subdirectory, chap2, in it} There is one more
interesting thing to think about redir: what happens if ¥ou try Lo remiove your current directory?
Let's find out:

fhoma/laxryd cd report-1993
/home/iarry/rapert-19938 ls -F
<hap2/

/home/larzy/report-1993% rmdir chap2
/hone/larry/raport-19932 rmdir .
mdir: .: Operation not permitted
/bome/larry/report-19938

Another situation you might want to consider is what lappeus if you try 1o remove the parent of

your current, directory. This turns out not to be a problem since thie parent of your current directory
isn’L enpiy, so it can't Le removey!

4.4 Moving Information

All of these fancy directories are very nice, but they really don’t help unless you lhave some place o
atore you data. The Unix Gods saw this problemn, and they fixed it by giving the users flles,

Al
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Ve will learn more about creating and editing files in the next few chapters.

The primary ¢ Is for ipulating files under Unix are cp, mv, and rm. They stand! for
copy, move, and remove, respectively.

4.4.1 cp Like a Monk

cp [-i} source destination
cp [ filel fite2 ... fileN destination-directory’

cp is & very uscful utility under Unix, and extremely powerful. It enables one person 10 copy
fuore information in a second than a fourteenth century monk could do in & year,

De careful with cp if you don't have a lot of disk space. No one wants 10 see a *Disk full” mewsage
when working on important files. cp can also overwrite existing files without waning--I'll talk more
about that danger later.

We'll ficst. talk about che first line in the command template. The ficst parameter to cp is the file
to copy—the second is where to copy it. You can copy to either a different filenane, or a dillerent
directory. Let's try some examnples:

/bomeflarry® la =F fotc/p
fetc/pasawd

fhome/larrys cp fatc/passwd .
fhoow/laxsyd 1s -F

passd

wd

/home/larrys cp passvd frog
/home/larry® 1 -F

frog passud

/home/larxy®

The first cp command I ran tock the file /etc/pasawd, which contains the names of all the
users on the Unix systein and their (encrypted) passwords, and copied it to my home directory. ¢p
doesn't delete the source file, so I didn't do anything that could harm the systein. So two copies of
/etc/passvd exist on my system now, both named paasvd, but one is in the directory /fetc and
one is in /home/larry.

Then I created a third copy of /etc/passud when I typed cp passwd frog—ihe three copies
are pow: fetc/passwd, /home/larry/pasavd and /home/ larry/fxog The contents of these three
files are the same, even if tle namies aren't.

€p can copy files between dicectories if the first parameter is a file and the second parameter is
a directory. In this case, the short name of the fle stays the same,

2p has two lincs in jis late because the ing of the second p can be diff depending on the
number of parameters.



"BWRE 3Y) urRUMIONS §,31 Junicady| 'KIGIAP MU ) 01 AY B3 JA0UL |14 AW ‘£I070001P B
& Jnaurered puodas sy §f "aly e st snawrered priodas A} i Sy ¥ AUTRUAI [{im AT '35 URD NOK BY

ahazey emogy

Roag

120dez 3. a7 glaanyyemoy)
Fizodey

4- o1 ghurvifemey;

qaodes Boay am glaawy/emoqy
310dex aypym ghizeifemoqs
Soag

4- o7 ghazer/omoyy

fo1) pamend am ghaawg/emony
prsnnd

4- 87 phaxmy/emoqy

© preend;oyey d3 gphixvy/emogy

0P (rRI AM RIS ¢
Hoo) ¥ Uy 5,17 11aioy wa pare do Fewn ayip 01 v 831 0 Susldad 10y50 )y peaiie aigg §M2]p U
oy acdadna 'da Ayl 0] ¥ SO0 AML AT 61 jO BreAT 2g PPIOS NOL PUTMIMIOD 2[Y 1330 I} ‘Ko

Logalp-matt Nopy - Zogy [oy [1-] am
ORIBH-MIt owreu-plo 1] aw

Apuey L1vA ag ued YOI ¥V SBP

i[wn121} Surniy siojaq sauy pirenruod 04 R34 NOK 1RYY [TIA §1 3] PirEMIWOS
A1 JO SWOANO0 N[} U! IDUINIFIP JO PlIOM B 3PRUL 1)JLIRN[ 2UO JO 2IUII)YIp a1 ‘335 uw? noL By

gdziwyamogy

Jfioxg

d- 1 ghxzey/euogy
£1o33e1tp w wp Foxp rwmx
pro3 Boxz wma phizer/smoyy

sup pue

phaTvrseaogy

proiyBory wr gplireysewony
peoy

Bo1z - 81 ghizeifemoyy
fHoxy pwoy

4~ o1 phaxey/emoy;

SPURLILIOY OMT 35311 U330 AN 3y Japisuo)) ‘snoladuep
#q AIem>e PNOI SIY, 1931302 §,USEM S| PURWINION 2[OYM A1 JI uasd s3unpy ;PP osfE jiism 1
aNq ‘woneaLIYUOZ 0] NO& Y¥ J0U W 520p AJU0 joN K|PUALJUD A[PuRNXS §I BI ‘395 wed nod By

TTAHS XINT AHL FUALJIVHD re

BY 4

shareyfomay;

Jeoteea~paserd

4= 31 phaxeysemey/

£z032%21p 10 *117 Yous O) ipwo1
pressd puay Borp mx gLrTeysemcyy
Jjaotedea-pasned pasand foxy
d- 91 phaireg/emoyy

apdurexa 103
PRIRRp 6133 mI 01 anaurered
® sy a1y Auv s33adxa pnof oy 1enl 6x10m 91 puw eI 61 Jof Rpyoo| a1noS puemnos aty aphas
A1an 838 *Ajpenioy usag 1 0% MOV Wrea] o1 [asn ¢ AU W (N0OR §a]K IOUL 21L31D 07 KAnm
matt puy |J,004 ' 3adat puy) da varm £21y Jo SUOIINU 218223 07 MOI| POILIEA] BA,IM 1T} AON

Now "~ gopy ropy [1-] wx

wr yym e Sunig  zpy

"39% puw 11 AL, ;KI013Ep © 3,US1 pRo pue 1513 paseed
pue Boxg araa 'peoy passed Soxg da add) [ j1ymysy uonisand Supsasoyun we o spreaq sy, aurvu
HOYE A daay sAEmfe Loy1—n ® 19 auo wel stout £dod Nk uays EI)Y AUrRUAT JOUIED nog

003 W) Adod 01 A1010211p Jeym
e naered ,u gy pue ‘Adod o3 a(y #q 0} ssnurered | — u 155y 2 S1Rsdinur pur ‘siewered
jo 3aqumy Awe axey wed d2 'y up K10303np votezeapassed sy) W wayy pareyd pue (paseed prw
So13) parst] a1y 3 (¢ pardod 51 PIP PURIIO 240q% 91 Jeypy (HRIdW) PreRLOD By Uy Buyy
puo2as P 61 sHL) "s1areurered omy W) o ey uwd 45 \Arepapwy ;do sem 1snl | pip mop

plITe] fomeyy

passad  Soag

worsaea~parend - o7 plirer/ewoty
feorszes pavand passnd Foaz
d- 81 ghrmapremons

woraasapasswd paeswd Bexz do ghzawyseaoyy
wogwrsa~passrd Igpxe ghaixeysemon;

pansnd  Foig

£- 31 glirer/wwoy/

dz jo apdurexs Jayome 1e yoo[ 53]
{1 1310 Bupddod 4q ay © Butforisap aznof 1es nok
Supmwias sFessow ® 400 Jund WA 1,004 3[) 1L R ¢ BJuwyd ¥ nok Fupnd oL AY pio
Ao1353p pnox 2 'patsixs Apeas(e dnosB a8/ Jt ‘aadmoy dnoif 4 sureu pue pasved oy [Eanuapt
BJUAIUOT 31 1ilm B[y MU T 181D A[rewnsou pnom d3 ‘duoif/oae/ passedsanes do padfy 1] -ds
Jo 13uep Juo 51 210 "Saureu ayy ore simpurered YI0q J| AWRY §,3¢ afunip pue a[y = £dod ues 9

¢E NOILVINUOINI ONIAON FP



4.4. ATOVING INFORMATION 15

You should be very careful with mv—it doesn't check to see il the file already exists, and will
remove any old file in its way. For instance, if I had a file named frog atready in my directory
report, the command nv frog report would delete the file ~/report/frog and replace it with
“firog.

In fact, there is one way ta make rm, cp and v ask you before deleting files. All three of these
commands acrept the -1 optivn, which makes them query the user before removing any lile. If you
use an alias, you can make the shell do rm =i automatically when you type ro. You'll learn more
about this later in Section 9.1.3 on page 90.

A6
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Figure 5.1 An annotated exanple of a standard X screen. In this example, the user is running tva.
The standard clock has been replaced by a transparent clock called oclock.
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5.3.1 XClock

xcleck [-digital] {-analog] [-update seconds] [-hands color]

I'll explain the simpliest one first: xclock fynctions exactly as you'd expect it would. It ticks off
the seconds, minutes and hours in a small window.

No amounts of clicking or typing in xclock's window will affect it—that's off it does. Or isit?
In fnet, there are various different options you can give to the program to liave it act in dillerent
ways. For instance, xclock ~digital will create a digital clock. xclock -updata 1 will create a
second hand that moves every second, while ~update 6 will create a second hand that moves every
5 seconds.

For more information on xclock's options, consult its manpage—man xclock. If you're going to
try running a few of your own xclocks, you should probabily read Section 6.4 {Multitasking) to learn

10 CHAPTER 5. THE X WINDOW SYSTEM

how to run them in addition to your current programs. (If you run an xclock in the foreground—the
usual way of rutining a program—and want to get out of jt, ..u.._unE....

5.3.2 XTerm

‘The window with 5 prompt in it (something that probably looks like /home/ tarrys) is being con-
trolled by a program called xtern. xtermis a deceptively complicated program. At first glance,
it doesn’t seem to do mueh, but it actunlly lias 20 do a lot of work. xterm cimulntes a tenningl so
that segular text-mnde Unix applicntions work correctly. It also maintaing & builer of information
30 that you can refer back 10 old commands. (To see how to use this, look at Section 5.6.3.)

For much of this Look, we're going to be learning about the Unix command-like, amd you™ll find
that inside your xtera window. I order to type into xtera, you wsually have to move your mouse
cursor {possibly shaped like an “X” or an arrow) into the xtars window. Itowever, this belavior iy
dependent on the window manager.

One way of starting more programs under X is through an xterm. Since X programs are standard
Unix programs, they can be run from normal command proipts such a3 xterms. Since rumiing a
long tertn program from a xtarm would tie up the xterm as Jong as the progran, was running, people
normally start X programs in the background. For more information about this, see Section 6.4.

5.4 Window Managers

On LiNyX, there are two different window managers that are commonly used. One of themn, called
twa is short for “Tab Window Manager”. It is larger than the other window manager usually used,
fvvm. (fvvm stands for “F{?) Virtual Window Manager” —the author neglected to tie down exactly
what the f stood for) Both twa and fvvm are highly configurable, which means I can't tell you
exactly what keys do what in your particular setup.

To learn about tem's configuration, Jook at Section 9.2.1. fvum's configuration is covered in
Section 9.2.2.

5.4.1 When New Windows are Created

There are three possible things & window manager will do when & new window is created. It is
possible to configure a window manager so that an outline of the new windaw is shown, and you are
aliowed to position it on your screen. That is called manual placement. If you are presented with
the cutline of a window, simply use the mouse to place it where you wish it Lo appear and click the
feft moyse button.

It is also possible that the window tanager will place the new window somewhere on the screen
by itsell. This is known as random placement.

Finally, sometimes an application will ask for a specific spot on the screen, or the window manager
will be configured to display certain applications on the same place of the screen all the time. (For
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3.5, X ATTRIBUTES a3

5.4.7T Maximization

Most window managers support maximization. ln tva, for instance, you can maximize the height,
the width, o both dimensions of a window. This is called “rooming™ in tvm's language although 1
prefer the tetn maximization. Diffecent a ions respondd differently to changes in their window
size. {For instance, xtarm won't make the font Ligger Lut will give you a larger workspace.)

Unfortunntely, it is extremely non-standard on how w maximize windows,

5.4.8 Menus

Another purpose for witdow managers is for then to provide wenus for the user 1o quickly accomplish
taks that are done over amd aver. For instance, 1 might make a menu choice that automatical Iy
launches Emacs or an additional xtera for me. That way [ don't need to type i an xterm o
especially good thing if there aren't any runuing xterms that | need to type in 1o start a new
program!

In general, dilferent menus can e accessed by clicking on the root window, which is an immovalie
window behind all the other ones, By default, it is colored gray, but could look like any .
try to see & menw, click and hold down a button on the desktop. A menu should pop up. To tnake
a selection, move (without _.n_msm:_m the mouse button) the cursor over one of the items any tleu
release the mouse button.

5.5 X Attributes

There are many programs that take advantage of X. Some programs, like emacs, can e run either
a3 a text-mode program or as o progeam that creates ity own X window. However, nust X programs
can only be run under X.

3.3.1 Geometry

There are a few things common to all prograuns running under X. In X, the concept of geometry
is where and liow large a window is. A window's geometry has four components:

s The borizontal size, usually measured in pixels. (A pixel is the smallest unit that can be
calored. Many X setups on Intel I'Cs have 1024 pixels horizonally and 768 pixely vertically.}
Some applications, like xtern and emacs, measure their size in terms of mnnber of characters
they can fit in the window. (Fot instance, cighty characters across.)

+ The vertical size, also usually measured in pixels, It's possible for it to be measured in char-
acters.

4One fun ram Lo try Is called zfishtank. It places 3 small aquarium in Lhe background for you.
progs &g
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* The horizontsl distance from one of the sides of the screen. For instance, +35 woull mean
make the left edge of the window thirty-five pixels from the left edge of the screen. On the
other hand, -50 would mean make the right edge of the window fifty pixels from the right edge
of the screen. It's genezally impossible to start the window off the screen, although a window
can be moved ol the screen. (The main exception is when the window is very large.}

* The vertical distance from either the top or the bottom, A positive vertical distance is measured
from the oy of the screen; a negative vertical distance is measyred from the bottom of the
screei.

All four cotnponents get put together into a geometry string that looks like: 503x73-76+0. (That
translates into a window 503 pixels long, 73 pixets high, put near the top right hand corner of the
screen.} Another way of stating it is hsizexvsizethplace:vpince,

5.5.2 Display

Every X application bias a display that it is associated with. The display is the name of the screen
that the X server controls. A display consists of three components:

* The machine name that thie server is running on. At stand-alone Livux installations the server
is always running on the same aystem as the clients. In such tases, the machine nane can e
omitted.

# The number of the server running on that machine. Since any one machine could have multiple
X servers running on it (unlikely for most Lizux machines, but possible) each must have a
unigue number.

® The screen number. X supports a particular server controlling more than one screen at a
time. You can imagine that someone wants & fot of screen space, 80 they have iwo monitors
sitting next to each other. Since they don't want two X servers running on one machine for
perforinance reasons, they let one X server control both screens.

These three things are put together like so: machine:server-punber screen-number,

For instance, on mousehouse, all my applications have the display set to :0.0, which means the
first screen of the first server ou the local display. However, if I am using a remate computer, the
display might be set 10 pousehouss: 0.0,

By default, the display is taken from the environment variable (see Section 9.1.4) named DISPLAY,
and can be overridden with a command-line option (see Figure 5.2). To see how DISPLAY is set, try
the connnand echo $DISPLAY.

5.6 Common Features

While X is a graphical user interface, it is & very uneven graphical user interface, It's impossible
to say how any component of the system is Eoing Lo work, because every component can easily e
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5.6 COMMON FEATURES a7

You can also jump to & particular location in the displayed material by clicking the middle mouse
button anywhere in the scroll bar, This causes the window to display material starting at that point
in the document.

Motif scroll bars

A Motif scroll bar nets much more like a Microsoflt Windows or Macintosh scroll bar. An exaunple of
one is on the right in Figure 5.4. Notice that in addition tu the bar, it has arrows above mul below
it. These are used for fine-tuning: clicking cither the left or middle buttons on thens will seroll &
amall amounit such as one line; the right button does nothing.

The Lehavior of clicking insite the scroll bar is widely ditferent for Motif scroll bars than Alhena
scroll bars. The right button has no elfoct. Clicking the Ieft button above the cusrent position scrolls
upwand. Similarly, clicking below the earrent position sevolla downward, Cli g and holling the
left button on the current position allews one to move the bar at will. Tiele: ng the left button
positions the window.

Clicking the middle button anywhere on the bar will inmediately Jump to that location, similar
ta the behavior of the Athena middle button. However, instead of starting to display the Jata at
the paosition clicked, that position is taken to be the midpoint of the data 1o be displayed.

R
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6.2. TIME SAVING WITH BASH 3l

6.2 Time Saving with bash

6.2.1 Command-Line Editing

Oczasionally, you've typed a Jong command to bash aind, belore you hit return, notice that there
was & spelling mistake early in the line. You could just defete all the way hack ansl retype everything
you nieed to, but that takes much woo nuch eifort! lnstead, you caun use the arrow keys to move back
thete, delete the bad chiarncter or two, and type the correet infocination.

There are wany specind kevs to help you edit your command line, most of thew simitar 1o the
conmmands wal in GNU Einacs, For iustance, n.___ flips two adjacent characters,’ You'll be alde
to lind moat of the cotmnnwls in the chapter on Emaca, Chapter 8.

6.2.2 Commaml and File Completion

Another feature of bash is automatic campletion of your command lines. For instance, let's lock at

the following examiple of a typical cp comu

/home/larryk 1u -F

this-is-a-long-file

/home/larrys cp this-is~a-long-file shorter
/home/larry® 1a -F

whaorter this-ia-n-long-file
/bome/larrys

It's a big pain o have to type every letter of this-is-a-long-file whenever you iry to access
it. So, create this-is-a-long-file by copying /etc/pasaud to it?. Now, we're going to do the
abave cp comnand very quickly and with a smaller chance of istyping.

Tnstead of typing the whole filename, sype cp th and press and release the H Like magic,
the rest of the filenane shows up on the command tine, and you can Lype in shorter. Unfortunately,
baah cannot read your thoughts, and you'll have to type all of shorter.

When you type i. bash looks at what you've typed and looks for & file that starts like that,
For ingtance, if I type /usr/bin/ena and then hit bash will find fusr/bin/emacs since that's
the only file that begins fusr/bin/emaon niy system. However, if [ type /usr/bin/1d and hi .
bash beeps at me. That's because three files, fusr/bin/14, fusr/bin/1dd, and fusr/bin/1d86 all
start with /usr/bin/1d on my system.

If you try a completion and bash beeps, you can bnmediately hit ! again Lo get a list of all
the files your start macches so far, That way, if vou aren’t sure of the exact spelling of your file, you
can start it and scan a much smatter kst of files.

means hold down the key Jabeled “Carl”, then presa the “t* key. Tien relense the “Cirl* key.
Jote/pazuwd this-is-n-long-file
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6.3 The Standard Input and The Standard Output

Let's try to tackle a simple problem: getting a listing of the fusr/bin directory. Il all we do in 1n
fusr/bin, some of the files scroll off the top of the screen. How can we see all of the files?

6.3.1 Unix Concepts

The Unix opcrating system makes it very easy for progriums 16 use the terminad. When a program
writes souething to your screen, it is using sumething called standard output. Standard output,
abhreviated at stdout, is liow the program writes things to a user. The name for what you tell
a prograu ia standnrd inpat (stdin). Ity possible for & progran to communicats with the user
without using standard input or output, but most of the commands I cover in this book use stdin
and stidout.

For example, the 18 com

ml printy the list of the directories to standard output, which is
normally “connected” 10 your terminal. An interactive command, such as your shell, bash, reads
your commands from standard input.

It is also possibile for & program to write to standard error, since it is very easy to make
standard output point somewhere besides your terminal. Standard error (stierr) is almost always
connected to a terminal 50 an actual human will read the message.

In thig section, we're going to examine three ways of fiddling with the standard input and output:
input redirection, output redirection, and pipes.

6.3.2 Output Redirection

A very important feature of Unix is the ability to redirect output. This allows you, instead of
viewing the results of a command, Lo save it in a file or send it directly 1o a printer. For instance,
to redirect the output of the command 18 fusr/bin, we place a > sign at the end of the line, and
say what file we want the output ta be put in:

heseflarrys 1

/home/Larry? 1s -F /uar/bin > listing
/boza/Lazrys Is

listing

fhome/larrys

As you can see, instead of writing the names of all the files, the command created & totally new
file in your home directory. Lel's try to take a look at this file using the command cat. If you think
back, you'll remember cat was & fairly useless command that copied what you typed (the standard
input} to the terminal (the standard output). cat can also print a file to the standard output if you
list the Ffle ay a parammeter to cat;

/howe/larryd car listing

fbomn/larrys
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6.4, MULTITASKING 33

{11+ Stopped 1

It means that the process yoa has Lieen suspended in the hackground. You can get it runming
again by typing g at the prompt, which will put it into the foreground again. If you wish, you
can do other things first, while it's suspended. Tey a few 15's or something before you put it back
in the foreground.

Ouce it's returned to the foreground, the y's will start coming again, as fast as before. You do
not need to worry that while you had it suspended i was “stocing up™ more y's to send to the
am does’t run wtil you bring it back wo life.
Ve seen eiongh),

acreen: when o peogran is suspended the whole
[MNow S..z.E te Kill it for oo, onee 31

Let's pick apart that nessage we got from the shelt:

[1}+  Sopped yos

The number in brackets is the job mumber of this job, and will be used when we need to refer
to it specifically. (Naturally, since job control is all about rui multiple processes, we need some
way to tell one [rom another). The + following it tells us that this is the “current job” — that is,
the one most recently moved from the foreground to the background. If you were to type 1g, you
would put the job with the + in the foregroumd again. (More on that Jater, when we discuss ruhning
multiple jobs at once). The word Stopped means that the job is “stopped”. The job isn’t dead,
but it isn's runsiing right now. LINux has saved it in a special suspended state, ready to jump back
into the action should anyone request it. Finally, the yes is the nane of the process that has been

stopped.

Defore we go on, let's kill this job mnd start it agais
kill and can be used in the following way:

1and is nomed

1 a dilferent way. The co

/hone/larry® kill 1
[1)+ Stopped yen
/fhenaflarrys

That message about it being “stopped” again is 1 leading. To find out whether it's still ative
{that is, either running or frozen in a suspended state), type jobs:

fhowe/larry® jaba
[1]+ Terminated yeu
fhoma/Inrrys

There you have it—the job has been terminated! (It's possible that the Jjobs command showed
nothing ot all, which just means that there are na jobs running in the background. If you just killed
a job, and typing jobs shows novhing, then you know the kill was successful. Usually it will tell you
the job was “terminated” .}

Now, start yes running again, like this:

/home/larrys yea > /devw/puil

oy~

56 CHAP'TER 6. WORKING WITH UNIX

If you read the section about input and output redirection, you know that this is sending the
output of yes juto the special file /dev/null. /dev/null is a black hole that eats any output sent
to it (you can imagine that stream of y's coming out the back of your computer and drilling a hole
ins the wall, if that makes you happy).

After typing this, you will not get your prompt Lack, but you will not see that coluwmn of y's

either. Although output is being sent into /dav/null, the job is still ruaning in the foreground. As
usual, you can suspend it by hitting E Do that now to get the prompt back.

fhomaflarryd yea > Jdev/roull
["yen” 18 running, and ve just typed ctri-z]

[1]+ Stopped yor >/dev/aull
/home/larrys
Hiwm. .. is there any way o get it Lo setually run in the background, while still leaving us the

prompt for iuteractive work? The command to do that is bg:

fhome/larry® bg
[1)+ you >/dev/nnll &
/hooe/larrys

Now, you'll have to trust me on this one: afier you typed bg, yea > /dev/null began to run
again, but tlis time in the background. In fact, if you do things at the prompt, like 1s and stuff,
you might notice that your machine has been slowed down a little bit (endlessly generating and
discarding a steady streain of y's does take some work, after all!) Other than that, however, there
are no effecta. You can do anything you want at the prompt, and yos will happily contivue to
sending its output into the black hole.

There are now two different ways you can kill it: with the kill command you just learned, or
by putting the job in the foreground again and hitting it with an interrupt, E Let's try the
second way, just to understand the relationship between fg and bg & little better;

/homa/larrys Ig
yes >/dav/mull

faouw it's ia the foreground again. Imagine that T hit ctri-c to terminate it]
fhome/larryw
There, it's gone. Now, start up a few jobs running in simultaneously, like this:

/home/larrys yes > /dev/mull k

(1) 1024

/homa/larry® yeu | sort > /dev/mull &

[2] 1026

/homa/larry® yes | uniq > /fdav/anll

[and bere, type ctrl-z to suspend it, please]
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6.4. MULTITASKING 59
Figure 8.1 A summary of commands and keys used in job control.
g Fjob This it a shell command that returns a joly w the foreground. To fnd out which
one this is by default, type jobs and look for the one with the +.
Paraneters: Optional job number. The default is the process identified with +.
& When an & is added 10 the en of the conutand Jine, it telis the conunand to run in

the background automatically. This process is then subject to all the usual methods
of jub cantrol detailed liere.

bg Hjob ‘This is n shell command that canses a siuspended job 1o 1anin the backgtonnd. To
with the «

Paraneters: Optional job numlser. The defaukt is the process identified with +.

il vut wl vt this i hy defanlt, type joba and look fur the

K411 SGub PID

This is a shiell conmaml that o chpround job, eitler suspended or cun

to terminate. You should always specily the job n
job nmunbers, remember to precede them with a %,

Parameters: Either the job number (preceded by %) or PID (uo % is necessary).
More than one process or job can be specificd on one line.

ber o PID, and if you are using

oba Thix shell command just lists information alout Lhe Jobs currently rutning or sus-
i ¥ E
pending.  Sowetimes it also tells you about ones thay, have just exited or Leen
terminated.

This is the generic interrupt character. Usually, if you type it while a program is

Ig in the foreground, it will kill the prograin {scinetimes it takes a few tries}.
However, not all programs will respond to this method of Lermination.

E This key combination usually cavses a program to suspend, although afew programs
ignore it. Once suspended, the job can be run in the backgroumd or killed,

The way o tell for sure is to use the Process [ numibers {PID's). These are system-wide — encly
process has its own unique PID nutnber. Two ditferent users can refer to a process by its PID and
know that they are talking about the same process {assuining that they are logged into the sae
machine!)

Let’s take a look at one more conunand to understand what P1Ds are. The ps command will Jist
all running processes, including your shell. Try it out. It also has a few options, the most important
of which {to many people) are a, u, and x. The a option will list processes belongiug to any user, not
Just your own. The x switch will list processes that don't have a terminal associated with them.®
Finally, the u switch will give additionally information about the process that is frequently useful.

To really get an iden of what your system: is doing, put them all together: ps -anx. You can
then see the process that uses the more memory by lovking at the %MEM colwnn, and the most CP'U
by looking at the 4CPU columm. {The TIHE columm lists the total amount of CPU time used.)

®This only makes sense for certain system programs that dun't have 1o Lalk 30 users through a keybuard.

(] CHAPTER 6. WORKING WITH UNIX

Another quick note about I'IDs. k411, in addition to taking options of the forn FKjob, will
take options of raw PIDs. So, put a yes > /dev/null in the background, run P2, and ook for yes.
Then type kil) PID.!

H you start o prograun in C on your Linux system, you will soon leam that the shell's job control
is just an interactive version of the functiou calls Zork and execl. This iy too complex to go into
liere, Lut may be helpful to remember later on when you are progranuning and want to run multiple
processes from a single program.

6.5 Virtual Consoles: Being in Many Places at Once

Linux supports virtuai consoles. These are a way of making your single machine seein like multiple
s, all connerted o one Linux kernel. Thaukfully, using virtunl consoles is ane of the simplest

Lern
things abont Linux: there are “hot keys” for switching mmong the cousales quickly. Ta try i, loyg in
to your Linux system, hold down the left E key, aml press (that is, the function key number
2.

You should find yourself at another login prompt. Don't panic: you are now on virtual console
(VC) number 2! Log in here and Jo some things —- a few 18's or whatever -— to confism that this is
a real login shell. Now you can return to VC ntnber 1, by holding down the left aud pressing
Or you can move on to a thind VC, in the obvious way Eﬁu

Linux systems generatly come with four VC's enabled by default. You can increase this all the
way to eight; this should be covered in The LINUX Systemn Adminstrator’s Guide. It involves editing
4 file in fetc or two. However, four should be enough for most people.

Quce you get used to them, VC's will probably become an indispensable tool for getting many
things done at once. For example, I typically run Emacs on ¥C 1 {end do most of my work there),
while having a commumnications program up o VC 3 (s0 I can be downloading or uploading files by
mnodem while 1 work, or running jobs on remote machines), and keep a shell up on VC 2 just in case
T want 1o run something else without tying up VC 1.

Tin general, it's easicr 10 just kill the job number instead of using Plis.
BMake sure you are doing this from lext consoles: if you are runping X windows or some other graphical spplication,
it probably wun't work, although rumor has it Lhat X Windows witl soon allow victual console swilching under Linux.
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7.3 SYSTEM STATISTICS 63

Then, there’s everyboly else who isn’t the owner and isn’t a member of the group, appropriately
called “other”. -

So, a file could have read and write permissions for the owner, read permissions for the group,
and no permissions for all others. Or, for some reason, a file could have read/write pennissions for
the group and others, but ne permissions for the owner!

Let's try using chmod to change n few per
any other program. Dy

sions. First, create a new file using cat, enacs, or
11 be aldte to rend md write s file, (The pern

s given
other peaple will viry depending on bow the syatem and your account is setup.) Make sure you can
read the file using cat. Now, let's take awny your read privilege by using chmod u-r filename. (The
parameter u-r decodes to “user minus read”.) Now if you try 1o read the file, you get a Permission
denied error! Add rend privileges back hy nsing chmod w+r filename.

Directory permissions use the same thyes ideas: remd, weite, anl execute, but act wlightly dilfer-
eatly. The rend privilege allows the user {or growp or vthers) o tead the o cby  list the naniey
of the files. The write permission atlows Uic user [or group or others) to add or remove files. The
exeécute permission allows the user to access liles in the directory or any subdirectories. (If a user
doesn't have execute permissions for a directory, they can't even cd to it!)

To use chmed, replace the mode with what to operate on, cither user, group, other, or all, and
what 10 do with them. (That is, use a plas sign to indicate ndding a privilege or a
to indicate taking one away. Or, an equals sign will specily the exact permissions.) The possible
permissions to add are reul, write, and execute,

chmod's R flag will change a directory’s permissions, and all files in that directory, and all sulbdi-
recties, all the way down the line. (The ‘R’ stauds for recursive.) The I Hag forces chmod Lo attenpt
to change permissions, even if the user isn't the owner of the fle. (If chmod is given the { flag, it
wOon't print an error message when it fails to change a file's permissions.) The v fiag makes chaod
verbose—it will report on what it’s done.

7.3 System Statistics

Comemands in this section will display statistics about the operaling system, ur a part of the operating
systemn.

du [-abs] {path! path? ... pathiN|

du stands for disk usage. It will count the amount of disk space a given directory and oll ils
subdirrclories Lake up on the disk. du by itsell wilt retury a list of fiow nwuch space every subdirectory
of the current directory consumies, and, at the very bottom, how muach space e current directory
(plus afl the previously counted subdirectories) use. If you give it a parameter or two, it will count
the amount of space used by those files or directories fustead of the current one.

The a flag will display a count for fites, as well as directories. An option of b will display, instead
of kilobytes (1024 characters), the total in bytes. Oue byte is the equivalent of one letter in a text

A0
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docusnent. And the s fAag will just display the directories mentioned on the command.| e and not
their subdirectozies.

df

41 it short for “disk Flling™: it suninarizes the amount of disk space in use. For each filesyaten
(remember, ditferent filesystens are either on different drives of partitions} it shows the total ameunt
of disk space, the amount used, the amount available, and the total capacity of the Glesystem that's
used,

One odd thing you might encouuter is that it's possilile for the capacity to go over %, of the
wsesd plus the pvailable not to equal the wial. This is hecause Unix reserves somme space a ench
Glexystem for root. That way if & user recidentally fills the disk, the systemn will stili have n litile
oo W keep on operating.

For mast people, df doesn't have any uselul options.

uptime

The uptime program does exactly what one would suspect. It prints the amount of tiine the
system hias Leen “up™ —the amount of titne from the last Unix boot.

uptime also gives the current time and the load average. The load average is the average number
of jobs waiting to run in a certain time period. uptime displays the load average for the last minute,
five minutes, and ten minutes. A load average near zero indicates the system has been relatively
idle. A load average near one indicates that the system has been almost fully utilized but nowhere
unear overtaxed. High load averages are the result of several programs being run simultaneously.

Amaringly, uptinme is one of the few Unix programs that have no options!

vho

vhe displays the current users of the system and when they logged in. If given the parmneters
am i (asin: who am i}, it displays the current user.

w |-f] fusername]

The v program displays the current users of the system and what they're doing. (It basically
coimbines the functionality of uptime and who. The header of v is exactly the same as uptize, and
each line shows a user, when the logged on {and how long they've been idle}. JCPU is the total
arnount of CPU time used by that user, while PCPU the the total amount of CPU titne used by their
present task.
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tell you where to lock in the fle—no line number, Depending on what you're doing, this might be
fine. For instance, if you're lovking for errors frot a programs output, you Inight try a.out | grep
error, where a.out is your program's name.

i you're interested in where the match(es) are, use the n switch to grep ta tell it to print line
numbers. Use the v switch if yor waut to see all the lines that don’t match the specified expression.

Another feature of grep is that it matches only parts of a word, like my exaunple above where
iger mniched tiger. To toll grep L valy match whale words, use the w, and the x switch will tell
grep o ouly wateh whale lines,

If you don't spesily any files, grop will examine stiin,

we [-ciw] [filed file2 .. fileN)

ve st for word count. Tt simply counts the number of wards, lines, aml characters in the
file(a). If there aren's any liles specilied on the command line, it operales on sufin,

The three parameters, clv, stand for character, line, aml word respectively, and telt we which
of Uhe three to count. Thus, we -cw will connt the number of characters aml words, but not the
number of lines. ve defaults to conting everything-- words, lines, and characters.

One nice use of ve is to fiml how many files are in the present directory: 1a | we -w. If you
winited to see how many files that ended with . ¢ there are, try ks o.¢c | wc -w.

spell [filel file2 .. . fileN]

apell is a very simple Unix spelling program, usually for American English® spall is a filter,
like most of the other programs we've talked about, which sucks in an ASCI text file and outputs
all the words it considers misspellings. apell operates on the files listed in the coiunand line, or, il
there weren't any there, stdin.

A more sophisticated spelling program, ispell is probally alse available on your machine.
ispell will offer possible correct spoklings and a fancy menu interface if a flename is specified on
the command line or will run as a filter-like program if no files are specified.

While operation of ispell should be fairly obvigus, consuit the man page if you need more help.

cmp file! [file2]

cmp compares two files. The first must be listed on the command line, while the second is either
listed as the second parameter or is read in fom standard input. cmp is very simple, and merely
tells you where the two fles first differ.

I%While there are versions of this for scveral other Eurupcan languages, the cupy on your Lixux machine is most
likely for American English,

32
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diff filel file2

One of the most complicated standard Unix commands is called dif2. The GNU version of diff
has over twenty command line options! It is & much more powerful version of cap and shows you
what the differences are instead of merely telling you where the first one is.

Since talking about even a good portion of diff is beyoud the scope of this book, 11l just talk
about the basic operation of 4111, In short, ditf takes two parnneters ad diaplays the dilferences
hetween them on a line-by-line basis. For instance:

fhoma/larry® cat frog

inimals are very interesting creatures. Oue of my favorits animals fs
the tiger, u fearsome bessl with lexge tasth.

1 alec like the liom---it's really neat!

fhomeSlarrys cp frog toad

fhoma/larrys diff frog tosd

fhome/larrys cat dog

Animale are very ateresting creatures. One of my faverita snimals i

the tiger, & fearsome beast uith large teath.
1 alse  1ike the lioa---it's teally n
fhome/larry® diff frog dog

11,2

¢ Anjuale are vary interastisg cresaturas. One of my favorite animals ia

> Animals are very nterssting creatures. Dne of my favorits snimals is
>

3ca
¢ I also like the lioa-—-fit's ryemlly mest!

* 1 alan  like the ion---it‘s really neat!
/home/larryd

As you can see, diff outpuis nothing when the two files are identical. Then, when I compared
two different files, it had a section header, 1¢1,2 saying it was comparing line 1 of the left file, frog,
to lines 1-2 of dog and what differences it noticed. Then it compared line 3 of frog to line 4 of dog.
While it nay seem strange at first Lo compare different line numbers, it is much more efficent then
listing out every single line if there is an extra return early in one file. "

gzip [-v#] [filel file2 .. . fileN]
gunzip [-v] [fifel file2 ... fileM
zcat [fie! file2 ... fileN]

These three prograns are used to compress and decompress data. gzip, or GNU Zip, is the
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Chapter 9

I Gotta Be Me!

If God had known we'dl need foresight, she would have given it Lo us.

9.1 bash Customization

One of the distinguishing things about the Unix philosophy is that the system's designers did not
attempt to predict every ueed that users might have; instead, they tried to make it easy for each
individual user 10 tailor the environment 1o their own particular needs. This is mainly done through
conflguration flles. These are also known as “init files”, “rc files” {for “run control™}, or even
“dot files”, because the filenames often begin with *.". If you'll recall, flenaines that start with “.”
aren’t normally displayed by 1s.

The most important configuration files are the vnes used Ly the shell. Linux's default shell is
bash, and that's the shell this chapter covers, Before we £0 into how to customize bash, we should
know what files bask looks at.

9.1.1 Shell Startup

There are several different ways bash can run. It can run a3 a login shell, w
when you first login. The dogin shell should Le the first shell you see.

h i3 how it runs

Another way bash can run is as an interactive shell. This is any shell which presents a prompt
to a human and waits for input. A login shell is also an interactive shell. A way you can get a
non-login interactive shell is, say, a shell inside xterm, Any shell that was created by some other
way besides logging in is a non-lugin shell.

Finally, there are non-interactive shells. These shells are used for exrcuting a file of commands,
much like MS-D0S's Latch files-- the files that end in .BAT. These shell scripts function like mini-
programs. While they are usually much slower than a regular cumpiled prograsu, it is often true
thae they're easier to write.

89

34

90 CHAPTER 9. 1 GOTTA DE ME!

Depending on the type of shell, different files will be used at shel] startup:

Type of Shell Action
Interactive login | The file .bash profile is read and executed
Interactive The file .bashzrc is read and executed
Non-interactive | The sheil script is read and executed

9.1.2 Startup Files

Since mast uscrs want o have lacgely the same environment ne wmatter what type of interactive
shell they wind up with, whether or not it's a login shell, we'll start our conliguration by putting
a very simple command into our .bash.profile: “source =/ .bashrc®. The source conunaml
tells the shell to interprete the argument as a shell seript. What it mneans for us is that everytime
«bash_profile is run, .bashre is alse Tun.

Now, we'll just adid commamds to our .bashre, If FUU ever wanl & col
when you login, add it to your .bash_profile.

e to only be run

9.1.3 Aliasing

What are some of the things you might want to ¢
90% of Dash users have put i their .bashre:

7 Here's s hing that I think about

alias 11="ls -1}"

That command defined a sliell aliaa cafled 11 that “expands” to the nonnal shell command
“18 -1" when invoked by the user, So, assuming that Dash has read that command in from your
-bashre, you can just type 11 to get the effect of “1s -1” in only half the keystrokes, YWhat
happens is that when you type 11 and hit E_ Bash intercepts it, Lbecause it's watching for
aliases, replaces it with “Is -I", and runs that instead. There is 10 actual program called 11 on the
system, but the shell automatically translated the alias into a valid program.

Sotne sample aliases are in Figure 9.1.3. You could put them in your own . basbre. One especially
interesting alias is the first one. With that alias, whenever someone types 1s, they automatically
have a -F flag tacked on. (The alias doesn't try Lo expand itself again.} This is a common way of
adding options that you use every time you call a program.

Hotice the comments with the # character in Figure 9.1.3. Whenever a ¥ appears, the shell
igunores the rest of the line,

You might have noticed a few odd things about them. First of all, | leave off the quotes in a few
of the aliases—like pu. Strictly apeaking, quotes aren’t necessary when you only have one word on
the right of the equal sign.

It never hurts to have quotes either, so don't let me get you into any bad halits. You should
certaiuly use them if you're going to be aliasing a command with options and/or arguments:

alias rf="refrobnicate -verbose =prolix -wordy =¢ foo.sut”
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9.1 BASH CUSTOMIZATION 93

Figure 9.2 Son

imnportant environment variables.

Varinhle name Coutains Example

HOME Your home directory /home/larry

TERM Your terminal type xterm, vt 100, or consols

SHELL The path to your shell fbin/bash

USER Your login nane harry

PATH A list to search for prograns /bin:/usr/bin: fuar/local/bin: fusr/bin/Xt1

yping, commands at the prawpt, or when bash is reading commands from a Gle like .bashrc, it can
be said to be “interpreting” the conumands.

There's another conmand that's very useful for querying the envituninent: env. anv will merely

list all the enviromment variables, 1y's posibile, especially if you're wsing X, that the list will seroll
olf the screen. Il that hagsrens, just Pipe anv through more: env | mors.

A few of these vatiables can be fairly wselul, so I'N cover them. Look at Figure 9.1.4. Those
four variables are defined automatically when you Jogin: you don’t set them in your .bashre or
.bash_login.

Let’s take a closer dook at the TERM variable. To understand that one, let's kook back into the
history of Unix: The operating system needs to know certain facts about your console, in order
to perforn basic functions like writing a character to the screen, wnoving the cursor to the next
line, ete. In the early days of computing, manufacturees were constantly adiling new features to
their terminals; first reverse-video, then maybe Enropean character sets, eventually even primnitive
drawing functions (remember, these were the days before windowing systems and mice). llowever,
all of these new functions represented a proliem to programuers: how could they know what a
terminal supported and didn't support? Aud Low could they support new features without making
old terminals worthiess?

In Unix, the answer to these guestions was fetc/termcap. fetc/termcap is a list of all of the
tertinals that your system knows about, and how they contrul the cursor. If a systerm administrator
got a new terminal, all they'd have to do is add an entry for that terminal juto fetc/termcap
insteadl of rebuilding all of Unix. Sometimes, it's even simplier. Along the way, Digital Equipment
Corporation’s v1100 terminal becanie a pseudo-standard, and many new teruinals were built so that
they could emulate it, or behave as if they were a v1100.

Under Linux, TERM's value is sometimes console, which is a vt 100-like terminal with some extra
leatures,

Another varitable, PATH, is also crucial o the peoper funetioning of the shell. lere's mine:
/home/lusryd wnv | grap "PATH

PATH=/home/larry/bin: /bin: /uar/bin: fusr/bocal/bin: fusr/bin/X11 t/anr/TaX/bin
/home/larcys

Your PATR is a colon-separated lise of the directories the shell shoull search for prograuns, when
you type the name of a program te run. When [ type 13 and hit E for example, the Bash
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first looks in /home/larry/bin, a directory 1 made for storing programs that I wrote. However, [
didu't write 1s (in fact, | think it might have Leen written before [ was born!). Failing to find it
in /home/larry/bin, Dash looks next in /bin—and there it has a hit! /bin/1s does exist and is
executable, so Bash stops searching for a progean named 1 and runs it. There might well have
been another 1s sitting in the directory /usr/bin, Lut bash would never run it unless [ asked for it
by specifying an explicit pathname:

fhoma/larcy® fuse/bin/le

The PATH vazriakile exiats so that we dan't have 1o type in complete patl s fur every cot )

When you type a command, Dash looks for it in the directories named in PATH, in order, and runa
it il finds it [Fit doesn’t find it, you get a rude error:

fhome/larsy® clubly
clubly: command not found

Notice that my PATH does not have the current directory, *.", in it. If it did, it might look like
this:

/bome/lurrys echo $PATH

»:/bome/larry/bin:/bin: /uar/bin: /asr/Llocal /bin: fuar/hin/X11: fuss/Tek/bin
fbome/larrys

This is a matter of some debate in Unix-cireles {which you are now a member of, whether you
like it or not). The problem is that having the current directory in your path can be a security hole.
Suppose that you cd into 2 directory where somebody has left a “Trojan Horse™ program calted 1=,
and you do an 1s, as would be natural on entering & new directory. Since the current directory, “.*,
came first in your PATH, the shell would have found this version of 1s and executed it. Whatever
mischief they might have put into that program, you have just gone ahead and executed (and that
could be quite a lot of mischief indeed). The person did not need root privileges to do this; they
only needed write permnission on the directory where the “false” 1 was kocated. It might even have
Leen their home directory, if they knew that you would be poking around in there at some point.

On your own system, it's highly unlikely that people are leaving traps for each other. All the
users are probably friends or colleagues of yours., However, on a large multi-user system (like many
university computers}, there could be plenty of unfriendly programmers whon you've never met.
Whetlier or uot you want to take your chances by having *.™ in your path depends on your situation;
I'm not going to be dogmatic about it either way, I just want you to be aware of the risks involved?.
Multi-user systems really are communities, where people can do things o one another in all sorts of
unforseen ways.

The actuaf way that T set my PATH involves most of what you've learned 30 far about environment
varinbles. Here is what is actually in 1ny .bashre:

export PATH=$(PATH}:.:$(HOME}/bin:/bin:/usr/bin: /usr/local/bin: funrsbin/T1t: uer/Tel/bin

?Remcinler that you can always execute programa in the current directory by being explicit about it je: * ffas™.
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9.2, THE X WINDOW SYSTEM INIT FILES 97

gce -5 $1 $1.c -g
}

9.2 The X Window System Init Files

Mast peaple prefer to do their work inside a graphicat envirowsent, amd for Unix machines, that
usually menns wsing X, If you're accustomesl 1o the Macintosh of o Microsoft Windows, the X
Window System iy take a little getting used to, esprecially in how it is customized.

With the Macintosh or Micresoft Windows, ¥ou constoruize the enviconment from within the

envirenment:

you want b change your Iackgeoml, fire exunple, vou do by clicking on the new
color in some special graphicad setup prograns. In X, svstem defavlis are coutrolled by text biles,
whidh you edit directly i other wurdls, you'l type the actual color nume into a file in order 1o set
your background to that color.

Thiere is no denying that this method just isn't as slick as some commersial windowing syste
I think this tendency to remain text-based, sven in a graphical envirounsent, has to do with the fact
that X was ereated by a Lunch of prograne

3 whae simply weren't trying to wiile sofiware thi
their grandparents could use. This tedency may change in future versions of X (at least 1 hope it
will), but for now, you just have to learn to deal with more text files. It does at least give you very
fiexible and precise control over your configuration,

Here are the most important fles for configuring X:

-xinitre A seript run by X when it starts up.
.tvmrc Read by an X window manager, tva.
JIvwmre  Read by an X window manager, fvum,

All of these files should be located in your hone directoty, if they exist at afl,

The .xinitrcis a simple shell script that gets run when X is invoked. It can do anyihing any
other shell script can do, but of course it mnkes the most sense to use it for starting up various X
prograng and setting window system parameters. The last command in the .xinitrcis usually the
name of a window manager to run, for exatuple fusr/bin/X11/tvn.

What sort of thing might you want to put ina xinitrcfile? Perhaps some calls to the xastroot
program, to make your root. (background) window and mouse cursor Jook the way you want them
o look. Calls to xmodmap, whicl tells the server® how to interpret the siguals from your keyboard.
Any other programs you want started every time you run X (for example, xclock).

Here is some of my .xinitre; yours will almost certainly look different, so this is meant only as

an example;

2! /bin/sh
8 The first line tells the operatizg aystem which shell to use in

SThe “scrves™ Just means the main X process an your machine, Lhe vne with w
communicate in geder to use the display. These other Programs are known as
a “client-scrver” syslem.

ch all uther X progeams must
ienia”, and the whole deal is called
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# Interpreting t| script, The script itself ought to be marked as
# sxecutable; you cas make it so vith “chwod +x ~/.xiaitrc".

# amodmap is u program for teliing the 1 sarver hov te iaterprst your
% kayboard*s migoals. It is +dafinitely® vorth learning about. Tom

§ can do “man dmap”, “xmodmsp -help”, " P -gIAEmAr®, and more.
-umeu.nugnn!_nooar-wnr.-—.no-—nu-vnuo.._-_:!- -b__..v?ue-
a
-

your system (I don't even goaruntos that thay mean anything on
ains):

modmap ~# ‘clear Lock?

xmodmap -« *keycode 176 = Control A*

modmap -e 'add control = Comtro]_h'

amodmap -¢ ‘clear Ned2*

amodmap -a ‘add Medl = ALt_L Alt_R*

¥ 1set in & program for setting some other paramatsrs of the X merver:
Iset m 3212 ¥ mouse paramaters

xeat 8 600 6 & T scresn saver prefs

et 8 noblank & 8 ditto

1ast fp+ /homa/larry/affonts B for exterm

€ To find oot mere, do "zsat ~halp".

# Tell the X merver to superimpose fish.cursor over fish.mask, and wse
£ the resclting pattern as my mouse carser:
1setroot -cursor /bome/lab/larry/a/fish.cursor /home/lab/larry/z/fisk.mask &

# & plensing background patters mnd celor:
zsetroot -bitmap /home/Lab/larry/z/pyraaid.xbm -bg tan

¥ todo: zrdb here? What about .Kdefanlts file?

1 You should do "man reetroot”, or “zsstrost ~help™ for more
# information on the program used sbo

# A client program, the imposiag circular color-clock by Jim Blandy:
fusr/local/bin/cireles &

% Haybe you'd like to have & clock on JOUT dcreen at all times?
Juar/bin/311/zclock -digital &

¥ Allov client X programs runsimg At occe.cs.obszlin.edu to display
8 themselves hers, do the same thing for jujn.mca.anl. gov:

zhoat occs.ce.oberlin.edn

xhost faju.

-anl.gew

¥ Tou conld simply tell the I server to allov clients Tumaing on any
¥ other host {a host being a remats machine)} to display bere, but this
% iz a security bole -- those clients maight be rua by sooeons al
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9.3 Other Init Files

Some other initialization files of note are:

.emaCS Read by the Emacs text editor when it starts up,
.natre Gives default login names and passwords for ftp.
.rhests  Mlakes your account remotely accessille.
.foruard  For autumatic mail furwarding.

9.3.1 The Emacs Iuit File

If you use smaca s your primary editur, then the L emacs file iv quite important. It is dealt with at
Teagth in Chapter 8.

9.3.2 FTP Defnaults

Your .netrc file allowa you to have certain frp defanlts set before you run ftp. lere is a small
somple .netrc:

machige flose.life.uinc.edu login larry passuord fishSticks
machine darwin.life.uiuc.edu login larry pasawvord fishSticka
machine gata.life.uiue,adw login larry passvord fishSticks
machine phylo.lifa.wiuc.ede login larry passvord fishSticks
machine ninja.life.uiec.ede login larry paseword fishSticks
machipe indy.life.uiuc.eds login larry password fishSticks

machine clone.mes._anl.gor login fogel paasuord doorm®
machine osprey.mcs.anl.gov login fogel password doormd
machine tern.mce.anl.gor login fogel pasavord doorm®
machine altair.mce.anl.gov login fogel passvord doormt
osachine dalek.mce.anl.gov login fogel paesvord doormé
machine juju.mes.anl.gov login fogel passsord doormé

machine sunsite.unc.edn login mnonymous pasaword larry®ca.oberlin.ede

Each line of your .netrc specifies a machine name, a login name 16 use by default for that
machine, and a password. This is a great convenience if vou do a lot of ftp-ing and are tired of
constantly typing in your username and password at various sites. The f tp program will try to
log you in automatically using the information found in your .netzc file, if you ftp to one of the
machines listed in the file.

You can tell tp to ignore your metrc and not attempt auto-login by invoking it with the -n
optien: “ftp -n".

You nust make sure that your .netre file is readable oy by you. Use the chmod program Lo set
the file’s read permissions. I other people can read it, that means they can find out your password

4oL
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at various other sites. This is about as big a security liole as one can have; to encourage you o be
careful, ftp and other programs that look for the .netrc file will actually refuse to wock if the read
perinissions on the file are bad.

Theres more to the .netre file than what I've said; when you get a chance, do “man .netrc”
ar “man ftp”.

9.3.3 Allowing Easy IRemote Access to Your Account

I you have an .rhost file in your home directory, it will allow you to rus prograts on this machine
remotely. That is, you might be logged in on the machine cs.oberlin.edu, but with a correctly
configured .rhosts file on Hosalife.vivc.edu, you could run a program on floss.life.uiuc.edu
am have the oulpul go to cs.oberlin, adu, without ever having Lo log in or type a pavword.

A .rhoats file looks like this:

Irobnozz.cs.knouledge.ada jemith
aphrodite.classice.bahvashd.edu vpkilps
frobba.hoola.com trizie

The forinat is fairly straightforward: a machine name, followed by username. Suppose that that
example is in fact my .rhosts file on floss.lite.uiuc.edu. That would mean that I could run
programa on floss, with output going to any of the machines listed, as long as I were also logged in
ad the corresponding user given for that machine when [ tried 1o do it.

The exact mechanism by which one runs a remote program is usually the rsh program. It stads
for “remote shelf*, and what it does is start up & shell on a remote machine and execute a specified
command. For example:

frobbof whoami

trizia
frobbo$ reh floss.life.uinc.edn *1s °°
foo.tat mboxr  url.ps SDAX.TXT

frobbo$ reh floss.life,uinc.edu "more ~feaax.tit®
[snax,txt comes paging by here}

User trixie at floss life.uiuc.ecdu, who had the example . rhosts shown previously, explicitly allows
trixie at frobbo.hoola.cont to run programs as trixie from floss.

You don't have to have the same usernamne on all machines o make a . rhosts work right. Use
the “-1" option to rsb, 1o tell the remote machine what username you'd like to use for logging in.
I that username exists on the remote machine, and has o . rhosts file with your current (i.e.: local)
machine and usernaune in it, then your rah will succeed.

frobbo$ vhoanmi

trixie

irobbo$ rah -1 larry floss.life uiuc.edn “1s °"
[Insert a listing of my directory on floss here)
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Chapter 11
Funny Commands

Well, meat people who had to do with e UNIX commands exposed in this chapter will not ngree
with this title. “What the heck! You have just shown we this the Linux interface ia very staubard,
and now we have a bunch of commmuls, cach one working in a completely ditferent way. 1 will never
rewmember all those oplions, and you are saying that they are Junny?™ Yes, you have just scen an
example of hackers' humor. Desides, look at it from the bright side: there is no MS-DOS eguivalent
of these commands, If you need them, you have to purchase them, and you never know how their
interface will be. Ttere they are a useful - and inexpensive - add-on, so enjoy!

The set of commands dwelled o this chapter covers find, which Iety the user searcly in the
directory tree for specified groups of files; tar, uselul to create some archive to be shipped or just
saved; dd, the low-level copier; and sort, which ... yes, sorts files. A last provise: thiese commands
are by no means standardized, and w a core of common options could be found on all +IX
systems, the (GNU) version which is explained below, art which you can find in your Linux sysiem,
has usually many more capabilities. So il you plan to use other UNIN-like operating systems, please
don't forget to clieck their man page in the target system to learn the mayhe not-so-little dillerences.

11.1 find, the file searcher

11.1.1 Generalities

Among the various cotnmands seen so far, there were some which let the user recursively go down
the directory tree in order Lo perform some action: the canonical examples are 1s -R and rm -R.
Good. find is the recursive command. Whenever you are thinking “Well, 1 have to 4o so-and-so on
all those kind of files in 1y own partition™, vou have better think aliout using find. In a certain
sense the fact that find Ruls fles is Jjust o side effect: its read occupation is te evaluate.

The basic structure of the conunand is as follows:

find path[...] ezpression|.. ]

4
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This at least on the GNU version; other version do not allow to apecify more than one path, aucl
besides it is very uncommon the need to do such a thing. The rough explanation of the command
syntax is zather simple: you say from where you wast to start the search (the path part; with GNU
find you can omit this and it will be taken as default the current direcrory .}, and which kind of
search you want to perform {the ezpression part}.

The standard bhehavior of the conimand is a little tricky, 30 it's worth to note it. Let's suppose
that in your home ditectory there is a directory called garhage, containing a file foshar, You happily
type find . -name foobar (which as you can guess searclies for files nanied foobar), and you ohtain
«+ . nothing else than the prampt again. The trouble lies in the Eact that find is by default a silent
command; it just returna {1 if the search was completed {with or without fitnling anything) or a
non-zero value if there had been some probletn. This does not happen with the version you can fin
on Linux, but it is uselul to remenber it anyway.

11.1.2 Expressions

The expression part can be divided itselfl in four different grougm of keywords: oplions, tests, activns,
and operators. Each of thew can return a true/false value, together with a side effect. The difference
among the groups is shown betow.

options affect the overalt operation of find, rather than the processing of a single file. An example
is -follow, which instructs find to follow symbolic links instead of Just stating the inode. They
always return true.

tests are real tests (for example, -empty checks whether the file is empty), and can return true or
false.

actions have also a side eiect the name of the considered file. They can return true or false too.

operators do not really return a value (they can conventionally be considered es true), and are
used to build compress expression. An example is -or, which takes the logical OR of the two
subexpressions on its side. Notice that when juxtaposing expression, a -and is implied.

Note that find relies upon the shell to have the command line parsed; it means that all keyword
must be embedded in white space and especially that a lot of nice characters have to be escaped,
otherwise they would be mangled Ly the shell itself. Each escaping way {Lackslash, single and double
quotes) is OK; in the examples the single character keywords will be usually quoted with backslash,
because it is the simplest way (at least in my opinion. But it's me who is writing these notes!)

11.1.3 Options

Here there is the list of all options known by GNU version of find. Remember that they always
reLura true.
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11.1.5  Actions

I have said that actions are those which actually Jdo something. Well, -prune rather does not do
something, i.e. descending the directory tree {unless depth is given). It is usally find together witls
-[atype, to choose mnong the various filesystems which should be checked.

The other nctivns can be divided intu two broad catrgories;

o Actiona which print something. The most obwvions of these  amd indeed, the default action
of find - iy -print which just print the nane of the file(s} matching the vther comditions in
the conunand line, noud returns true, A simple variants of ~print ia -fprint fife, which uases file

in the sume format ns 1a -dils; -primtf

i), so that you can specify how the cutput

should be formatted, and -fprintl file format dies the same, but writing on file, These action

100 return Lrye,

insteml of standard output, -Is fista Uw current fi

format behaves mure or less like C function |

-

Actions which exccute something. Their syntax is a little odd and they are used widely, so
please look at them,

-exec command \; the command is executed, and the action returns true if its fual status is
0, that is regular execution of it. The reason for the \: is rather logical: find does not know
where the command ends, and the trick to put the exec action at the end of the command is not
applicable. Well, the best way to signal the end of the command is 16 use the character used to
do this by the shell itself, that is '3, but of course a semiicolon all alone on the command line
would be eaten Ly the shell and never sent to find, 50 it has v be escaped. The second thing
to remember i3 how to specifly the name of the current file wi comnmand, as probably you
did alf the trouble to build the expression to do sometl; g, and net just Lo print date. This is
done by means of the string {}. Some otd versions of find require that it must be embedded
in white space - not very handy if you needed for example the whole path and 1ot just the
file name - but with GNU find could be anywhere in (he string composing command. And
shouldn't, it be escaped or yuoted, you surely are asking? Amazingly, I never had w do this
neither under tesh nor under bash {sh does not consider { and } as speciat characters, so it is
not wch of a problem). My idea is that the shells “know”™ that (} is not an option making
sense, so0 they do not try to expand them, luckily for £ind which can obtain it untouched.

-ok command \; behaves like -exec, with the difference that for each selected file the user is
asked to confirin the command; il the answer starts with y or Y, it is executed, otherwise not,
and the action returns false.

11.1.6 QOperators

There are & mumdher of operators; here there is a list, it order of decreasing precedence.

\{ expr \)
forces the precedence order. The parentheses must of course be quoted, as they are meaningful
for the shell too.

46
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! expr
-not expr
change the truth value of expression, that is if ezpr is true, it becomes false. The exclamation
mark needn't be escaped, because it is followed by a white space.

exprl expr2
exprl -3 expr2
exprl -and expr2
ali correspund to the logical AND operation, which in the first and moat cotmmon tase is impliedd,
expr? is not evaluated, if expr! is false.

expel -0 exped
exprl -or expr?
correspond Lo the logical OR operation. ezpr? is not evaluated, if exprl is true.

cxprl | expr2
is the list statement; both exprf and ezpr? are evaluated {togethier with all side ellects, of course!},
and the final value of the expression is that of expr2.

11.1.7 Examples

Yes, find has just too many options, [ know. But there are a lot of cooked instances which are
worth 1o remember, because they are usen very often. Let's see some of them.

% tind . -name fool\s -print

finds all file naines starting with foo. If the string is embedded in the nane, probably it is more
sensitive to write something like "+fooe", rather than foo.

% find fusr/include -xtype £ -exec grep foobar \
fdev/pull {} \;

is a grep executed recursively starting from directory fusr/include. In this case, we are interested
both in regular file and in symbolic links which point to regular files, hence the -xiype test. Many
times it is simpler Lo avoid specyfing it, especially if we are rather sure no binary file contains the
wanted string. And why the fdev/uull in the command? It's a trick to force grep 1o write the
file name where a match has Leen found. The cominand grep is applied Lo each file in a different
invocation, and 0 it doesn’t think it is necessary to output the file name. Dut now there are fwo
files, i.e. the current one and /dev/null! Another possibility should be to pipe the command 1o
xargs and let it perform the grep. I just tried it, and completely smasled my filesystem (togethier
with these notes which I am tring to recover by hand :=( ).

% find / -atime 41 -fatype ext2 -name cors \
~exsec m {} \;



01t Bt _..._o..shw___ EUTR ) ‘n8ef 0 tBAIR BO[EA T 01 RIEDUNIT 6] Y msdino UL R -A ERL ]
A3 U] ey 09 UM P tnapy wosf reat £[a03dSAT 01 PR ANISIL A0S =0 PR wRj=) *

mejan paunzles 31 suonydo Jo Rupreac a4 1,

"t Sy sapdedin e e Y{z) paos 10) m
20T sMLqopy 10) o 'Z1g Lkp Sadnuu g Youg) 0] ¢ o kI sfspissodd Ji], Caagdryn ¢
A4 PRO|[O] 2 ML (2AOGE €XI0TQ L ERI4Q) FAN[LL PASHILIEBIL |1 JEI|T JKIIMNIAL 07 OR[E Wedodul
B1 3 UYL InouE £1a0m 01 A 3,nop nol OF "JNIns Ja|1el 5 xnury i yuasanl yseq Jo nomaaa a
M UONENIE SN U JueUA)y € puudxa jou ip [es a1 asnea) ‘Ruikomne aq 01 pasn sup) tufis
—a.-_rw 9.: uu.ﬁﬂ Jo Dn»«hﬂ.—_ AH[I [WRAQIR BT annls ON .h.__q_:-”:_.—.:.nb (0] 94} J0 aie m__o._.:_c ny

{{uds *autnon “odsaou ‘quas asmon ‘asea)
TN YIOR) U pag s ] =ano)] [syoop=iunea] [syep=yoas)
s =diys] [papsep==sqaf [y =sq [sorip=so] jsndo=sg [r=0] yg=n] pp

”m.sc——c._ f2l m._ _u-a:——:n-b N_—.- .—5 und.:_.nw 0—;

a0
Runy danisnae A0 33 51 O-[133 T pre “ynalug 1o fargmen “amb sumnaa 1 11123 a3 e pp aly
150[ oA Jt 05 ehiio PrepUeIE a1 03 sMlas piy el prepiE aty woa3 yregap A spuar 3 6
R ABYY B PIALEL W IPURLEIOD XN} L3P0 A i Ra(diIoD J0U §91 PP “jana) 31 AvE of,

suondQ  1'g°IL

1131 01 L3015 23{U W 81 1t TN ‘I SI AL IHNIM MO 3,KI0P
1 P0IS 31 253 pp Jusn jo Avm PO A3 (Hm PAsA 08 319 [[e pure ‘passed Jun] Cspureioy sayzo
33 JO 1R )k JUINEISUOD eJaUL e saqe] do[aaap v pue 'sautye ROE-[AE] £q pasn xeyudls al
M0110q O3 P3P A3y ‘ALInt] B 1 auas £33 Y S3XASp UBam1a Tiep &d02 01 PURIUIOD [a33] mO| ®
Papoau 512d0[aAap €31 'PRIRAIZ SRA XIN(] 151Y AU} UL FALN] JO EISIUI a1} ML jIvq 11y} sAeE puafay

1ojeandnp ejep oy} ‘'pp g 1T
sojdwexy pZ°1L

sweyipoiN  £TUIT

suonyde ey z o Ir

uoiponpornjul  'ZII

JoatpIe odey oY) ‘xes  TUIT

SANVINIXOD ANNIIT "I WALJdFHO (74}

3 [EIR)RH © SW00G [V 11 ‘Ifitim © Jauje Ang
‘tumop 1 Runna o weiy axnrexd ur 1 395 09 Jarswa 6,1t Ajqeqoa] ruoissaxdxaqns 1xau a1} 09 sdang
pue | 519310) 91 sstwai0 t{LL ) palueid 51 spowy al Jo uolsstuuad A puw PAEN[EAR B J3X2
1Y A1) 1aT]) AI013IIP B €1 MAMOW I TR PAIIPISTOD Ay ) A[durex3 16} Ji '0S I O FIER[EAD
nowskIXH(s H JO BPIF Y| 21 Ji AJuo 51 VRN BOIsSAXI a1py ju e 33X ) AIRTI[RAI 150U pUTF
JV&no patisopiadd 51 35 TRN]Y SURIHI SHY INE] 13953 apis e 16n[ §1 pURUIWO) Pappacues a1 tuopenaa
as5(2)fanin v 51 paitiofiad A[nal 1 1M 10 JquIauay ‘pressopRrens sayrea s nFop Fuidpopun
3 Yot speaaas 1 A Lasop Rupjoof I0q ‘(jsayselRyreg jo asnge 1o am pare) K130 stioos 9

(\ I\ {) S5 pomys dexe- w- gE'e, STRU. )\

Vo= (VPN () mIjugq/ Dexe~ m- yygTe, SERU- )

\oe- o\ fy {} 1L powys dera. we p wdha- )y
\ o= (\ eunad- sju edfaeg. )\ - pup; }

S B s
A sIcdne2ae 07 L2 2ANIIHI IS0 YT, FPURHINOD NP s Aunum Apy Bl Gy 10f
13360 01 10U 31| paw pre U] dn-reip = 1o suneLEafy SN Aununour are am aqhenr puy ¢gL 01
ys ) Surpua s3gY (2 jO 1B PIRE 42 OF S2LI0N33NP [0 JO UOHINO] atpy sty pue yyg: ur funpua
S3[Y 123D @ e 2% 1e1)) 200ddnE 5,191 Jumoo) arpy 51 adurexs FunmyRrua y qof qesuoss € ¥ia
e Ajrensn sqof Juidaayasnoy, 2y vy £jrewadss 'pat; jo uoneaoaur anbin ¥ 1l paou nos suonelaio
ATRUI MOY JUIINOY OF 3514 2I0JIA1 $1 1] “UOnRIFAO §II UHIOAd ) J3pJo W WEAS A1 JO spouy
A1aaa PR B2 $3303¢ 01 FRN Y §% pueuniod Sununsuod awyy £1aa € B purg Tery pupm up daay

pIom 3sel Y g'TIT

TEOT/ LaPuN PAUNOUL SHANEASINY 210 puIsIp 03 AIRESIIAU 100 57 2 ‘massagy aua snf uy
PASIIFNL AIC 34 F8 1A3PK- )0 38N A} NON “wasAeay 21y} Fo[d 0im B3|y 3501 SEI] OYM 398 07 JNyasn 01

s01881d < 81- AQOG+ 0218~ ARPX- emwoy; puyj %

*USINO FZ 139)% FUI0p Fem 3 Yeym 1aqIuaumas pRod Apoqou ng “danp wapew wod v
turopiad 01 3[Y 3103 33 35N 01 FULRM IUCRUIOE TRYY Hqssod ] 9] RINOY $7 15E| S W) PassaITY 3
00 dae i a 7132 ad4) J0 suiarsAsaly w w103 Pawren Ay (& SRR 1] GEINOL3 1oy qof [EASEE[D ¥ 6L

11 UAHOUYIS T UL ‘ONId 11!
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present, to G {that is deleted), before performing tie operation. Dut look Lelow at option
rotrunc.

ibs=nn and obs=nn specily Tiow much bytes shoull be read or write at a timee. I think that
the default is 1 block, i.e. 512 bytes, but I am not very sure nbout it: certainly it works that
way with plnin files. These parmurters are very important when wsing special devices as input
I set ibs ot Lk, while & high density 3.57
5 o set these values could teault not only

or outpul; for exataple, reading frons the et ol
Hoppy hiax ns its natural block size 18k, F
longer time to perforn the con

and, Imt even in timeout ecrors, 3o he careful.

bs=nn both reads ad writes nn liytes at a . 1t overrides 1bs and obs keywords,

tbs=nn scty the conversion budlers to nn Tytes. This bulfer is uard when translating from
ASCII to EBCDIC, or from an unblocked device to a blocked one. For example, files created
under VMS have often a binck size of 512, so you have 1o sct ebs to b when reading a foreign
VMS tape. Hope that you don't have to mess

I these thingat

skip=nbl and seek=pbf tell the program to skip ndl blocks respeclively at the beginning of
input and st the beginning of output. OF course the latter case makes sense il conversion
notrunc is given, see below. Each black's size is the value of ibs (obs). Deware: il you i
not set ibs pid wrile akip=1b you are actually sk ing 512x512 hytes, that is 256 KD. 1t
was not precisely what you wanted, waan't it?

countmabl weans to copy only nbl blocks from input, each of the size given by ibs. This
option, together with the previous, turns useful if for example you have a corrupted file and
you want to recover how much it is possible from it. You just skip the unreadable part and
£et what reniains.

conv= conversion, [convession. .. | convert the file as specilied by its argument, T'ossible conver-
sions are asci, which converts from EBCDIC w ASCIH; ebedic and ibm, which both perform
an inverse conversion {yes, there is not a unique conversion from ERCDIC 10 ASCI! The
first is the standard one, but the second works better when printing files on a IDM printer);
block, which pads newline-tertuinated records to the size of cbs, replacing newline with trailing
spaces; unblock, which performs the opposite (eliminates trailing spaces, and replaces them
with newline); Icase and ucase, Lo convert test to lowercase and uppercase; swab, which swaps
every pair of input bytes (for example, Lo use a file containing short integers written on a 680x0
machine in an Intel-based machine you need such a conversion); noerror, to continue processing
after read errors; syne, which pads input block to the size of ibs with trailing NULs.

11.3.2 Examples

The canonical example is the oue you have probably bumped at when you tried to create the rst
Linux diskette: how to write to a floppy without a MS-DOS filesysteni. The solution is simple:

% dd if=disk_img of=/dev/fd0 obs=18k count=80

124 CHAPTER 11. FUNNY COMMANDS

I decided not to use iba because I don't know which is the better block size for a hard disk, but
in this case no harm would have been if instead of oba 1 use bs — it could even be a trifle quicker.
Naotice the explicitation of the number of sectors to write (18K is the occupation of a sector, 30
count is set to 80} and the use of the low-level name of the Aoppy device.

Another useful application of dd is related to the network backup. Let's suppase that we are on
machine alpha atnd that oo machine beta there s the thpe unit fdav/rat0 with a tar file we are
interested in getting. We have the same rights on both sunchines, but there is no space on beta to
dums the tar file. In this case, we could write

% rsh beta 'dd ifs/dev/rst0 ibe=Bk obs=20k’ | tar xvB? -

todo in a single pass the whole operation. In this case, we have used the facilities of z8h to perform
the reading from the tape. Input and output sizes are set to the default for these operations, that is
BKD for reacing from a tape and 20KD for writing to ethernet; from the point of view of the ather

side of the tar, there iv the same How of Lytes which coulid be got from the tagse, except the fact
that it arrives in & rather erratic way, and the option D is necessary,

1 forgot: I don’t think at all that dd is an acronym for *data duplicator™, but at least this is a
nice way to remember its meaning ...

11.4 sort, the data sorter
11.4.1 Introduction
11.4.2 Options

11.4.3 Examples



