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REAL TIME CuNVROL ULING A PC
DESIGH DECISIONS

a) How to talk with devices

[_IN and OUT instructions (low level)

-——-{V"informal“ {just a part of our program!

[ bevice driver
"formal" = following Microsoft specifications
Can be installed as part of MSDOS

kL) Use of PC

Dedicated to control of devices ]

Woken up by hardware
interrupts.

contrel is background task.
kesident control program
that "sleeps" while fore- e 1

pround task in progress. Woken up periodically
to poll devices

esign O approprlate sof tware Tequires some familiarity with operat ion
orf PC in general and 4088 microprocessor in particular.

The first things a programwer will want to know about & microprocessor
are:

a) What kind of data can it manipulate ? In other words, what are its

b)

registers ?

{----- 16 bits --------- >

flags

AX AH AL

BX ' BH BL

CX CH CL

DX DH DL

BF base pointer

s8I source index

DI destination index

TP instruction pointer

SP stack pointer

N3 code segment

2553 data segment

55 stack segment

ES extra segment )

what can 1t do with these vales 7 or, what is the instruction set

There are around 100 instruetions, many of these with several
achdrensi Lig modes .

Iheiv study 1s beyond the purpose of these lectures (see auny text on

LsUBE assembly language).

Theiw are all the usual instructions MOV , CALL , ALD , Jup ,

available in ¥ bit processors, plus others (for example string handling
and integer muitiplication and division).



SEGMENTED MEMORY ADDRESIING

A [ropvam is a seb ot instroctrions stored consecutively in memory . The
I keeps track of the address of the next instruction. But beeing only
1t Bits lons, the [P can sweep at moest e4K memory locations. How, then,
does the LBH address 1ML of memory 7

Solution: the BOBB  keeps a (S (code segment) register defining the 64K
segment accessible by [P . For instance if C8 contains the value IoBF
then the following memory area will be swept as IP varies:

1 mega memory
cuuuy - -

26BF0 - start of 26BF segment
FI/OWKS /S

26BFO+FFFF = 35AEF -> end of 26BF sepment

FFFFF ->

Within this 64K segment 1P defines an offset: IP = 0000 addresses the
first location (26BF0) , IP = 0001 the next (26BF1) and s¢o on until the
last which corresponds to IP FFFF

A similar trick exists tor data. The instruction MOV AX,[(303] (move the
valne storved at location 303 into AX) uses DS {(data segment) to define a
b4k  airvca where it will look for the value to load into BX. Within this
sepment the artset 1s 303,

Ancl zimtlarly to1 slack operations (pUSH , POP . y :+ the values 1 33
tatack sepment ) and UFP (stack pointer) are combined to give the desiied
address.

Notice  that since there is a new otk segment starting every let  bvtes,
there are niany Jdif ferent segment:oftset pairs corresponding to the same
menory location.

Consequenceﬁ wt segmentatiurn

Frograms with less than 64K ot cwde can ruwie without evey changing the
value of oL

The relocation problem for such pregrams is trivial: to run it at
another mencsy position just change the ChH value.

- Same observation if all data fits in 64K or less: every plece of data
can be referenced with only a le hit offset.

- From the above we see why the 64K barrier makes a Jiftevence for PC
PO Lrans .

In general instructions referring to memory addresses will come in two
flavars: "near" (within the same segment) and "far" {(segments need to
he changed}.

- For example CALL 55F0 is a call to a subroutine at address 55F0 within
the current code segment (a near call). CALL  36A1:55F0 is an
intersegment or far call. These two instructions have different
lengths and push different return informaticn on the stack.

- To return properly from the first call, the processor only has to get
a 16 bit value of IP from the stack. In the second case it must get
both an IP and a segment. Hence, there are two diffterent yeturns with
different opcodes.

- Pointers may also be near (16 bits, pointing to data within current
data segment) and far (32 bits, one word toy segment, another tor
ot fset).



COMMUNLCATTON BETWEEN THE 8088 ANL THE "EXTERNAL WORLD"

- To exchange data with memory, the 8088 uses the MOV instruction.

- For any other device tkeyboard, screen, disks, ...) it uses the IN and
OUT instructions.

In beth ¢ases it is the 8088 who takes the initiative for thg data
transfer. Data is exchanged 8 bits at a time. An instruction like MOV
BX,[BX+8) requires two MEMOrY acCCesses.

A third mechanism for interaction with the external world is the
hardware interrupt. ILn this case it is an external device who takes the
initiative and asks the 8088 for attention. The request passes first
through ancther chip, the 8259A Programmable Interrupt Controiler (FIC)
which acts like a secretary: it analizes the request and decides if and
when it should be passed to the BOE8S.

INTERRUFTE

[oterrupts aye numbered tfrom 0 to 255 For each poussible interrupt
there must be an appropriate service routine. The adresses ot these
service routines are stored in segment:offset form in a table starting
at 0:0. It is called the INTERRUPT VECTOR TAELE.

When a request for, say, an INT 3 reaches the processor, it leaves the
current task, gets the address of service routine 3 from this table, and
starts executing it until it finds an IRET instruction (IRET = return
from interrupt!}.

Although it is not an exact picture, vyou may think of an interrupt as
a kind of long call whose destination address is found in the table. The
call is triggered by an external request and therefore occurs at
unpredictable times.

Apart from being requested by a device, an interrupt service routine
can also be activated by a pyogram. The corresponding instruction is
INT n, for example INT 3 . This is called a "software interrupt". [ts
execution is immediate (therxe is no "secretary", the PIC isn't asked to
approve the request).

Examples of hardware interrupts:

- Clock: uses interrupt 0 . Occurs approx. 18 times/sec.
- Kevboard: interrupt 1 each time a key is pressed or released.

Examples of software interrupts: later.



PRECAUTTONS WiITH HAKODWARE YNTERRUPT SREVICING ROUTINES
Imagine a progiram executing the following code:

MOV BX,1102]
OROBK, LR

and an interrupt arvives during the MOV instruction. The processor will
jump to the service routine, eXxecute it up to the first IRET, and then
continue with the program at the OR instruction. Obviously the service
routine must carefully save and restore all registers, or it willi mess
up the interiupted program.

Routines Ffor software interrupts on the contrary may and wusually do
modify registers. No problem, they are called at well defined places of
a program.

THE BAGTC INPUT oUTPUT SYSTEM (B1OS)

Even trivial and rutinary tasks like reading a key need many [N and
ol instructions, IBM has provided standavd routines in ROM tor such
tasks. The BIOS RUM area occupies adresses Fxxxx , or if you preter,
memory segment FOOQ.

To use Biud routines:
a) Load registers with parametexs.
b) Execute an INT n with the appropriate n.

¢} Recover data and arror information from repisters.

All the BIOS routines (there are quite a few) are documented in the
IBM manuals and in many bocks.

Examples:

INT 12H ;7 no parameters, return:s memory size (K) in AX.
MOV BH, & ; parameter to read date
INT 1ARH i returns CX=year, DH=mcnth, Dl.=day

Advantages of this approach:
- Programmer doesn't have to learn how controller chips for devices work.

Programs will work even if chips ave changed in future BC models (IBM
will Just change the ROM routines accordingly).

- Helatively easy to moedify PC's behavior. [f you don't like how a
device is  treated, just write vour own hosdler wind change
aorresporniing vector to point to it (Vectors to RIOS routines are set

np duringe boot phase but you may change them later if neededi).

fBios routines do the most basic (low level) tasks. For example disks
reads and writes by physical locations: vou choose dyvive, head, track,
sectors and menory buffer. There are no directories, no file structure.



EXPERIMENTING WITH BIOS ALLS

The followiug is a screen dump of a short session with the DEBUG PrOgTam
that coumes with MSLOS., Advice: learn to wuse DEBUG, it really helps in
undersztanding the machine.

Nuotice that pregram assembly begins at IP=100H . This is an “MSDOS
characteristic: the operating system reserves the first page of any
leoaded program for system information. It is called PSP (Program segment
prefix;.

Crdebug

-

2002:0100 int 12
2002:0102 mov ah,4
2002:0104 int la
2002:0106

-p

AX=0280 BX=0000 CX=0000 DX=0000 SP-=FFEE BP=0000 SI=0000 DI=0000
D8=2002 ES=2002 355=2002 <C5=2002 IP=0102 NV UP EI PL NZ NR PO NC
2002:0102 B4O4L MOV AH, U4

P

AX=0480 BX=00u0 CX=U0000 DX=u000 SP=FFEE BP=0000 SI=00660 DI=0000
DE=2002 ES=2002 55=2002 C3=2002 1IrP=0104 NV UP EI PL NZ NA PO N
2002:0104 CD1A INT 1A

cp

AX=001% BX=0000 CX=1990 DX=1i0le sSP=FFEE BP=0000 SI=0000 LI=Ju0u
DS=2002 ES=2002 353=2002 CS5=2002 1P=0106 NV UP EI PL NZ NA PO N
2002:0106 C1 DB Cl

-

UCHANGING THE PC's BEHAVIOR

Suppose that you have built your own printer, but due to a slight
miscalculation it only print every second letter it receives. You would
like to change your PC so that it works correctly with it, Specifically,
what the PC shold do is send every character twice in succession.

Notice: here we shall use some ugly tricks. Don't take this as an
example to follow, we just want to illustrate what can be done.

From the documentation we =ee that INT 17H is the B10S call to send a
char to the printer. The char must be in AX with the printer number in
DX. The INT 17H vector is in position &¥17H = 5C in the table. We enter
debug and start looking:

Crdebug
-db:5c 5f
Q0L0: 0050 D2 EF 00 FO

Since the 8088 stores integer values in lowest-byte-first order the
interrupt vector is F000:EFD2 .,

Next we seek an unused entry in the vector table:

-A0: 180 16F
QUi 0180 00 00 00 00 GO 0D 00 QO0-00 GO 0G0 00 DO 00 00 QO

There 15 one at address 0:180 . It corresponds to intervupt number

180H 7 4 = oOH. We copy the original vector to this position:

S ldu
00006180 vb.d2 00.ef 00.00 0u.fQ au.

Mow  an INT oOH will send a character to the printer: it activates the
same bBIOS service routine as INT 17H

44+t Warning *f++: NEVER NEVER change interrupt vectuevrs by hand as we do
here. Imagine the consequences if we tried to mess around with the clock
interyupt for example.

Next we assewble a tew instructions:

T

2002:0100 push ax
200U2:0101 push dx
200230102 int vl
Juuz:0lus pop dx
20010105 pop ax

2002:0100 inT U

20058 liet

2002:0109

Thie will be onr seivice yvoutine. Tt PUsHes the  characte: and prinlel
mumbiey on the slack, sends it to the printer ( INT osu ), Lhien  recovery

the  same character and printer munber with PuP |, and sends it to the
pPLinter apain., Voila !



Cinally, we rediyet the 17H veotor {which evervbody unes to access the
Srlnter) Lo our seryvice rout e

et he ] _
N0uausC be. o EF.01 00,02 Fu, 20

jew a sereen dwnp to the printer ($hift-PrtSer) looks like this:
- -aa
12000022::00110000 wvpuusshh  aaxx
22000022::00110011  ppuusshh  ddxx
22000022 100110022 iinntt 6600
24000022::00110044 ppoopp  ddxx

etc, eto.

Atter this we gquickly turn off and reboot the PC. Leaving DEBUG would bhe
quite dangercus. <an you tell why ¥

Mol

MO cone PUDOs an it b eatled hy THM) is the  standard opevatiog
system  tor the pC o For our present purpeses it 18 sufricient t know
rhat it provides a wealth of "DOS Calis™ to the progruwmer. In their use
DA ealls are similar to BIOS calls:  load registers with parameters and
exeoalle a piven [NT instruction.

The services provided by [0S are pgenerally higher level than those of
R1OS,  Since OS5 takes care of disk organization, It povides in par-
ticvnlar all kinds of file oriented services. Many ¢f these are accessed
through IUT 21H with various "function numbers" in Al
Example:

Open File:

Input: BAH = 3DH
AL, = access mode (0=read , l=write , 2Z=read/write)
DS:DX = pointer to ASCIIZ path specitication.

Call : INT 21H

returns : if successful, CF=0 and tile handle in AX
if failure : CF=1 and eryor c¢ode in AX.

tne of the D05 calls we shall use in the future is I[NT 21H . function
31H. This 1is the "Terminate and stay resident" <call. It ends the
execution of the calling program but does rnot realease all the memory it
ooouplies, Specifically:

Input : AH = 31H
Al return code (as seen for instance by FRERORLEVEL it
program was called trom baten file}
0X = memory size in paragraphs to reserve.

H

Calli : INT Z21H

returns : none {of course, the program does not continue)

Schemat1vzally the relation between a user program, MSNHGS and BIuS may be
viewed as follows:

{ User Program

{ MALOS |

( L3RS
e it - — e — 1

The cormect ing Lindes mean that the upper box reopests Leorvive: trom the

Loy deoi,



Mulwis DEVICES

Ceytain devices are handled by MSDOUS as if they were files. Fou
example the conmand
&> copy filea tileb
will copy the contents of filea to fileb. The completely analogous
s copy filea priv
will send the contents of filea to the printer, while
C. copy filea con
will send the file to the screen.

This treatment of certain devices as files subsists in high level
languages running under [DUS, A Pascal or BASIC program that opens a tile
"PRN'" and wiites to it will effectively output data to the printer.

The nice thing is that MSDUS permits arbitrary user defined devices
to "join the c¢lub" and be treated in the same way. This is handy ftor
control problems. Imagine an instrument connected to the PC that can be
read from any high level language by simple reading the file "MANGMETR",
or controlling something by writing to a file "STEPMOTR".

Internally M3SDUS keeps its devices in a linked list which it builus
at bootup time. User installed devices are simply incorporated in the
list,

The basic steps for installing a new device are:

1) Write and appropriate "driver" for the device. This is a program that
establishes the actual communication with the device.

2) Bl oa  "devicerwhatever.sys" line in confgig.sys. When yvou reboot,
MSIS will lneorporate it in the device list togethexr with CON, PRN,
eto.

Uf course evelyvthing has to be done according to strict rules.

- Fi
WO
de

- Se

rst, M3SDOS admits "character" and "block" devices.
uld be a termminai and a disk. We shall ONLY
vices for simplicity.

Typical exampleas
consideyr CHARBCTER

cond, vyour driver must consist of a header, a strategy routine and

an interrupt routine. When accessaing the device, MSLuS will call these

ra

al
re
th

In
wh

b)
st

utines in succession:

it will execute a long call to the strategy routine passing in
gisters ES:BK a far pointer to a "request header" (don't confuse
is with the device header!!!).

this step the rTegquest header is used by MSDOS to tell the driver
at it wants to do.

MSDOS calls the interrupt routine to do the reguired job. In this
ep the Jdriver writes into the request header any information 1t

wants to send back to MSDOS.

Noti
MSDG

The

The

Trer
ol T
with

in Memaly:

cude
uses
time
need

ce: the name "interrupt routine" is misleading: it is called by
3 with a far call and ends with a far RET , not an IRET.

format of the request header is:
REQUEST HEADER

ufrset size Function

Total length including possible data
never mind, not used in char devices
command code

status word

reserved for DUS

other data depending on the command

[FVIS T O )
LoV - NI o

1
command Lyte is used by DOS to signal what 1t wants, Examples:

command code Desired tunction

{ INIT

& INPUT

8 QUTPIFT

9 QUTPUL WITH VERIFY

10 OUTPUT STATUS
e 15 a total of 13 different commands ranging rrem G to L2, For each
hese, M3DOS expects the driver to do difterent things. For oxample

command U (INIT) it wants Lo know what part of the diiver will stay
the dyiver must put a far pointer to the end of itz reoident

in bytes 14 - 17 of the "other data" area. For an OUTPUL ~ommand 1t
the "other data" area in a ditrerent way, and so on.  We have no
to explore all the possibilities, look them up iu a book when you

them.



Blse, atter cach o

the Tollowiag Dirs

The driver healer
wrganized as tollows

oftse
M

iy
o
8
lu

311 to the inteoinpt routine,  MODOS expocts tao tiad

1 the status words
STATHS WORID
mean g
1 if error condition
reserved
sy

dare
error number if bit 15 1s 1

also has strict rules. Its length is 18 bytes,
DRIVER HEADFR
t. size contents
4 far pointer to next driver {M3DO3
will fill it in if vou put FFFFFFFF)
2 attributes of driver
2 offset of strategy routine
2 affset of interrupt routine
8 device name

The attribute word describes the device:

AT
Lit
15
I |
i
U

TRIBUTE WORD
Meaniug

1 if c¢haracter device, ¢ if bluck device
look them up when needed

1 if current NUL device

1 it current stdout

t if current stdin

Sumiparicine, the dyiver should locok like tnis:

DRIVER HEADER = et e e
FPointer to next driver in MSbOS List (atitematics
M. tribute word
mor e Pointer to Strategy
/. FPointer to Interrupt
u bevice name
b STRATEGY ROUTINE e -
code to:
store address of request header
any other preparatorvy tasks neede.d
return
| S— INTERRUPT ROUTINE
code to
save registers
read the command trom request healder
execute the command {(LINIT, OUTPUT , ete 7
write result information into reguest header
restore registers
return

Rs a trivial example to see these things at work, here is a driver
called NO_A.3Y3 which can be installed from by putting DEVICE=NO_A,SYS in
the conftfig.sys file.

It drives an output device called NOR (without the undevscore}. NOA
is simply the screen, but with one iittle «quirk: it does not print the
letter A When vou install it, the computer acts like this:

CHrLvpe apreemen

You sbould carefully read the following terms and conditions before uiemning
this diskette package. Opening this diskette packape indicates vour acceptana
ot these terms and conditions. If vou do not agree with them, vou should
promietly return the package unopened, and vour money will be refunded.

Choopy agirvemsn noa
You should crefully yed the following terms nd comditions before opening
this Jdiskette pckege. Opening this diskette pckee indictes yonr cceptnoe
ot thesie teyms nd conditions. If vou do nnt gree with them, vou should
prompt iy return the pokpe unopened, ol yvour money will be vetunced.
1 Filets) copled

-

The dAriver was procduced from the following NI ASM &




CULE SEGMENT

ASSUME C&:CuDE, DS iCObK

PG INTER

AT TRIBUTE
STRATEGY PTR
INTERRUPT PTR
DRIVER NAME

UFFSET RH
SEGMENT RH

STRATEGY

STRATEGY

INTERRUPT

INLT :

QUTROT

START Lok

Hur kb dice s

L
D
LW
[E7)
LB

L
LW

PROC
Moy
MoV
RET
ENDP

PROC
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH

-1
8000H 7 CHARACTER DRIVER
STRATEGY
INTERRUFT
"NUA !

a

FAR
OFFSET RH,BX
SEGMENT RH,ES

AR
AX
BX
CX
DX
ST
DI
BP
Ds
ES

MOV BX,OFFSET RH

MOV

ES,SEGMENT RH

MV AL L.ES: [BX+2] ;. GET COMMAND

UMV

AL,0

JZ INIT

CMp
RYARV]
CMp
R¥ARY:
JME

My
Muv
JMp
MUV
Moy
MOV
MY
CME
JZ4 L
UME
WL N
DAY
Mo
L
L

AL.,d

Ul'pPUT

AL,y

reuT
NURMAL BXL'T

WORD PTR ES:[BX+14] OFFSET BOTTOM
ES:(HR+ 16,08

MNOeRMAL EXIT

CK.ES:[BR+14

S1,F3: [ BX+1a)

DS, ES: [BX+ Lo

AL, 131

AL, "a'

[FENCINN UG

Al A7

INIRSIIEN STy

Dl AL

At 2

2l

Sl

fead OTART bawap

NURMAIL, EXIT: MOV
PUP

POP

PoP

POP

POP

POP

FOP

POP

POP

' RET
INTERRUPT END
BOTTOM LAB
CODE END
END

The steps to arrive
C>TASM NO A
C>LINK NO A
C>EXE2BIN NU A.EXE N

To see the result,
at offset 0 within i

WoRD PTR Es:[BX+31,0100H ;3TATUS
ES
s
BP
D1
SI
DX
CX
BX
RX

P
EL  WORD
5

at a NO_A.SYS file are:

produces .OBJ file
produces .EXE file
0.R.SYS produces driver

here is also a DEBUG disassembly of NO_A.SYS
ts code segment):

(loaded



RNV
Suphpneo
20000010
SuielL70
PRSI RN AR )
20ubo0 LA
200D : 001E
2000 : 001F
el 0u20
20000021
daniuaz?
200b:0023
20000024
200100025
20ab:ac2é
20000027
20ubD:0028
20000028
2000D: 0030
2000:0031
2u0bD:0u 34
200D: 0036
200D:3038
200GD:004A
200D GG 3C
2000:003E
200D 0uUs0
20010042
200D:0043]
200010044
200D: 0049
2000: 0040
200D 004D
2uub:0ual
20ub: 0050
20000051
2Uul:0use
20000055
ELeI3 ] PRRVIVEY )
2000 : 0059
2uitbz 0g5se
2000 TO0SE
2000 0060
200D 00e2
Utz bluy
200 0tbt
EEVIS IR UVEEY:]
ELATRIRRR$I0Y-9Y
RIS SRRV TR
2onbz il
RENTEIRRREINESY o
Juufrinwia
SO0/ S
it ouly
Jutbanul?d
Jutisuuiy
QO UG
SOULEOUTR
Ahabrr 0o T H
Jonligu /el

FF
(31%]

FEOFE
200 2

BRI 20U
Ui 4
CH

LHu

53

91

5e

56

57

55

1E

06
gEB1E1200
BEOB 1400
26
BR4LT702
Jcuu
7408
3038
Thlh
3C09
T410
EB:D

90

26
CTa7AETEOU
2o
BC4F1U
EBEZ0

90

26
BBal'i2
b
BE/TUE
db
SESF1UL
ghAuY
Il
T4OA
A |
Taile
BANO
Buti2
whaey

bty

152 0nh

Jo
Cra U uea
Uy

1+

Wl

HE

Uh

Sh

R

LH

Kt
U

00 80 16 00-LF o0 uF 4F 4l 20 20 200 Lo aaan NUA
00 00 8% 1E-12 00 8¢ 06 14 00 UB LU Lo
MOV [l 2], BX
MUY {O0lal},ES
RETE

PiIsH AX

EuUsH BX

PlLIGH CA

PUH DX

PiJsH ol

PUSH D1

PUSH BF

PUSH ns3

PUSH B

Moy HX, 100121
MOV ES,{u014i
JOR

MOV AL, {BX+02}
CMP AL.0OC

JZ 0043

UMP AL,ULB

JZ 0us0

CMP AL, 09

JZ 0050

JMp Q06F

Nt

Eo:

MGV WORD PTR [BX+QE],007F
RS

Moy [BX+l0},C8
JMP 00aF

NuP

F3:

MOV CE,[BX+L12)
K

MOy 31, [BX+DEI
[

MUV D5, LBRK+LO
MUY AL. o1}
CME Ri..o1

JZ OubL

1TME Al &l

JZ (VIS

MV DL.. Al

MOy AH .02

INT AL

THUC [ |

Loay Db

Fo:

MOV WORD PTR OTHBKt0 3] 0l
PR kS

[T [SRA

PR [t

(XY il

praf: 2

kb (D8

o LA

bk [

P
RETH

LOUDEAGTD Sy
JOULSUOTE U

X

As a final step, let us
Crdebur

=]

2U0¢1: 0100 moav ah,52
SO0 0102 int 21
2000:0104
- 104
AX=5200

BX=0026 CK=0000 DX=0000

lock directly

at the M3boy list ot devices:

SP=FFEE BP=0U0O0 SI-0000 DI=0000

b3=2G0C ES=02BC 88=200C CS=200C IP=0104 NV UP E1 KL NZ NA PO NU
Function %2H is an undeocumented DOS tunction which returns a '"list of

liges™ adclress  in ES:BX 22H bvtes later is the start of the first

device driver. let us look at it. (Remark dbt22748, even in hexa)

-des:u8 I, 12

VZBC: 0040 00 0D 07 OGF LG4 B0 Ce & oL

2BC: 0050 CC 14 4E 55 &C 20 20 20-20 2¢ . NUL

The first device is NUL This is alwavs the case, n> matter what vou

install later or in what order. HNote that the device name 1is left

justified and padded with blanks.

~dtu7ig 1L, 12

VEO7 0000 00 GO 3R OE 00 80 16 DO0-1F 00 4F 4F 41 20 20 20 ..:1....... NOR

OFO7:0014 20 20

~desa:o L 12

OE3A: 0000 00 w3 C7 OR 00 80 16 00-21 00 &5 47 41 24 20 20 ....... PUFEGAY

QE3A:00L0 20 2u

~dae?;0 1L s

YACT 0000 00 00 56 QA 00 C8 A2 CGO0-AD 00 53 4D wl 52 54 41 VL SMARTA

UACTT: OO0 41 52 AR
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C-debug
The PO is strictly a monotaskiog machine.  Howevew tnevre 1s a proli- -a
feration of programs which allow the user to do  something else besides 1FFD: 0180 mov dx, 100
running his  current application. Thewxe are calculators, spelling 1FFL:0103 mov ah. 31
chieckers, agendas, ete. eta, which can run "simultaneousiy™ with other 1EFFD:01805 1int 21
tasks. These are TSR (Terminate and stay Resident) programs. LIFFD: 0167
-nsillytsr.com
B TSR is loaded inte memoyy by running it, Jjust like any other -rdx
PrOgTam. It has an initimlization chase in which it prepares a few DX 0000
things, and then exits without releasing the memory it is uses. From :
then on it just sits in memory until some specific event (frequently the “TCX
touch of a "hot kevy"} transfers control to it arain. CX Q000
M <
Neither IBM norMicrosoft provide techmical support for TSR progyam- -w
ming. In this sense the subject is guite different from, say, drivers. Writing 00U8 bvytes
Irn TSR whatever you do is at vour own risk, the only way to learn is -q
trom other users and from yvour own experience. Crchkdsk
Volume DISKi1 VUOL1 created 23 Sep 1987 156:31
To tell MSDOS that it has tfinished, a program must call an exit 22167552 hvtes total disk space
procedure. For exampie 45056 bvtes in 3 hidden files
145408 bvtes in 44 directories
Interrupt 21H., function 0 (old methodl} : 20787200 bytes in 831 user files
40960 bvtes in bad sectors
MOV BH, O ;  function 0 1148928 bytes available on disk
INT 21H
655300 bvtes total memory
or interruet 21H, tunction 4(CH (new msthod, recommended) 540240 byvtes free

MOV AL, 10H ;1 value the program returns

MOV AH.4CH ; function 4CH Crsillvesy
INT 21H
vchkdsk
Hoth methods end es<ecutlion and consider that the the program’s memory is Volume LISF1 VULl created 23 Sep 1947 15:31

tree and can be used 1o0r sometiing else. But there is anotheyr exit call:
22167552 tvtes total disk space

MOV AL IO : returned value 45056 bytes in 3 hidden files
MOV DX, 11u ¢ memory to reserve in paragiavhs 145408 bytes in 44 directories
MOV AH.31H : function 31H 20767200 byvtes in 831 user files
INT 21H 40960 bLvtes in bad sectors
1148928 bvtes avallable on disk
lin this case exerution alszo ends, but the amount of memory specified in

DX Temains protected, no othel program can use 1it. abhLjeyu bLvtes total memory
: 535888 bvtes free
et us write our rirot resident propram: SILLYT3R.COM . It Jdoes nothiine,
it Jult Sits in memsiy usiug upe space. But it has the advantare of belnk
simple and zhort. U ecmats
PCMAP 1.0 to) 1uwBv., Z2itr-Bravis Publishing Coup.

Seement Payasyvarhs B Lam

1y 2K [ ) CUMMAND L CUOM

1919 GOU {Pree)

1524 oty EGAPRT S, COM
(SRS U0k SLLLYTSR, COM
IRERTRE ks (Unknown)

1Lk y2E3 EUMAD L COM



N vsetadl TOR prowsrrocm must
peeded . Wavs of doine this:

a1 Take an orten acessad interiupt veotoy Like the clock tinterowurt

have some mechanism to wake it up when

The situation of our STLLIYTSR proeran in memory is like this:

Interrupt vectors

l

vector lc .—.-.:.-_—_—.f-,m_‘--l

Ciock interrupt
routine

aillvtsy

What
is to set up the vectors like this:

Interrupt vectors

vector lo h——;

sillvter

somebody
called me?

do
something
here

far Jjm

iret

our proeram comld have done before exiting with the 31H function

Clock interrupt

routine
> [N
iret
if not, Jump

leig.

Fesident

ani

Iy this way 1The

IRICTTR |

e

ot

swlde 1t 1t

oo ber,

1

ta

s its

el

e and o pertorm the

i

arbi

Tues

proeram wets into control periodically

in to de something

LIt ument

FERER DD Y [Ud Y

CRER Y

[ S ¢ 1V N

vecond

ey Lbthe tine-

ToR
1 o1n

condtd Ko o

el Lead,

F) if there 1s o hardware interrupt associated with eqch call of the TSK
then we would of course hook the progpram to the corvespondineg vector.

Frammle: an instrument which activates [NT 66 (now nnused?  each time

il reauires attention., We would setur things this way

[uterrunt vertors

vector O
veotor 1

vector b

OuT

etc

iret

A particular case of hardware activated T3Rs are those woken up by a
"hot kev". Fkach time a kev is pressed or reieased it produces an INT 9.
The TSR can sneak into the chain of events associated with vector 9 and
have a look at the Kevstroke before any other propram mets a chance to
read (and thereby destroyi) it.



A vemsohable way to organize a ToR program is:

entyy polnt when

is run from DOS prompt

TSR PROGRAM

imp init

init code makes

vector point here

if nothing
to do, Jump
to res exit

resident
vode to do
specific

task
code up to here
is kept in memory res exit
area below this initializa-
line is freed tion code to
at TSR exit set up
pointers

To  lllustirate the
pultine a letter "2
Howeveyr it is cluear
corner ot the screend

exit func.
31

> to old vector
for same interrupt

1deas, here is a little example. It just keeps
in the nniddle of the screen about once a  second.
that usetul things {like displaving a clock in  a

van be done in

the same wav.

Nutlice:

Crdebug

1FFD: 0100
1FFR:0102

1FKFDO: 0103
1FFD:G104
LFFD: 0105
1FFD: 0106

‘1FFD:U10A

1FFD:010F
1FFD: 0111
1FFD: 0112
1FFD:0115%
1FFD: 0116
1FFD: 0117
1FFD:O0L11A
1FFD: 011D
1FFD:0O11E
1FFD:011F
1FFD:0120
1FFD: 0121

1FFD: 0126
1FFD: 0127
1FFD:0128
1FFD:012A
1FFD:012C
1FFP:G12E
1FFD: 0132
1FFD: 0136
1FFD: 0139
1FFD:013B
1KKD: 013D
1FFD:013F
1FFL:U0142
IFFD: 0144
tFFDiuUl4e
-vbx

BX OOwU
V]

TCK

CX 000U
15U

the

imp 128
nop

eusin ds
push cs
pop ds

ine byte [102)
and bvte [1021,0F

inz 120
push ax

mov ax,bB800
push ax

pop ds

mov ax, 2fba
mov [7c¢0),ax
pop ax

nop

nop

pop ds

jmp 0:0

nop

nop

mov al,le
mov ah,35%
int 21

mov [122]1,bx
moev [124]),es
mov <x, 103
mov al,lc
mov ah,25
it 21

mov dx, 20
mov ah, 31
int 21

“NnZlsr.eom

W

Wiitting UULU bytes

-4

LSonvince
with

vonrse L

CeATuk Lcohtor

eitel

ieft halr is an actual Jdebug session whiie the right part
has explanatory colments.

to initialization code

counter, every 15 clock ticks put "ZV
RESIDENT PART STARTS AT NEXT LINE
save to restore later

make ds=cs

ine counter

take lowest four bvtes

and do nothing unless they are zero
save to restore later

start screen memory. In B&W use LOGO

start screen memory in ds
5a="2",2f=white letter on green bkxd
center screen=offset 7¢O from start
restore ax

restore ds
this is res exit.
(init will change 0:0 -> old vector)

INIT CODE STARTS ON NEXT LINE
get old le=clock vector

chanke the 0:0 in res exit
...into old vector

install new 1l¢ vectur
keep 20 paragraphs |Jjust in casel

and exit with T3R call

prepare registers to save

nams the program
save it

PEOpTam alid the ran 1t ryom the [ prompt



broblens:

- When vour TUkR et control, interrupts are disabled. A service ront ine
shiould quickly veenalle them, or the machine will loose c¢lock ticvhs or
even sutfelr some mavor disaster, How does a TSR pertorm longey tasks 7

Imagine a TsR in the clock vector. 1t can not simply enable interrupts
and then 4o its work: it wonld "interrupt itself" and never complele
anything.

Possible solutions: al keep a "I'SKR Active" flag in the proeran.
Service the old ¢lock routine whenever there is nothing to do or the
tlag is set. b) restore the old clock vector during the execution of
the slow part of the TSR, put back the new one when finished.

- M3SDOS 1s non-reentrant. We mavy have a problem if MSDOS is doing
something., an interrupt activates the TSR which in turn requests a DUS
zervice. Solution (undocumented, from gossip): there is an Inbos flae
in memory, set when M5DU3 i1s doing something. To get its address use
iNT 21H, function 34H. At exit registers E3:BX give the address., The
next byte (ES5:BX+1) is used for the same purpcose. To play it safe
check both.

Some "hot kev" programs do the following. They attach themselves to
the kevboard and clock routines. Then

~

On kevboard interrupts : 3et a "Service Required" flag
on clock interrupts : if Service Required and not Inbos
da Job
Clear Service Regquired
!

1/ errors in the TSR should not send control back to D03, this wonld
kill the tovervound program. Usually the eritiecal error handler  (INT
~uH, the one that gives Abort, Retrv or Ignore 7)) is shortcircuited by
an IRET while the TIR is active. )

wWhat happans when the users presses (trl-C while in the TSR 7 And the
list ot wpotential rroblems could be extended,

SUGHESTED REFERENCES

Heapdbook of Goftware and Hoavdware lotevrfacing tor the [8M FUs, Jeftrev
['. Rover. Prentice Hall.

Various books on the 1BM PC by Peter Norton, These ate "claswice" 1n the
toie .

Advanced M3 Dos Fxpert Technidques Tox Programmeys, Carl Townseml, Hewesrd
W. tams & Combany. Shows how to write a TOR Prosvam entively an o .

BYTE Marob o/ There ve an avticle by Brian Fdeiogton "Installing Menory
Kesident Prosvams in "






