INTERNATIONAL ATOMIC ENERGY AGENCY
‘ @: P UNITED NATIONS EDUCATIONAL, SCIENTIFIC AND CULTURAL ORGANIZATION m
INTERNATIONAL CENTRE FOR THEORETICAL PHYSICS

LCT.P, P.O. BOX 586, 34100 TRIESTE, ITALY, CABLE: CENTRATOM TRIESTE

@ (o
UNITED NATIONS INDUSTRIAL DEVELOPMENT ORGANIZATION @

INTERNATIONAL CENTRE FOR SCIENCE AND HIGH TECHNOLOGY

i INTERNATIONAL CENTRE FOR THEORETICAL PHYSICS 18 TREESTE fTALY) YiA GRIGNANG, ¥ ADRIATICD PALACE) PO X b TELEPHONE 00N TELEFAX M-DiT™  TELEX 4phel AP |

H4.SMR/537-12

SECOND COLLEGE ON THEORETICAL AND EXPERIMENTAL
RADIOPROPAGATION PHYSICS
(7 Jammary - 1 Febsruary 1001)

Co-sponsered by ICTP, ICSU
mtquﬂthﬂw Qf ICS

Electromagnetic Compatibility
and

The Electromagnetic Environment

EAFTLIFTE I )
e ol L itie
[T IR TR 3

M Bk Sraapa Cosniraa 11 Tee  2M0F Teoeran 224180 Teurs 46039) Apautwo Guest Houst  Yis Ghicnano.  TeL 204241 Tereran 2453 Tres 42



ELECTROMAGNETIC COMPATIBILITY
AND

THE ELECTROMAGNETIC ENVIRONMENT

by

Pr. Pierre DEGAUQUE, Univeraity of Lille, Electronies Dept.,
59655 Villeneuve d'Ascq Cédex, France

Lecture notes for the "Second College on Theoretjcal
and Experimental Radlopropagation Physica®

International Centre for Theoretical Physics
Trieate — 7 January - 1 February 1991

International Atomic Emergy Agency
UNESCO

Part of the content of these 1lectures notes comes from the following
books or journals.

1} B, KEISER, "Principles of Electromagnetic Compatibility", Artecns

House Ed., 1983.

2) P. DEGAUQUE et J. HAMELIN, "Compatibilité Electromagnétique®™, Dunod
Ed., Paris, 1990.

3) M, IANOVICI et J.J. MORF, "Compati{bilité Electromagnétique", Presses
Polytechniques Romandes", Lausanne 1933.

4) R.H. GOLDE, "Lightning", Academic Press, New York, 1977.

5) E.F. VANCE, "Coupling to shielded cablean, J, Wiley Ed., 1473,

6) K.,S,H, LEE, "“EMP Interaction, Principles, Techniques and HReference
Data™, Hemlsphere Pub., New York, 1986.

7} P.E. LAW, "Shipbcard Electromagnetics®", Artech House Ed., Bostoen,
1987.

8) I1.E.E.E. Transactions on Electiromagnevlc Compatibility, Journal
edited by I.E.E.E.

9) 8. DEMOULIN, P. DEGAUQUE and M. HEDDEBAUT, "Approcnes Lo
electromagnetic compatibility {n transport systems", Recherche -
Transport — Sécurité Rev., n® L, pp. 1-14, 1990,



TABLE OF CONTENTS

A) ELECTROMAGNETIC ENVIRONMENT CHARACTERISTICS

= Introduction

= Natural noise
. Cosmic nolise
. Atmospheric noise
. Lightning discharge
. Electrostatic discharge

- Man—-made noise
. Radiated lnterference
. Conducted interference
. Narrowband and wideband interferences
. Nuclear E.M. pulse

B) SUSCEPTIBILITY AND COMPATIBILITY

Introduction
- Mutual coupling between cables
- Coupling of conducted interferences

- Coupling of radiated {nterferences

Shielding
. Cable
. Equlipment
. Connector
. Ground connections

- Effect of EMI on electronic components

C) BIOLOGICAL EFFECTS OF E.M. WAVES

— Introduction

- Heat effect

= Other effects

- Norms.

INTRODUCTION

A3 defined in reference|l|, electrical and electronic devices are
said to be electromagnetically compatible when the electrical noise
generated by each does not interfere with the normal performance of any
of the others. Electromagretic compatibility (EMC) s that happy
situation in which systems works as intended, both within themselves and
in their environment.

Electromagnetic interference (EMI) is said to exist when
undesjirable voltages or currents are present to {nfluence adversely the
performance of a device. Furthermore, these voltages or currents may
reach the victim device either by conduction or by electromagnetic field
radiation.

The cause of an EMI problem may be elither within the system one is
dealing with, in which case the problem la labelled an "iIntrasysatem”
problem, or the EMI may come from the cutside, In which case the problem
is given the "Intersystem” designation.

The objective of this lecture i3 to make a comprehenaive approach
of the methodology which has to be used in order to prevent or at least
to interpret bad performances of systems due to EMC problems in order to
find adequate sclutions. EMC 1s a very wide subject and this lecture
must be thus considered as a general presentation rather than a
succesasion of "tricka of the trade"., First, the possible sources of
interferences will be presented by consldering the natural noise and the
man made nolse succeasively. Then, Iis a second part the coupling
mechanism will be described and some practical aspects, mainly on the
measurement techniques will be detalled in the third part. Lastly
informations on biclogical effects of electromagnetics waves are given.



A} ELECTROMAGNETIC ENVIRONMENT CHARACTERISTICS

I) INTRODUCTION

The source of interferences are usually divided into two broad
categories : tne natural noise and the man—made nolse. As it is obvious
from the designation of these two types of noise, the so-called natu-al
neise is due to natural phencména such as the lightning dizcharge, the
zlobal atmospheric noise and also the electrostatic dis:zharge. The
man-made nolse comes from the human activity and to give scme examples
correspond to broadcast emisslions, industrial, scientific and medizal
equipment {ISM), automotive sources (ignition  systen, voltage
regulactor)... The characteristics of such electromagnetic sources will
be described successjvely.

II) NATURAL NOISE
II.1) Cosmic noiselll

Cosmic noise, or nolse f{rom outer space, is of three types
galaxy noise, thermal noise and anomalous star noise. Galaxy noise peaks
in the 150-200 MHz Hand. Thermal noise ls radiated from celestlal bodies
at a frequency range of 3 to 30 GHz. Ancmalies solar noise i3 associaked
Wwith sunspots and other unexplalned solar phencmepas, The z0 to 35 +Hz
band is the range where such interference is most often foumd, althaugh
the frequencies vary with the type of anomaly. As it will be outlined in
the next paragrapha, the level of the cosmic noilses below 10 MHz are
lower than those of atmospheric and man—-made interference. Therefore
cosmic noises are arjitical primarily above 50 MHz at locations remte
from man-made noise environments.

11.2) Atmospheria noise}2|

The mean reason of the atmospheric noise is the global ligntming
activity. On a given site, a Kkeraunic Ievel 13 [irsy defined. It
corresponds Lo the humber of days per year during whicn the thunder has
been heard. This "thunder" criteria has been adopted since _t allows to
limit the geographical area around the point of observaticn since the
sound has a range of about 10 km. One of the main criticism on this
criteria s the fact that it 1s not a quantitative one sirce only one
lightning stroke has the same "weight" as a succession ¢f lightring
discharges a whole day. However thils keraunic level has been kept and
empirical formulas different from one region to another ore have been
proposed Lo deduce the densicy of ground strike polnt per w2, Usuzlly
this correllation between these twe cnaracteristics has béen obtaimed
with the help of CIGRE antennas, These are vertical antennas, about 1 m
or 2 m high tuned at 500 Hz or 10 kHz with an adjusted sensibillty such
that only a lightning discharge cccuring at a distance ama.ler thar 10
to 20 km can be detected.

It must be outlined that this situation is changing rapidly.
Indeed, optical data from satellites allows to determine and to locate
the number of lightning discharges at a world-wide scale, including the
eceans, Observations made from satellite DMSP are shown in Figure 1.

Figure 1

Furtnermore from the knowledge of the electromagnetlc signature of the
discharge, goniometric systems are now working in the U.S., France,
Japon, Sweden... It becomes possible to locate in a real time all the
strike points in a given region. A3 an example if the distance between
the statijons is 300 km, the preecision in the locatien of the discharge
i3 about 3 km.

Another important point to define the electromagnetic aggression
is to know If most of the lightning discharges are cloud-teo-cloud or
ground-to-cloud flashes. A statistical analysis shows that the ratio
between the nusber of intracloud discharge Ngn to the number of cloud to
ground discharge depends on the latitude a as 1t appears from Figure 2.
Indeed in equatorlal reglons mest of the events are intra-cloud
discharges, the ratio previously defined being equal to &.
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Many llightning discharges occur simultaneously at various points
of the world. The radiated electromagnetic fleld can propagate at very
large distances, at least in the low [frequéncy range, fn the
earth-fonosphere waveguide, JIt results an average c¢ontinuous noise
called atmospheric noise or whistlers, To have a more quantitative
approach, an equivalent noise factor F3 expressed in dB is introdiced

Fa = 10 log (f3) where fg » Py / kTg b (1
Pn is the average power, expressed 1In Watt, received oy an
omnidirectional antenna, k 1s the Boltzmann constant, T, i3 a
temperature of reference (i.e, Ty = 288°K), b ia the receiver bandwith
{Hz). From Fy, it is possible to deduce the amplitude of the vertlcal
electric fleld component E, :

E; « F3 +20log f + 10 log b - 95.5 (2)

when [ i3 expressed in MHz.
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Figures 3a and 3b present the contribution of the various noise =ources
to the equivalent noise factor Fi. In Figure 3a, the curves A,8,C and D,
plotted for frequencles ranging from 0.1 Hz to 10 kHz, correspond to
micropulses, atmospherics, maximum and minimum values respect_vely. In
the range 10 kHz - 108 Hz, the curves A,8,C, D and E in Figure 3t are :
A- the atmospheric nolse (value exceeded during 0.5 ¥ of the time,
8~ atmospheric nolse which 13 exceeded during 99.5 ¥ of the time,
C- noise due to the human activity inm a residentlal area, D~ galactic
noilse, E- noise in an industrial area. Lastly, it must be noted tkat the
impulsive noise due to a lightning discharge at few hundred kilometers
from the observation point has a typlcal waveshape because the earth -
ionosphere waveguide behaves as a band pass filter for few frejuencies.
At great distances, all the [requencies greater than 300 kHz are
strongly attenuated.

11.3) Characteristics of a lightning discharge

II.3.1) Physical mechanism

The conductivity of the low atmosphere is due toc the 8 and Y
particles generated by the cosmic rays, the UV and X solar rays, the
natural radioactivity of the ground.. In "fine weather" conditions, this
conduct:vity at sea level i3 ¢ = 1,33 107" S/m. Since the lowest layers
are eleetrically charged, there is a continuous current from the ground
to the jonosphere with a current density Jz of about 2.10712 asm2, By
integraling on the earth surface, this leads to a total current of 1 ka.
Ir this phenomena is the only ocne, the lonosphere would be rapidly
discharged., Thus there {3 another phenomena which 1s the lightning
activity near the earth surface sucn that one can define a global
equivalent electrie circuit as shown in Flgure 4,
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Tre lightning dischargé !s due to the mechanism of separation of
charges inside the c¢louds. This electrisation process is not yet well
understoocd but comes from the convection mechanism occuring inside the
clouds. In most cases, as shown in Figure 5a, the bottom of the cloud is
usually charged negatively while the upper part of the cloud is
positively charged. If the electric fleld is sufficlently high, an
tonized channel appears at the bottom of the cloud and the sc-called
"steppec leader"™ drains the negative charges and moves towards the earth
surface with a stepped process and following the electric field line
existing at each atep. Each step has a length of about 50 m, a duration
of 1 us a direction between two steps of 50 us and moves at a velocity
of 1.5 05 m/s. Then, as it appears from Figure Sb and when the stepped
leader .s at a height of 100 m from the ground surface, the electric
field imtensity on the ground reaches 500 kV/m. Usually it is enough to
preduce an upward leader, starting from the ground and moving towards
the dowiwards leader, Ater the junction, a continucus lonized channel
exists tetween the cloud and the ground and a “return stroke" occurs. It
is characterized by a sudden increase of the current amplitude and of
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the brightness of the channel. After this discharge, a subsequent lemder
can occur but following the existing one still an ionized channel
remains, As shown in Figure S5c, few subsequent return strokes usudilly
occur in a lightning discharge., The duration of the various eventa is
given in Figure 6.
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An irtracloud discharge may also appear between two volumes of
opposite charges, either in the cloud itself or between twc clouds.

II.3.2) Return stroke current

From an electromagnetic compatibility point of view, the most
critical pert corresponds of course to the return satroke phenomena.
Although many experimental works are now undertaken te characterize the
intra-cloud discharges, most of the quantitative data are related to the
cloud to ground discharge. Curve in Figure T gives the average value of
the return 3troke current versus time.
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Figure 7

Many observations have been made either on triggered lightning or on
instrumental towers. Typical shapes of measured current and current
derivative are given In Figure 8a and B8b respectively. It must be
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outlined that the time current derivative is also an important parameter
since in the case of a direct atroke to electric cables, the protecting
devices must work under the two extreme values prescribed by Ip.y and
(dl/dt)gmax. Figure 3 shows the possible correlation between the peak
values of I and dI/dt. All the points, crosses... correspond Ko
different measurements made on triggered lightning either in France or

in the U.5. We note that peak values of dI/dt can reach values as high
as ¥50 kA/us.

. dl7dt [x@/microsec. )
1384

{28+
3504
1084
758
708
158
100

50

] "0 b} ] ]} 5 ) mn
Figure 9 [t ka1

I11.3.3) E.M. field radiated by a lightning stroke

buring the |Initial phases j.e. when predischarges occur,
radlofrequency signals are emitted, almost in the 60 MHz ~ 175 MHz band,
and correspond to short pulses, each burst having a duration of "0 ms to
100 ms. The step-leader radlates in a wide frequency range but aimost in
the €0 MHz - 500 MHz range, This VHF~UHF radiation can be used in
interfercmetric systems to localize, with a very good precisiton, tnh2
discharge either {n the cloud or between the cloud and the ground.

The most disturbing source is of course the one due to the retura
stroke process, Indeed at distancea as great as 200 'km, the peak
amplitude of the vertical electric fleld reaches 1 VY/m while a:
distances smaller than 100 m, these peak values exceed 10 kV/m. As an
example If we consider a region where the keraunic level is 30 days per
year, thus 2 ground strike points per kmd and per year, it has been
determined that any point of this area is {illuminates by f=w tens
thousands impulses per year, with a peak amplitude greater thar 20 V/m.

The electromagnetic fileld is due to the propagation of the
lightnirg ecurrent along the nearby vertical channel, few Kki_ometers
long. This equivalent long antenna can be considered as a continuous
series of elementary electric dipoles. Therefore, the expressiorn of the
radtated field can be put in the form of the sum of three torms. The

rirst one decrases a3 1/D3 (where D is the distance between the
lightning channel and the observation point) and is the "quasi-static
component"™, the second term decreases as 1/D2 (finduced component) and
the third one is the "radlated component”, behaving as 1/D, Usually all
the measurements and thus all the characteristies of the electric field
are normalized to 10 km or to 100 km, assuming an 1/D variation, Aa an
example, the well-known curve of Pierce presented in Figure 10 gives the
spectrum of the peak amplitude of the vertical radiated field normalized
to 10 km and for a bandwidth of 1 kHz.
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The magnetic field component can also be divided into two terms,
the rirst one varying as 1/D2 and the second one as 1/D.
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Figure 11 shows typical shapes of the electric and magnetic field
both for the first return stroke {continuous curves} or for the
subsequent return stroke (dotied lines) and for two distances : | km akd
10 km.

This electromagnetic fleld is distorded when it propagates alorg
the ground surface and as it can be seen from the measurements or from
the experimental approach, the rise time i3 a rapidly decreasirg
function of the distance,

II.3.4) Numerical modelling

Numerous models have been propesed to calculate tre
electromagnetic field radiated by the return stroke. One of the oldiest
and a quite popular one is called the "transmiasion line model®™. 1is
indicated in Figure 12, it i3 assumed that the return stroke currert
propagates along a vertical channel with a constant velocity v. If tte
ground (medium 1) is assumed to be a perfect conductor, the verticzl
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electric fleld E; and the azimuthal magnetic field Hy radiated by each
elementary part dn of the channel are given by
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If the observation point is situated at a horizontal distance r much
greater than the height H of the channel and if the velccity v of the
return stroke current 1is a constant, one can be easily shown that
expressions (3) and (4) can be put on the form

£.(H, 1 ":_,;L_':c'—:r[r'(!-r/r—ﬁlr) -i(t - rto)] (5)

H

1 di
H (H, ')'EE L & {t - rfc—liyvydir (6)

These siample formulas give at least an order of magnitude of the
disturbing field. The horizontal component E. may also play a leading
part to the coupling to long horizontal cables, It must be calculated
either from an exact numerical appreoach taking the ground conductivity
into account, or, at great distance, from the Zenneck formula, relating
the horizontal to the vertical electric field components

VAN
e @ Ven v mem (M

Ep Juweg

where e, and g are the electrical characteristics of the ground,

II.4) Electrostatic diacharge

The electrostatic discharge 13 a frequently entcountered problem
and the well-known geometrical configuracion is given in Figure 13, a
discnarge occuring when the voltage difference between the human body
and the apparatus becomes greater than few KV.

Figure 13

This discharge produces a current which may reach a peak value of
few Amps and with a rise time of few nanoseconds. This current is of
course a disturbing current injected in the electronic equipment but
also radiates a high frequency electromagnetic fileld {n its nearby
environgent. A numerical model describing the phenomena is rather
difficult and thus an experimental simulation is pather used to test the
susceplibility of an equipment. As shown in Figure 14 a capacitance Co
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Figure 14

1s charged at a voltage V, and thus discharged through a resistance Rg.
The two parameters R, and Co must simulated the equivalent electric
parameters of a human body for example. The usual values are

Ry = 1502 , Cg = 150 pF and Vopax = 20 kV
III) MAN-MADE NOISE

II1.1) Radlated interference

& radiated interference is deflined as any interference transferred
through a medium by an electromagnetic field,

The spectrum of sources of radlated disturbance can be very
extensive, covering frequencies going from a few kilohertz to a few
gigahertz. Of course the amplitude of the incident electromagnetic fleld
depends on the power at the Source, but also on the distance separatlng
the scurce from the disturbed circults ; If the distance is large
compared tc the wavelength, we have a distant source and the dlsperslon
of the radiated fleld is then inversely proportional to the distance
from the emitter to the receiver. If the distant source condition no
longer holds, the law of variation of the field with this diatance is a
much more complex affair and depends very much on the geometry of zhe
course.

A few flgures will help give an idea of the great diversity of
amplitudes and frequencies that sources of disturbance can radiate,

We have seen that the spectrum radiated by a lightning strike
covers practically all of the frequencies from continuous, direct
current up to several tens of megahertz. The maximum electric field
recorded at one kilometer from the point where the lightning strikes may
be as much as 100 V/m. On an entirely different order of magnitude, the
electric fleld radiated by a 100 W local FM broadcasting station 13 the
order of one millivolt per meter a few hundred meters from the antenna.
On  the other hand, the electrie field radiated by a one-watt
walkie-talkle at 150 MHz 13 a few volts per meter when measured one
meter away. The electrical field radiated by powerful radars emittinz at
frequencies of a few gigahertz is still a few volts per meter several
tens of kilometers away from the transmitter facility {ref. 26).
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Fijure 1§ Bectromagnetic spectrum recorded seven metars from
ihe metto tracks, with no trasn passing.

the tracks with a train passing by._ -

A3 an example, Flgures 15 and 16 show the electromagnetic spectrum of a
disturbance, as read near a location where metrotrains were running on
750 V direct current (ref. 19). The spectrum corresponds to the
variation of the vertical component of the electrical rield, between 10
kHz and 1,000 kHz. The electric antenna was set up seven meters from the
rails supplying thé trains. Figure 15 shows the specirum when there were
no trains present and Figure 16 when a train fia passing near the
antenna, It can be seen that the perceptible field between 10 kHz and
100 kHz increases by 30 dB when the train passes by. These are the BRF
components radiated by the highorder harmonics of the currents absorbed
by the choppers In the drive equipment, Tables 1 to 3|1} give few
examples of radiation devices and sources of radiateg interference.

II1.2) Conducted interference

In this case, the noise or the disturbing signal created by a
device or an electric equipment propagates towards the "vietim" through
a metallic conductor such as wiring or any metallic structure., It is
obvicus that a H.F. or an impulse current propagating along a cable also
radiates in the environment. Thus conducting and radiating processes
Will occur together. However, the classification between conducted and
radiated interference comes from the ract that in many practical cases
one of the two coupling mechanism will be dominant. Example of possible
sources are given in Table u[1],

II1.3} Narrowband and Wideband interferences

The terms "narrowband”™ and "wideband®™ are generally used. It must
be emphasized that the adjective "narrow" or "wide" cannot be a
characteristic of the source alone but mainly depends on the bandwidth
of the sensitive receiving equipment. Indeed, a signal or noise
occupying a narrow bandwidth relative to that of a given measuring
instrument will produce an output that rises sharply as the instrument
is tuned across the band occupied|1 It is thus possible to identify
the disturbance by changing either the bandwidth B of the recefver or,
if it is not possible, by changing the tuned frequency|Z|,

FiguredSEleclrumagnﬂle spectrum recorded ssven meters from




Table 1 Restricted Radigtion Devices

Intentional Radiators

Campus radio stations

Wireless announcing systems
Walkie-talkies

Low-power telemetering transmitters
Wireless microphones

Security transmitters

Intrusion detectors

Field disturbance sensors
Hearing or auditory transmitters
Doar opener transmitters
Licensed transmitters

Phono ostillators

Unintentional Radiators

Cable television systems
Closed-circuit television systems
Microwave ovens
Industrial heatets
Radio receivers
Master antenna systems
TV camera to monitor circuits
TV camera to TV receiver circuits
TV felectronic games
Electronic equipment:
Computers
Digital weight scales
Data processing equipment
Tape recorders
Electronic watches
Switching power supplies
Digital displays .
Devices using digital techniques

Table 2 Incidental Radiation Devices

Home appliances

Light dimmers
Electric power lines
Fluorescent Lights
Defective insulators

Electric motors and pumps

(ve..g., electric shavers, hair dryers, food mixers, ete.)
Ignition systems {and other automotive SOUTCES)

Table 3 Sources of Radiated Interference

Source Spectrum Magnitude
Bistable circuits 15 kHz - 400 MHz
Harmonic generator 30 MHz - 1000 MHz
Heater thermoswitch
Contact arc 30 kHz - 300 kHz
20 MHz- 200 MHz
Actuator
Moltor 10 kHz - 400 kHz
Switch arcs 30 MHz - 200 MHz
Cams 10 MHz- 20MHz | 200 uV/m'kHz
Teleprinter
g;ignet armatures 1.8 MHz- 3.6 MHz
ni magnets 1.0 MHz-3.0 MHz 200 m,kHz
Tunu_fer switch i
Coil decay 15 kHz- 150 kHz
Contact arc 20 MHz - 400 MHz
DC pawer supply
Syvitching circuit 100 kHz- 30 MHz
Equipment case
Untreated access covers 10 kHz-10 MHz 1000 uv/m/kHz
Fluorescent lamp
Arc 100 kHz-3.0 MH
Multiplexer ‘
Solid state switching 300 kHz - 500 kHz
Power console
Circuit breaker cam
contacts 10 MHz - 20 MHz
Power switching devices {100 kHz - 300 MHz
Power contmﬁer
Power wires 50 kHz-4.0 MHz
Chopper, relay,
bistable circuits 10 kHz- 200 MHz

Table l; Sources of Conducted Interference

Source Spectrum Magnitude
Heater Cireuits (Contact Cycling) 50 kHz to 25 MHz
Fluorescent Lamps 0.1t 3MH:z 20 to 300 uV/kHz
{peak at 1 MHz)

Mercury Arve Lamps 0.1t 1.0 MHz BO0O0 £ V/kHz
Computer Logic Box 50 kHz to 20 MHz
Command Programiner .

signal lines 0.1 to 25 MHz

power lines 1to 25 MHz
Muitiplexer 1to 10 MHz
Latching Contactor

coil puises 1to 25 MHz

contact eycling 50 kHz to 25 MHz
Transfer Swilch 0.1 to 25 MHz
Power Supply Switching Circuit (.5 to 25 MHz
Power Controller 2to 15 kH:
Power Transler Controller

constant noise | 10 to 25 MHz

transients 50 kHz to 25 MHz
Magnet Armatures 2to4 MHz 20,000 pV]kHz

(250 V transient spike)

Circuit Breaker Cam Contacts 10 to 20 MHz
Corona R 0.1 to 10 MHz 100 uV/kHz
Vacuum Cleaner 0.1to 1.0 MHz 3000 uV/kHz

In the first case, let us assume that the receiver i3 tuned at a
frequency Fy and its bandwidth 1s changed from Bg to By. If the signal
level, expressed in dB has a variation greatep than 10 log (By/By), the
disturbance is "wideband". If the variation of the signal level is
smaller than 3 dB, this corresponds to a "narrrowband” disturbance. This
method also allows to determine the coherence of the wideband
interference,

In the second case, it is not possible o ghange the bandwidth of
the receliver. Thus in a [first step, 1if the fllter is tuned to a

frequency Fy, & level Uy (dB/uV) is obtained while, by changing Fy to
Fy = Fg + B, a level Uy is measured,

If DU = |Uy = Up| S 3 dB ==> wideband interference

If DU = U} - Ug| > 3 db ==> narrowband interference.

Tables 5 and & recall the usual units characterizing the signals.
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Table 5 Radiated disturbing sources.

Electrtc fleld Magnetic field Power surface density
E H dP
Narrowband V/m Am W/me
V/(m.Hz)} A/(m.HZ) W/ (m Hz2)
Wideband or _ _ or
v/ (m./Hz) A/ (m.vHz) W/ (me . Hz)}

Table & Conducted disturbing interferences.

Voltage V Current I Power P
Narrowband ) v A W
V/Hz A/Hz W/Hz2
Wideband or or
vz A/VHZ W/Hz

III.b) Nuclear E.M. pulse

The nuclear electromagnetic pulse is generated by the interaction
between almost the gamma trays and the atmosphere. Indeed when a gamma
ray generated by a nuclear bomb interacts with an atom, there [s a
creation of a secondary gamma but the energy ls important enough to also
remove one electron of the atom, as shown in Figure 17 2|, This Compton

*™ Elecron

'w / Compion
[ LAY -]
Gamma incdent '
\ Gamma

sacondare

Figure 17

effect occurs since the average energy of the incident gammas are
greater than 1 MeV. Then there I3 a cumulative effect giving rise to an
important current density in air. The phenomen 1s very complex since
both the amplitude and the direction of the current density vector will
depend on the characteristics of the air, on the presence of the scil,
on the interaction with the terrestrial magnetic field...

_I?-

For a high altitude explosion, the terrestrial magnetic [lield
plays a leading part in the distortion of the current lines, {Figure 18)

-

2 Explosion nucisaire

Sud
magnétique

Nord
magnétique

Rayons yincidents

Figure 18

As a result, the electric field at the ground level radiated by these
currents has no more a revolution symmetry around the vertical line of
the explosion point. (Figure 19)

=L

Figure 19

Theoretical calculation of the electric field leads to an electrle
pulse having a rise time of few nanoseconds and a decay time of about
300 ns. The peak value of this short pulse depends on the type of the
weapon but a value as high as S0 kV/m can be assumed.

This pulse is generated over a wide area (see Figure 19) and
couples particularly to long wires, such as the aerial
telecommunications cables, producing a short peak of c¢urrent, but of
high amplitude, on these cables.
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B) SUSCEPTIBILITY AND COMPATIBILITY|Y|

I) INTRODUCTION

Having established that EMI sources are characterizedl by their
frequency spectrum or pulsed character, we will now address the question
of now they couple with the systems.

The jidea of a '"system" {s taken {in a very gene~al sense,
considering that the configurations and arrangements encountered in
practice are in the proceas of diversifying without limit. It [s this
very large complexity that makes 1t difficult to predict the voltage
levels that might reach a given point in an electronic circui:.

So the goal is not to look for a precise method of :zalculating
these levels, nor to find a wuniversal formula for predicting EMI
effects, but simply to understand the physical phenomena governing the
coupling of an EMI with a system, which we will attempt to simplify.

The most elementary aystem will include a wire palr line
connecting two electronie eircuits, This line ia not, in anr case, the
only element common to the Lwo circuits : often the ground circuits are
also in common, and are intentionally laid out at the time th> system is
designed, or perhaps are |ntroduced aécidentally by the 2nvironment
external 1o the system. The spurious voltages that may aprear in the
equipement are strongly influenced by the lmpedance networks that load
the end of the two-wire line. We wlll admit that these impedances are
simple in structure and that they are eguivalent to an ippedance Z4
connected to the ends of the two conductors, and impedances Ip1 and Ze2
connected between ceonductor 1 and conductor 2 and the grouni reference
of each piece of equipment. The ground circuit ln the dlagran of Figure
20 symbolizes the link between the reference of the equipment installed
at z = 0 and the reference of the equipment ilnstalled at z =~ .

L{
."\"""'L“‘"h@ t r:__-_ mimiingt )
i“.{& e N D S N \\_-:.\\
(R RE R R R B St .
i [ P e
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1
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Geound retersnce I'G'm'mfm
:
)
o T '
Figure 1& Example of a sch tic sy duced {o & tv ire
tine g iwo pieces of electramic equipment.

_The potentiai references of sach are interconnacied through the
ground network.

There are three possible modes of electromagnetic coupling Lo the
system, i.e. by :

- influence or mutual coupling
- conduction

- radiation.

In reality, coupling by mutual coupling and by radiation have the
same physical origin sin¢ce they are the effects of the electric and
magnetic field components on the system. The distinction, as we will
hereafter show, has to do only with the relative arrangement of the
sources and disturbed systems, and the mathematical formulas used to
predict the elffects of these couplings.

We can say that influence coupling occurs when lines designed to
carry heavy currents follow a path parallel to lines transmitting
low-level messages, The best known example is railroads equipped for
electric drive. An {nfluence exists between the catenary lines, the

rails and the signaling lines running along in a trench parallel to the
tracks.

Conductive coupling involves an electrical contact between the
source of disturbance and the sensitive circuits. If we exclude those
disturbances transmitted through the circult gpower suppllies, the most
common example in a train i3 the flow of residual RF currents emitted by
the ground line on a self-propelled train (Figure 21). Two electronic

|
o

,ﬁ:—i?}B
&

Figure2 T Conductive coupling through the ground winng in a self-
propelled tran.
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units Ey and Ez located at the two ends of the train, interconnected by
a transmisslon line and in contact with the ground cirecuit, will rind
parasitic veoltages due to the differences of potential produced by the
flow of RF components in the ground circuit., This ls because, fcr the
fundamental frequency of the high currents, the impedance of the ground
eircuit is small and consequently has no effect on the circuits ; on the
other hand, for the higher—order harmonics, thls impedance can increase
and create high voltages,

Radiative coupling quite often comes from a point source very far
from the equipment. The equipment wiring behaves like a receiving
antenna with respect to this source, and can generate spurious vo.tages
that may modify the operaticn of the circuits, The most typical exasple
1s the effect of a radio transmitter on the electronic equipment L{n an
automobile.

The phenomenclogical analysis is extremely complex here, since it
depends on the effect of the shielding offered by the metal bodvwork,
and on the presence of other elements that make L1t easier for the field
to penetrate (such as an antenna, openings in the bodywork, the use of
composite materials, etc.). Any attempt to model these phenomena exactly
is of course difffcult, 30 we will attempt to describe hereafter the
general principles and the simplest equations that can offer a few
soluticna to these problems of electromagnetic compatibility.

Figure 22

11) MUTUAL COUPLING BETWEEN CABLES

L2t us consider a two-wire line parallel to
arciher line carrying the eleciromagnebc dskurbance charac-
tenzed by the current | (Z, w). This will induce curents 1y (Z,
w and I3 (Z. W) n the par, along wilh the voltages V, (Z. w)
and V, (£. w). These spunious vollages are the differences of
potental induced between each conductor and the ground rele-
rence. commmon to the source of distwrbance and (o the system.
This ground reference 15 assumed o equipolential (hgure 22)

This is @ systen of coupled lines for which we can write a
sel of ditert@l equatons relating the current | and |, and the
voltages V; and V; 10 the source of disturbance:

= Zyd» v Zgly
M

av,
dz
v,
";L = Zigy+ 2zlp+ 2zl

dl
= =L = YV Y V= Vi YV, = V)

&

@

o

= Yoy = Vp +¥g Vp e Y - V)

Zyy and Z; represert here the impedances per unit jength of
conductors 1 and 2 with respect to the reterence plane, and
Yy, and Ya; the corresponding admitances per unit length,
Zy; and Y,; are the mpedances and admitances per unit
length of electromagnetic coupling between conductors 1 and
2 2y and Zy; as wel as Y, and Y, express the effect of
the eleciromagnetc dsturbance on the two-wie System, and
Z, the magnetc nuence between the disturbing line and con-
ductor 1 or conducior 2. An inductance per une length of cou-
png Lp can be assocated wih Z, such that.

L=jlgminwhichi=+-1 @

Y, expresses the elecincal nflucence that appears between the
saurce of disturbance and each wire element of the system.
A capactance per unit length of coupling C, can also be
assocated wih Y, such that

Yo = jCoaeinwhichj =v=1 @)

Though Ihe voltage and current with respect to the reference
maich mealy 0 equations (1) ang (2), the euatons themsel-
ves are ol litle pracrcal nterest. Often, what is preferred s the
comman-mode vattage and current | (Z, w) and V. £, w)
and the differental-mode current and voltage 14 (. w) and Vy

(2. w}, expressed by:
L

T (z, &) + b (2, w)
2

5

Vol o) = My 2w} - Vo 2] ()
o) = iz &) = 1; (2 @)

The diferental mode volage s on the data kans-
itied Whrough the par and is therelore of greal interest i we
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Figure 23 Equivaient diagram of the disturber-disturbed line sys!em
in the long waveiengths (i > L). The impedances Z,,n, Z.oq. Zoy
and 7., are large and the voltage and ger repre-
sent 'lhl action ol the disturber.

want lo assess the system EMC, In realty, 4 is manly the dif-
ferenpai voltages at the ends of the kne that will be consde-
red hereatter, 1e. V, (0. w) and Vg (L, @)

The way these voltages are generaied is rather complex. We
will speak first of the low frequencies, where the hypothess
hoids that the dstrbance wavelengih i much greater than the
fength of the bnes, of A » L.

The ditlerential vottage may come from a direct action due 10
the electromagnenc coupng between the disturbing current and
voitage and the wire par asel. Or # may be an ndrect effect
due o lhe transier of common-mode votages mto a ditferen-
tial votage. |t should be known n lact that the diflerential vol- -
tage 8 quite often gmall compared with the common mede vok
tage. so thal any common-mode transfer wil be large and even
in certan cases preponderant compared fo the direct differen-
tial voltage.

To clarty this port of obvious practical inmterest, let us refer 10
the equivalent dagram of the disturbed system in figure 23

In this figure. we see voitage and current generators, the for-
mer beng egurvalent to the effect of the magnetic coupling on
par conguctors 1 and 2. whie the latter sympotize the effect
of the electrical couplng. These generators are expressed
simply. as a luncton of the source terms m equations (1) and
{2), since:

E; = jLow L .
E; = jlpaw L
Jy = Chw VoL
T ®
Jg bl |anu VDL

inwhich | = v= 1

The drect acton of the disturber on the ditterental mode 5
the dagrarn wi correspond 1o voltage generators of sightly oil-
lerng ampltudes. and to current generators of different ampl.
tudes. Ve, and V4 (L} are then expressed
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Flgure 24 Curves showing the variation of the differential voita-
ges ¥, (O) and ¥, (L) as a lunciion of the traquency in the pre-
sence of direct action of the disturber.

®

Vo = T IE - EJ v %m - B
%,
Ly -

Va = 3| E - € -

This reialion, ssiablished under the kiig wavelengih hypothe-
&5 (N bu.mmmemmpmpagalesasasan-
dng wave, of

b @ w =l a) « g -2

(10
Vo B ow) = Zg 1y T}

inwhncny,,is:hapropagalmlacmrpefmulengmdmdis-
lurber e and Z, itis charactensic smpedance. Relatons (%)
are also established under the hypothess that Z,, ang Za.
Connected 1o the ends of the wwe par, are dentical wh eacn
ciher and wath the differental mode characternsic mpedance
Zeg- In the presence of a very weak elecine couping, the di-
fererwial vollages at the cable ends are dentical N apsclule
valug. but ths 15 not a general_rule.

Admiing now that the magnetc and electical COURINgs actng
On conauclors 1 and 2 are dentcal, then E, = E, and J,
= J; ang the differenial parasic voitages are nul. This siua-
lion cceurs when the geometry of the wre par obevs cenan
SWICt Symmedy Criena. A twisleq wire par may haifil these con.
atons, so other causes must be found for the differental para-
sic voages. They may, as was mentioned above. stem from
4 comman-mode ranster, as would occur for nstance when
the imrecances connected betwveen the conduciors andt ground
references are not srctly wientical. Generally, these impedan.
ces are very large and the effect of this asymmetry 15 maskeg
:)y the hnear capactances of the conguclors representeg m
igure 23

As has aready been emphasized. the diferenual vollages are
generaly very smail compared with the common mode volta-
ges. Exven when masked by the conductor capactances. this
phenocmenon may be percepuble. To cakulate these differen-
Lal vollages, we simply soive for the crcul in figure  They
€an be approssmated by the relaions:

Figurs 25 Variation of the ditferential voitzges with the frequency

by indirect action of ihe disturber dus to transier from the com-
mon mode to ihe differentia)l mode caused by a lack in wnich :

yl baiance of Z,,,, I.50.

in which;

Z| = ——-u-_._L_Z.-' . Z..1
o + Iy,

v o ZaTo =)

Z = o j = V=1

1-+|'Z,:Lcu
2
nwhch | = =1
Anather source of transler may be a sinal unbalance ir the
line capactances C,, and C,;. The differential valtages ndu-

ceg by these are often of he second order. but
rnayhaveanaﬂeamenthew:esare-erylong

The expressions (9) and {11} become highly erraneous. hawe-
ver, when (he propagabon phenomena Come mig play. That
is. when the condiion A » L no longer hoids. nerher does
the schemes in ligue 23and systems (17 and (2) must be sa-
ved sirctly.

The propagation phenomena then bring out two new ficts
Fiestly, contrary 1o relatons (9) ana (11), the numercal resuits
show that above a certain Irequency i that depends or tha
length of e cable. the ampitude of the sduced vollages teco-
mes insensive 10 this parameter. Secoedly. the vanavors of
these vofages with the frequency ave scgompanied by fluc-
wauans that can be amnbuted edher o a teat frequency be:
ween waves propagaung at different velcues, or 1o standing
wave phenomena. wheh we wil demonsuale wit a few
examples.

Figures 24 and 25 (lustrate how Ve [O; and v, (I varv, in
numencal smulatens of the systems (17 and (2).

Figure 24 corresponas to a system in which only te direct
acwon of the disrcer is at play. in diterential moce:

€= Epd = p Zog = Zup = Zey * Zen

Figure 25 on the >her hand. correspords 1o a system wih
NOrECt acuon by common mode transiar:

Ei =B v JyZy » ZoZy = Iy,

Ya ) = Yo U =Lz

€ + E)@ —z) - U+ 3 2092y — Z'wzo)

T + 2 + 2y + 25

Considenng the impesed malching congitons in twowire mode,
the propagation phenomena lock tke a beat between wo slan-
ding waves propagaung al different velocies, as i quite clear
in hgure 24 The propagation phenomena also contibute to
modilying the relatve maxmum ampiluce the parasiic diffe-
rential vollages at the cable ends.

As concerns the reacton of the differential voliages 10 the com-
mon mode ranster, the propagaton produce resonances that
onginate from common rnode reflecsons at the ends of the bne.
We may pont out that the spunous signals are then always
the same, regardiess ol the disturber frequency.

Of course i realty thngs are mora complex. The disturber 15
not necessarly a standng wave, and dwect and indrec! couw
pings may be present everywhere. Bul the theorebcal model
can stil be a precous ood, insofar as it provides a way of eva-
liatong the ampitude of the coupling and the role played by
the nput kmpedance of the equipment connected o the System,

I1I) COUPLING OF CONDUCTED INTERFERENCES

As ndicaled above, we will bring the ground reference plane
nlo play here. That is, we wil atinbuie a conducily 10 i, and
ths non-nfinte conductvily means i has'a swiace impedance
Z,. it 5 a melal plane of goog conductar matenal, the sur-
face impedance can be nwroduced n the soupon of the
coupled-ine equatans (1) and (2) by ssmply addng the plane
impedance 1o the coupling wmpedance Z;, by:

L=z +ihe 03

Metal grourd planes are rare, however, and what we usually
have s conduciors that abet the fiow of “ground cuwrrents”.
These conductors have a specilic impedance which contribu-
tes 10 the conductive coupling. We distinguish here between
the case where |hus anpedance 15 unilormiy distebuted and the
case where it 15 focalized at ceran ponts in the ground arcut.

In the Iwst case. the mpedance s lnear in nature and gene-
rally reactve. To the coupling impedance L, we add a sur-
face inguctance per umt lenght Ly:

2+ o+ o (14

The disconinues wd be treated as vollage SOUrces in the cou-
pled Ine sysiem of equaions (1). These impedance discony-
mutes rmay resull from iocns formea n the ground circutt, which
is a siluaton very frequently encountered on raikoad vehicles.

When the systems n quesion are physicaly large. the ground
relerence may be (he earth or any network of conduclors <
coniact wilh the system. The structure of the ground circut then
tecomes very compex axd s ofien afficutt 10 define, compoun-
ded by the lact thal the wnpedance of the ground CONNECION
beccmes very imperant when the trequerky of the disturber
increases.

In contrast 1o influence coupling. conduclive coupiing calls for
an empirical model. whch can be tdily summed up as a pre-
cise analyss ol the ste topography, along by a lew preiimi-
nary measwrements 10 get an idea of the coupling “level™.

" Figure 26: Simplified model for simulating the radiative coupling

on & two-wire line paralisl 10 an infinite conductive plans.

IV) COUPLING OF RADIATED INTERFERENCES

it we refer to the system with the wve pav running paratiel to
the ground plane, radialive couphng-can be analyzed Dy the
coupled ne thecry (figure 26 . The coupled Iransmission bne
equatons can be generalzed 10 the problem of wave-system
interaction. Te do ths, equatons {1) and (2) rom the previous
secton wil be expressed:

- _‘!d!". w2k + 2y + E

{15)
”%2-' Ligh + Zygh + &

"%’YHW*YI 2 — V) -

{16}
- Y = Ve Yo -

The source terms E,, Ep Jy and J, reler to the acton of the
disturber. If it 15 a plgne wave, the induced emt's E and cur-
rents J are expressed by the integrals;

g
M 1

E,z = w.’ o an dx n
11 "2

Tam VB, (19

In which E,; ; and By, , are the electromagnetc beld com-
porenis of the wave naidert on cenductors 1 ana 2, and h,
ang h, are the heghts of conducicrs 1 and 2, respectively,
above the plane.

Al large wavelengths A » L. it is enwrely possible (o transpose
the scheme of figure 8. On the other hand, the propagation
phenomena come into play at high frequencies and fhen (15)
and {16} must be solved strictly.



- woupled Ines equations, i1 appled Io the problem of the
interacton of a wave wilh a wire systern, can only sohve
syslems consisting of wwes paradel to a plane of good con-
ductor. and at a distance kom the plane that is smaf compa-
red with the wavelength, When these condilions are not met,
lhe system must be trealed as a recewer antenna for which
we want 1o find the induced current distribution.

The preblem is even more complex when the system is instal-
led in a partially shieided three-dimensional enclosure, We must
then: proceed in two phases, first evaluating by diffraction theory

the field thal enlers the enclosure and then, once the “eld dis-

tnbution is known, evaluating the currents and vohages indu-
ced in the wiring.

Excent lor a few very simple stuations, the inkracton of a wave
with a system requires an atentive study o the phenomena
accompanying the propagalion of the electromagnesc field. The
soluton will aften consist of breaking the system down into a

set of subsystems whose electromagnetc properties are easier
to anaiyze.

V) Shielding

To modty the consequences of the electromagnetic coupling
caused by a disturber, t is worthwhile protecting the systems
wih shieiding. The effectiveness of the shielding used depends
on its imnnsic propenes. but also on a few rules of ratonal
use. Il we refer to the system compnsing two wire concuciors,
installing shigiding adds the folowing new components 1o the
dectromagnetc chan (igure

1. wire par cable shigiaing;

2. equpment shielding;

3.-Shiekded connectors;

4. Ground reference hnks;

5. Ground referenca,

Impinged by an electromagnetic interference, the shieided
System can be broken down nto wo interdependent subsys-
tems. The outer one, directly exposed (o the dsturber, inclu-
des the shielding and ground connection. The inner one is
reducedlomewreparandmeewmmhmmpedan
Ces. and recewes electromagnetc energy that s theoratically
attenuated by the outer systiem. i the shieiding is of sulficient
quatityandsoorrecnyused_ﬂmreadlonolmahn«sys:em
an the outer one can be neglected. This considerably Smpl-
fies the approach to the problem since, to begin with, we then
have oniy 10 delermine the amplitude of the cumens Iy €. &)
and voltages Vg (. w) induced on the components of the
outer system. Knowing the inirmsic propertes and parameters
of Ihe shekding, we then evaluate the parastic signals trans-
ferred from the outer 1o the nner system.

One essential task wil therelote be to characterize the four el
ments of the chan diagrammed in figure 27

CABLE SHIELDING

The electromagnetic efficency of the cabie shielding can be
characierzed by a recuction facior and a transfer impedance.
The recuchon factor, used mostly al low Fequances (50 Hz and
harmonics. is the ratio of the spurious signais nduced benween
a wire and a ground relerence when the cable 1§ mpnged
without shieiding, with respect to when 4 5 shielded.

Thetransierrnpedameisanaramelerperu-tlemmnatan
be expressed by the rato .

BT
ER g e
LA

Ve {w) is the parasiic voltage that appears at the erd of a
coaxal when the shilding ® carryng e currert 1 gfew)
(hgure 28)

The excenmental determination of the rato {19} nonetheless
requires ihe condition of the electncally smail inie. The wansier
¥mpedance can be considered as a COuRtiNg parameer just
ke the couplng impedance Z, in the couped bne equatons
{1). The varation of the transfer impedance -wth frequency will
therefore tell us something about the quakty of the shieiding

‘\ l‘lul

Ve lw)

Figura 27 Model of two-wire 1
lromagnetic shieding.

ion ling pr d by elec-

Figure 28 Principle of defining and measuring & coaxia; cabla
transfer impedance.
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and provide us with a quantiative parameter lor predicting the
ampliude of e resdual parastic signals reaching the
equipment. :
Concretely, the transfer impedance characterisics ke in an
lope between two behawor mits (figure 29 cables for which
the wansfer mpedance will infrease beyond a certan transe
ton trequency. and those for which Z, is a monotoncaly
decreasing functon as the frequency increases. Ordinary cables
wih a sangle shelding system of braid or wound lape are of
the first kind. Cables protected by a homogeneous screen of
good conductor are of the second kind. There are other tech-
nOIoqies. combnmg he two lands of shieldng (brad, tape and
hormogeneous screen) and with inlermediate properties. and
these are cables of high electromagnetic imunity.

An orcinary coaxat cable of 7 mm diameter shielded by a cop-
perbraldmmgcodcoverhasan'ansferimpedanosolalew
miliohms per meter al about 1 kHz Over 1 MMz, this impe-
dance will begn to increase and will reach 10 m€m at about
10 MHz. The same cahle. when equpped with a homogeneous
copper screen a few lenths ot a milimeter thick, has the same
transier impedance at 1 kHz and below, while as soon as the
frequency goes beyond 10 kHz & wil decrease. down to as
kow as a lew meroohims per meter at about 1 MHz This is
an effect of the electromagnetc beld difiusion phencmena in
the conductor materals. This diffusion can be further increa-
sed and mage maore senstive 1o the lower frequencies by com-
bning screens of good conducior materal with screens ql hgh
magnete permeability. To reduce o eliminate the rise in the
transier impedance, we can also combine brads wih thin
homogeneous screens. which reconciles the requirements. for
mechamcal flexbuty and electromagnetic compatbility.

Transfer impedance as we have just described 1 has no rea-
ity excepl for coaxal catles. # we are dealing wih shielded
Fars. of even moreso wih shielded mutticonductors. we must
acain disingu:sn between common-mede and differential-mode
GSiurbance.

Far the common mode. the transfer impedance 2, is pract-
cally the same as what we find on Ihe equivalent coaxial struc-

“ture. But the diferential mode induced on the shieided pair may

be prockuced by paposing two effects: a common-mode trans-
ter by a process analogous 1o Ihe one descnbed for influence
couphing. and a mutual nduction caused by direct coupling
twough the shiekiing. The differental ransier impedance Z4

for the direct coupling can be measwed i the laboratory on
test specimens of reasonable sizes.

For ordinary cables incuding a braid or wound tape. Z,
increases monotoncally with the Irequency of the distuher. The
difterential transter wmpedance is often very much less than that
of the common-mode (figure 30, The effeciveness of a. shiel-
ded par or mulconducior wil therefore depend on how much
common-mode ransier there is, compared with the direct dif-
ferential mode induction.
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" Figure 31 Dlagram showing the main slements thal might reduce
the effectiveness of a shielded enclosure intended to protect elec-
tronic mquipment fram the sfincts of slectromagnetic radiav:
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an ordinary connecior.

Equipment shielding

Congsidenng-the three-dmensional geometry ol the enclosures
prolecng electronic equipment. i 1§ nowhere near as €asy
apphing the methods lad out lor shuekded cables. We wil preter
a mare quallative approach. atemptng 1o list the most vulne-
rable ponts of the enclosure and indicate the openings and
nsks of electrcal dscontnuty i the shieicing.

The melal enclosure thal protects the equipment s

not hermetically sealed and theré reman openings Lthal rmake
i easer lor elecinc and magnetc hield components from a des:
turber 10 enter the enclosure. This wil resul in direct mduchion
of spunous voltages on the wilng inskte. Also, the diagram n
figure 27 shows that the metal enciosure 15 used al the same
time as a ground relerence for the equipment crcuds and as
a surace of flow lor the current the distwiber induces on the
shiekding. Moregver, any elecincal contnuity defect at the
mechanical joints between the meeal pans may set up a local
parasnc emt that wil couple with the equipment ground cur-
culs by congucton {figure 31).

Its above all the seaich for adequate technological solutons
that wik guarantee the qualty of the enclosure shieiding, while

reducing the szes of the openings and DypassnNg suspect metal
jonis wath brads

Connector shielding

Connectars provide threelokd conbnuity: of the signals transma-
ted by the wire pawr, of the ground crrcuils between the equip-
ment uniis, and the electnical contnuity of the shielding. Two
lechnologies are commonly used, i.e. ordnary three-pode con-
nectors and shielded  three-pole connectors. In the  former
{figure 32 the neulral contact pravides the equipment ground
continuity at the same tme as the electical conteswty of the
shigking. This oflen breaks the symmetry of revotion of the
shiekting -over a space ol a lew cenumeters.

The second solution {ligure 33 difterentiales the ground Ina
from the electnical conunuity of the shelding. The neutral con-
lact connects the equipment grounding cacutt electrically by
means ol a thrd conductor inside the shieided cable, and the
symmelry of revolution of the shielding 15 guaranieed by the
melal cylnder proiecing the connecior.

The usual connector is ol course not @ Jood from an EMC
point of vew, snce the disturber current fiows in the neulral
contact and especaly ttrough the shieldng connectons These
shieidng connechons may exhibt an inducence of a lew nano-
henrys. Thes riductance 1S sufficent 10 produce spuncLs volta:
ges that are equivalent 10 those oblaned over several melers
of ordnary shieided cablg.

The shieided connector therefore seems 1o be the most appro-
priate soluton, since i also sepasates the equpment Jround
fromn the shielding. The shielding quaity 5! a connector Zan he
measured in the laboralory. If i5 also svTiar (0 a anslie wpe-
dance thal may vary wdely depending or the level of unilor-
mity ol he conact between the lixed anc mobile nng of e
connactor.

DEUX POINTE

Figure 34 Very simplified diagram illustrating the ground sonnee-
Uon &t two points (top} and st & single pomt (bottom).
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Figure 15 lllustration of tha risk of branching of induced currents
by the ground wire in the cable suppiying line power 1o a pisce
of equipmant.

Ground connections

Ground connecoons provde the electrcal inks between the
sheidng and the ground neference, consisting of networks con-
nected to the ground conrectors. In appearance, hey play two
conwradictory roles, By hoding the shieicing at the equipoten-
@l of the reference, they provide a path of flow for the cur-
rents induced by the disturber. On the other hand, the flow
of current in the shiekdng may cause a parastc voliage n the
equipment. From a practeal pont of wiew. the ground link 18
indispensable. So there is a choce 1o be made between lin
king the sheiding al one o at more than one pont 10 the rele-
rence ground. This 1s a hotly debated subject. The example
tamers from the smphied model of Sgure 27wl shed some hght
on he difficutty of the choce. We wil distnguish here between
the case where the two unils are 1n contact wih the reference
ground, ang tha case where ooty one is (ligue 343,

We aralyze first what hapoens at very low frequencies. ie at
wavelengihs much greater than the space separaung the units,
The system can then be equaled 10 a very Simple alement.
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Impinged by a plane eiecrromagnelic wave, the shielding,
grouna connectons and reference behave hke a loop thal s
the seat ol an nduced current 1 independent of the fre-
quency. The nsk kor the elecironic crcuds in Ihis case is a spu-
rous signal due to the impertection of the shielding. It a single
plece of equpment & connected 1o the reference, the digtur-
ber sets up & vollage Vg between the floating equipment and
the ground reference. This diference of potental. proportional
io the frequency of the disturber. has no drect ncdence on
the crculs. On the other hand. ¢ may have an indiect effect
when Ihe floaung equpment 1s supplied Irom kne power
{figure 35) .

In ths conliguranan. the floating eguipment 1$ 10 contact with
the reference anyway, through the ground cwcut ol the ne
power supply. There results a loop current |g capable of pro-
ducing a magnewc couping on the e cable ang nducng vol-
tEges Ve in A If the ampitude of these voltages is high
enough, they can move joward the electrone crcurs and ds-
turb the mast vulnerable comMponerts.

This risk 18 net so greal lor the enclosure connecied 1o the refe-
rence, nscfar as the conductor bnking t 10 the relerence has
a low impedance. The loop through the line power ground o
cul can be ekminaled, and the advanlages of the flcalng
equipment can be mantaned, by instaling fiters on the ine
power supply. This solubion is generally good if the disturbing
specrum does not exceed a lew kiohernz.

Il we now consider disturbances at very high frequencies, the
condion of the elecmcally small crcu na longer holds and
the connection 1o the ground at a single pont of contact ne
longer offers any great advaniages. The propagaucn pheng-
mena come o play and. even with a fisaung unt, a current
lg 5 1ncuced n the shelding elements. with an ampitude that
i5 greater as the distwbing lrequency wcreases.

The curves in fgure 36 dustrate the vanaton of the curent dis-
buwon g (2} on tha shieiking of a cable conrecing two elec-
troncs unis 15 m apart. One & connectea 1o (e ground rele-
rence and the other « floaung (z = 0).

The system is duminated by a plane electromagnelc wave at
a hequency of 750 kHz and then 8 MH2. Al 750 kHz, the
hypothesss of the electncally smail crcuit is well venfied, as the
current measured i the cable shieiding 15 small. This current
is maamum at the level of the unt that s connected 10 ground,
Wustraung the eflect of the capaciance thal exsts between the
system and the relerence plane. At 8 MHz, there 15 a major
increase 0 e cyrrent and a shit of the maxma to a pant
berween the twe units. This behavior 18 closely related 10 the
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Figure 37 Variation, as a lunction of trequency, of the parasitic

Figure 36 Distribution of the current induced in the shielding of
a coaxial cable intercannecting one unit that is connected 1o the
gfound, to anether unit that is nol. The units are 15 m apart and
ihe measurement is taken with an eleciromagnetic disturbance of
the plane wave Iype, 8t Jrequencies of 750 kHz snd 8 MHE.

g ed al the end of tha coaxial, wilh both units con-
necled lo ground and with anly one. It can be seen that Lhe
second solulton olfers satislactory protection at low frequencies,
while propag ph creats r of an i
bis level at Lhe higher freguencies.
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propagaton phenomena that anse on the transmission kne com-
prsing the shieiding and the relerence. These phenomena
cause the residual parasiic voltage resonances at the equip-
ment inpuls.

The curves in figue 37 refernng to the conditions of the elec-
tromagnetic disturbance described abowve, show tha varation
ol the parastic vollages measured dunng the expenment, when
the shieiding of the coaxial cable s connecled to the relerence
al two ponts and then at a single pont. Though the secona
soluon is advantageous at low frequencies. the stuabon chan-
ges radically when the rescnances appear.

This example shows how pnmordial the connectieh mode of
a system 1o s ground references can be for s EMC. It 5
someimes preferred to get around this phenomenologicat
approach by usng overdimensioned sheiding or filers. This
(economically) not very attractive soluticn 18 ingiing more and
mare designers to concern themseives with the ground con-
nection organizaucn. When confronting a complex system.
though, the opumum connection mode 15 nat the immediate
concern of research. It is after an attentive Study of the equip-
ment, of ils power supply and of the spectrum of disturbances
o which 4 wil be exposed. that is wil then be possible 1o esta-
bhish the architecture of a spder, lathoe or hybnd ground
network.

Effect of EMI
on electronic components

We wit speak here only of inlegrated logic crculs subject to
nondestructive EMI. Contrary fo the eleciromagnenc couphng
phenomena on winng, of 1o the wansfer of the fiekd through
the shielding, EMI acts n a highly noniinear fashion on elec-
tronie componenis . Any method designed
to charactenze the senstaty ol the component 1o EMI must
account for this nonlinear character.

The usuat ransier functons do not apply o quadnpoles of "'n"
knear poles. so we must analyze the reacton of the compo-
nent 10 the vanous time-dependent sgnalures 1o which it 15
exposed. That . an imegrated crcut wil react differently
depending on whether it 15 subjecled to a narrow. large-
ampitude pulse. a broad puise of moderate ampllude, a dam-
ped wave or o a sustaned harmonk wave,

Disturbances also have very diferent consaquences. depencing

on whether thay supenmpose on the logic sgnals at the crr-

cull input o culout or rather act on the bias currents and vol-

lages. Considerng the compexiy of the problem, we often

have to setlle for analyzing very simple swuanons such as the
- exampie ol wo NAND ogc gaies in ligure 38

vs2
+Sy
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A logic sgnal consisting of recurrent puises passing back and
lorth between low and hgh states i applied o the input of
circuit 1. Experience shows that the component is mainly drs-
turbed when the disturbance is applied to the output of the
first flip-fop. It 1s under these condtions that the threshold wil
beiwndbeyondwhmtheRFlevelwnllcauseachangeo'
logic state at the second fipflop cutput, as a function of the
frequency of a harmonic signal. The curves in figure 39 show
that the AF threshold vanes as a function of the EMI frequency
and depending on the component technology

Thesz expenments also conlirm the conclusions of numerica
simuiaions of crcurs as published 0 the literature . Bot
the numencal and expenmental results are. however, 100 small
N number 1o come 1o any conclusions in this very partcular
field of EMC. However. Ifis Sine of research ments further inves-
tigation insofar as the securty of the systems wil often deperd
on the reactian of the cormponents under exceptional crroums-
tances.

Conclusion

Ne genetal statements can be made about the efectromagne-
tc compatbilty of systems as complex as the slecranic equip-
ment camed on board vetwcles. Applying the lew principles and
propertes that have been dscussed i this paper assumes that
an aftentve study 8 first made of the whole system, to break
it down into elementary subsystems. This 15 the only possibie
way of discoverng the electromagnetic couphings that will pro-
vide a bass lor deciding on the level of shieiding protection
needed. The lechnologies that have been developed for on-
board equipment generally tend themselves well 1o this type
of approach nsolar as the archiecture of the Systems responds
to a seres of dearly percevable herarchical leves. As the com-
man pont far any equipment 1§ the ground reference. a signi-
ficant reducbon in the nisk of parasdic signals sensed by the
glectronic circuilry can be axpecied d ths ground netwark 1s
organzed ratonally. This 15 particuiarly true d the shieiding s
connected electrically to the reference ground.

There © no humy to choosa between the spider connection and
the latlice. and the decision will often depend on paramelers
that are consdered to be secondary, such as the effect of the
equipment power supply cables or of the propagation phena-
mena on the outer pant of the shieided cables.
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Figure 38 Experimental s#tup for studying the sensitivity of logic
tircuits 10 EMI.

Figure 39 variation of the peak-to-peak threshald of the RF signal
triggering a logic state change in NAND flip-fiops, versus the fre.
quency of the signal. Above 30 MHz, TTL and CMOS components
behave differently,
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The eflectveness of the protection provided for an installaion
also Jepends lor a large pan on the quakty of the shielded
cables. along with an excellent regularty of the electrical cont-
nuily of the shiekling through the transition of the connectexs,

If it is correcty protected aganst the usual electromagnete dis-
lurbances. a syslem may nonetheless be found o be sens-
tve 1o disturbances of exceptional amphlude. This ¢an result
in palaghic signals large enough to change the function of an
actve eectronc component. The charactenzaton of the com-

ponents under nondeslructive iMpingement wil have an im
onmeleveloisa_feworavadabsluyo!asystem. pact

This inhabitual approach to component charactenzation is cer-
tainly indispensable as a help 1o designing future autornate
Systemns integraled n vehicles. Gne possible perspeciive of the
EMC studies mght in fact concern the search for component
loferanca threshokds as a lunction of therr tachnolagy, swriching
speed. frequency and the type of disturbing  signais,
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C) BIOLOGICAL EFFECT OF E.M. WAVES

I) INTRODUCTION

The electromagnetic radiation can be divided into two bwroad
categories : lonizing and non-ionizing radiation. Il the frequency is
high enough, a photon can interact with the medium giving rise to an
electron pulled out of an atom., If this atom belongs to a molecule, the
resulting ilonization can destroy the chemical bond. Furthermore if the
molecule itzelf belongs to a gene 1naide the nucleus of a cell, its
genetic code may be modified, If the cell survives, it wsay either
proliferate (cancerigenic effect) or simply keep a change produciig a
permanent mutation.

Of course the probabillity for such effects occurs and the ris is
directly proportional to the total quantity of photons received by the
human body. Norms have been established specifying the maximum dersity
of {onizing photons which can be received by a human body for a given
duration. The ionizing radiation extends from U.V. to X and gamma rays,
(Figure 40)
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AL smaller frequencies : visible, I.R and all the electromagmeic
radfation used for telecommunication purposes for example, a single
photon s not enough energetic to lonizs an atom or Lo modify a chemical
bond. This radiation is calledq "non-ionizing®.

The interactijon between the incident wave and the biological
medium is due in this case to the combined effect of an important
quantity of low energetic photons. The electromagnetic field may produce
either a heating or an ion migration. Destructive effects only appear if
the ineident power density raises to a certain level. Below this level,
the effect is usvally non-cumulative. In the following only tne effzcta
of non-ionizing radiations will be briefly presented,
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II) HEAT EFFECT

When a material is illuminated by an electromagnetic wave, a heat
effecy appears. Indeed, depending on the f[requency and on the
conductivity of the material, the electromagnetic power penetrates more
or less in this material due to the skin depth effect, For the human
body, the heat effect i3 malnly due to the rotation of the water dipolar
molecule, at a [requency identical to the one of the disturbing rield,
and to the presence of equivalent frictional force. This fact s
characterized by an electric parameter eff which is the imaginary part of
the relative dielectric permittivity.

The power absorbed per m3 is given by
Pabs = 276 £ |E[2 €p

In the different parts of the human body, the average value of efl varies
from 1,5 for the lung, 8 for the crystalline lens of the eye and to 14
for a muscle. Favorable effects of a heating of the human body are
well-known : Increase of the flow of blood, vasodilatation, muscle
relaxation.,. The maximum temperature which can be reached before cells

"destruction i3 about 43% C. Various frequency bands have been allocated

for blomedical applications : 13, 27, 40, 900 ev 2400 MHz.

&n exceasive heating in a special place may also be used to kill
cancerous cells.

In conclusion burns may cccur if the electromagnetic field power

density 1s too intense but can be easlly avoided if the norms are
followed.,

II1) NON HEATING EFFECT

Athermal effect has been and remains & controversial subject.
Indeed experiences must be made on a great number of animals, d¢ivided
into two parts, The firsat one is exposed to the EM field while the otnher
is the reference group. As usual |s medical experiments, many parameters
may influence the results and it is sometimes difficult to get precise
answers to the possible non heating effects of E,M. waves,

Most of the "positive" experiences have been performed using a
very low frequency E.M. field. Indeed, it 3eems that extremely low
frequencies may interact with the nervous system,

The influence of the 50 Hz and 60 Hz electric field has been
extensively studied since near high voltage lines, the vertical electric
field reaches few kV/m. However one cannot c¢onclude that 400 kV lines
are detrimental to health, even In the vicinity of these lines.

Others athermal effects may cccur if the human body is illuminated
by sighals with a very high peak values but having a tco small average
value to give rise to a heating (radar signals for example}. An
interaction between the E.M. waves and the jinternal ear has been
reported,



However any of the numerous experiences has clearly shows that a harmfil
athermic effect appears if the E.M. fleld intensity remains below tre
usual norms.

IV) NORMS

Figure U1 shows the limits of the radlation level for vartoLs
norms or countriea, It must be noted the decrease of the authorized
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maximum level in the 30 MHz ~ 300 MHz frequency range. This bard
corresponds  to  the ma3ximum absorption of the human body since
resonances may occur. From each side of this band, the absorpt.on varies
as 1/f2 below 30 MHz and as 1/f above 300 MHz. Furthermore, for the most
critical case corresponding to an lncident electric fleld parallel to
the human body, the apecific absorption rate (SAR) should not rise above
0.5 W/kg. The levels may exceed the limits defined by the norms if th=s
duration of exposure is less than & minutes as long as the mean value of
the received level does not exceed the norm.

Lastly, the U.S. norms specify maximum values while USSR norms
apply to a mean value on tne whole body. Thus, although the norms

apparently differ from a factor 100, the tlme difference is mucq
smaller.






