INTERNATIONAL ATOMIC ENERGY AGENCY
UNITED NATIONS EDUCATIONAL, SCIENTIFIC AND CULTURAL ORGANIZATION M
INTERNATIONAL CENTRE FOR THEORETICAL PHYSICS

L.CT.P, P.O. BOX 586, 34100 TRIESTE, ITALY, CaBLE. CENTRATOM TRIESTE

H4.SMR/585-4

FIRST INTERNATIONAL SCHOOL ON COMPUTER
NETWORK ANALYSIS AND MANAGEMENT

(3 - 14 December 1990}

Network Management |

Domenico Gianmarini

DIGITAL Equipment S.P.A.
Via Giambeltino, 7
34127 Padova



Network Management |

Student Guide

EY-A946E-5G.0001

dlilglilta]1

Educational Services

Network Management |
Student Guide

EY-A%6E-5G-0001

e

oy

ry



Tholmmbﬂhl\hdocumomilnubjoﬂ o changs without notios and should not be construsd as & commigment
by Digital Equipment Corporation, Digitsl Equip t Corporad no responsibiiity ler sy ervors that may
sppear in this document.

The software described in this document is furnished under e losnse end may be used or copied only in accordance
with the wme of such licerse.

No responsibility is assumed for the uss or rellability of soltwars on equipment that is nat supplied by Dighal Equipment
Corporation or s affiated companies.

Copyright ©27-January—1989 by Digitel Equipment Corparation
Al Rights Reverved,
Prinied in U.5.A,

The loliowing ere wademarks of Digital Equipment Corporation:

o] DECserver 500 Thinwire
DDCMP DECUS ULTRIX
CEC DELNI UNIBUS
DECnat DELUA VAX
DECnet-DOS MHCrOVAX VAXcluster
DECnhwt-VAX POP vMS
DECnet/SNA Q-BUS

DECoerver RaGIS

DECserver 200

IBM® |y g ragistersd ademark of international Business Machines Corporation.

LNLX® 1 & registered tragdemark of Americen Telephone end Telegraph Company.

ot

CONTENTS

About This Course . ... ... . i ittt i e e, xv
Module 1 NETWORK MANAGEMENT OVERVIEW ......................... 1-1
INTRODUCTION ... ittt citiiiecanaresecrnr s sntearansneans 13
L0 23 i "1 0 1-4
RESOURCES . ... ... ..t iiiettn e iaeaaianatirsranarasaasaansnrans 14
WHAT I SADECnet NETWORK? . . ... ... ittt 1-6
What Can the User Do Over the Network? . . . ...... ... .vhiiinniiaenn. 1-6
WHAT ISNETWORK MANAGEMENT? . ... .. ...t tiniiinantianinrannnnnnn 1-7
Three Levels of Network Management ... ..........c00tirinnnritiaonnacian, 1-8
Multinode Network Mansgement ... ... ... ... ccitiitinr it vneacnnarsan 1-8
Area Network Management .. ........ ... ..ottt iirnsananrnnnens 1-9
Multisres Network Administration . ......... ... i iininnaiae ey 1-9
DUTIES AND RESPONSIBILITIES OF THE NETWORK MANAGER ..... PR 1-10
Network Admindstrabion .. ... ... .. ittt e aaraaaneanerscsassnns 1-10
Data Colloction . . . ... coi it ottt iaeenee it iasaaannaneransnseren 1-10
Network Organizationand Planning . ... .. ... ... . i, 1-12
Operational Functions. . ... ... oiiiii ittt e 1-13
Technical FUnclion® . ... ..vvirern e it saararsiottsansrannacsiiens 1-14
Network Troubleshooting .. ..... ... i arsa e anas i-14
Forecast Network Growth . . . .. .. ... ... . it ininer e tacscananrrrnosn 1-14
DIGITAL HARDWARE . ... ..ot irrnreracnetasntssrnranracsanrarsitasns 1-15
Foint-to-Poinl Connections ... ... ... ..o a i it iaas e 1-16
Ethernet LANE . ..ottt iitnei i ina it iae it i aaarasanasnns 1-18
o T 1-18
Extended LANS . .. ..ottt ienet i iaatenairinanra ettt asissnnnrnnsans 1-19
Multivendor Networks ... ... ... i it inaiaei s rsanaans 1-21
NETWORK MANAGEMENT TOOLS .. ... ... ... iiitiri i ienrnnaneenen 1-22
Network Control Program (NCP) . ... ... ... it 1-22
NMCO/DECRel Monilor . ... c.uuinniir e iiataaranarr s araaanasonn 1-23
NMCC/VAX ETHERRIM ... oot iean s iasinansnrrnannnenrcatiatasssnns 1-23
Remote Bridge Management Boftware (RBMS) . ............coiiiiinenes 1-24
LAN Trafie Monitor (LTM) . . ... o0ttt it e c i innes 1-24
Terminal Server Manager (TSM) .. ... ..o iinr iy 1-25
BUMMARY ... ittt iviriaa et st et ai i e 1-26
1}



Module 3 NCPPRIMER .................. e He e eeer et e, 31
Module 2 DIGITAL NETWORK ARCHITECTURE .......................... t INTRODUCTION . ....................... e e 33
INTRODUCTION . ... . . i 23 DECnet CONFIGURATION DATABASES .. .. ... T 34
OBJECTIVES .. ... .o e 2-3 Permanent Database........................... r e aan s tr e, 34
The Volatile Database . ........................ e it e e 34
RESOURCES ......... . i, e -3 The Network Confi tion Database .. ... ... .. e 6
DNAPHASES .. ... 2-4 NCP COMMAND OVERVIEW ... ... e e i el 3
WHAT IS A NETWORK ARCHITECTURE? . .............o.ooooo e, 2-6 Invoking and Exiting NCP ...................... e reeanarareeaaaeaaaa, 3-7
e 2-5 DECnet Privileges. . . ... ... ... ... .. .. i ve. 3-8
Peer LayerProtocols .. ......................... LN 2-8 Genera! NCP Command Formet ............. e i ans e ver 39
ModuleInterfaces . ....... .. ... ... ... . 28 Allernative Methods of Entering Commands . .......... Vesenea iraeeas vee. B9
Problems for 8 Network Architecture to Overcoma . . . . . .. e 9 Using Wildcard Characters in NCP. .. .. ........... e e, 310
DNALAYERS ...... .. .. ... i, e eenaaenaa, 2-10 EXECUTING REMOTE COMMANDS ................. Ceeeaas e 312
Physical Link Layer . .......................... Cerereenas e Voo 2-10 Scttingan ExecutorNode . . ............couvenenunnnnnn. ., e, 312
DataLinkLayer ............. ... .............. e e e, 2-11 - - Indicating Access Control for Remsote Command Exscution .................... 314
Data Transparency ... i 2-11 ) TELL Command ...............00c0ieeevninnnnnnn.., bt Me s aeieeaaaa., 315
Data Link Layer Protocols .................... R TR T T PP 3-12 BUILDING THE CONFIGURATION DATABASE ................... ... 3-16
Routing Layer ....... ... 213
Nod 213 Node Commands ............................... Cieeeanaa e 316
e R’Z:‘_' """"""""""""""""""""""""" R REAEEETR T > Betting the Operational State of Your Local Node ...... ... .. e, 3-16
Area R ting T et e e 2-14 Adding Remote Nodes 1o Your Confi tion Database ..................... . 316
M.p'u" Routing . P 2_"8 Copying Known Nodes ............ ..o i 3138
Rout?nl Layer Functions ... :: Removing & Node from the Database . . .. . .. Caaaaaa P e PR 319
zul?ng Conupl:h """ LAN """""""""""""""""""""" 2- Changing Remote Node Entries .................. Armsanan s i 3-20
uling on fn E et LAN 2-18 Changing the Executor's Node Address ........... ebeeaa e rretareaeans 321
End Communication Layer .......................... e 2-19 Line Commands . B ) 820
End Communications Layer Concepts .. ... ... it 2-19 Identifying b’ne;. - o e . ..... B ORI 3-22
Netymrl Semm Protocol (NSP) ...................... T 2-20 Setting the Operationa! State of Lines . . . . .. . .. el U 823
Lagical leh """"""""""""""""""""""""""""""""" 2-20 Displaying Line Characteriotion .. ..........ooooiiuiuueniinnn 24
Cooperating Tasks ... a2t Circuit Commands .............................. sttt et 325
Session Control :"”" T 2-22 Identifying Circuits. .. .................... e e s 3-26
i‘qﬁ"‘"‘uc"“";oo""l‘j“"“' """""""""""""""" e iz Betting the Operationa] State of Circuils .................. ... . s, .. 826
FeR g S UOMMRCON - Displaying Circuit Characteristics ... ..... N e e,
Receiving a Connect Request .........................ooi 2-23 PrayIng Liran Aracleristics el
Network Application Layer . ... .... e e e e e 224 ROUTING PARAMETERS ...............c.ovcuvunninn. .. e eeeaaa e 3-28
Data Access Protocol Functions ......................... Cereeea Veenana 224 LINK PARAMETERS ............oooiiiiiiiniii i 3-30
Network Management Layer..................oooooeuiuiiinnon . . 2-25
Network Management Layer Components ....................... e 226 BUMMARY ..o 3-32
Network Management Protocole . ....................oo 2-27 WRITTEN EXERCISES .............ooiiiiiiiiaiii i 333
User Layer . 228 SOLUTIONS TO WRITTEN EXERCISES . ........................ . . 3-35
DATA FLOW THROUGH THE LAYERS...................ocii i, 220 LABORATORY EXERCISES . . .....0uueiiivenninannne el vee. 3-38
SUMMARY ... 2-32 SOLUTIONS TO LABORATORY EXERCISES .......................... .. . .. 8-39
Glomsary ... 2-33
WRITTEN EXERCISES ................ooooiiiiiiii 2-34
SOLUTIONS TO WRITTEN EXERCISES. ..............oooivuini 237
v

W



Module 4 DECNET-VAX NODE CONFIGURATICN ......................... 1
OVERVIEW: CONFIGURING DECNET-VAX . ... ......... .. it iiiinnennnn —4
Establishing Pre-Configuration Characteristics .. ....................«......, 48
Performing the Initial Configuration. . .. ... ... .. ... ... ... ... ... ... ..., 4-9
Installing the DECnet Product Authorization Key (PAK) . ..................... 49
Running NETCONFIG.COM to Initialize . . .. ... ... .......... ... .....,... 4-13
Startingthe Network ... ...... ... i it tite i iaaanaatnnns 417
STARTNETCOM ..... G b e e as e et e e st 4-18
LOADNETCOM .......... e e ea e 4-19
RTTLOAD. COM .. . .ttt i it aatatiaatsasnnaanases 419
Completing the Configuration . .. . ... ... ... ... .. . . ... . i 421
Populating the Remote-Nodes database .. ......... ... ... ... eivinrnnnnns 4-21
Non-Ethernet Implementations . ... ... ... ... . ... . iiriianrirnnnnns L ]
Running DECnet Overa CI-Cluster . . .. ......... ... ... .. ... ... +~22
Configuring DECnet Software Overthe C1 . ... ... ... .. ............... 423
Running DECnet Software over Terminai Lines. .. ... ...................... 427
STATIC Slartup .. ... . et 427

STATIC Shutdown ., . .. ... ... . it eanans 428

Reasone for Fuilure of Static Asynchronous Connections .. ........,..,... 428
DYNAMIC Startup . ... ... ... i i it e e e ee e eaans 429
DYNAMIC Shuldown .. ... ... .. it ot iiteanneetnaannnns 4-31

Reasons for faiture of Dynamic¢ Asynchronous Connections . . . .. ........... 431
Verifying a Successful Configuration . . .. .. ... ... ... ... . ... . . .o . 433
User Environment Test Package (UETP) . ............ ... .. oiiiiiiiiinnnn 436
BUMMARY .. ... .. .. ittt i iaartannaa et e 439
WRITTEN EXERCISES ... ... . it ittt it ea it anaannss 40
SOLUTIONS TO WRITTEN EXERCISES. .. . ... ... ... . i 443
LABORATORY EXERCISES . . ... ... . ettt maa i i 4-46
Module 5 ACCESS CONTROL ........ .. ... ... iiaidanan, 5-1
INTRODUCTION . ... i ettt e e et s e 53
OBJE O IVES . ... ittt et m et et e s [ S|
RESOURCES .. . ittt it e e e 53
THE REFERENCE MONITORCONCEPT ...... ... ... ... ... i, b4
Reference Monitoron a Single Node . .. .............. ... . ... ... ......... 5-4
Reference Monitoron thenetwork .. ..................... e 5-6
MAKING THE LOGICAL LINK CONNECTION . ...............c0iiiiinnnn.ns 67
PLACES TO INSERT SPECIAL CHECKS FOR CONTROLLING ACCESS .......... 59
NETWORK OBJIECT S . . .. .. i i i e i e e 5-12
DECNETVAX ACCESS CONTROL ........ ..ottt nnns b5-15

vl

Circuit-Level Access Control .. ... ... . it 516
Node-bevel Access Control ... ... v, e, 5-17
System-Level Access Control .. .. ... ... e &-19
Outbound Access Control . ......... ... . . ... ... i, 5-22
Outbound Explicit Access Control .. .................cc0tcvrueneeirnnn.. 6-22

The Algorithm . . ... e 6-22
Outbound Default Access Control .. ......................... e 524

The Algorithmn . ...ttt e e e e e 524
Qutbound Proxy Access Control .. ....... ... . ... . .couuminrnnnnnn .. 5-26
The Algorithm . .......... .. ... . iiiirerinnnnn. D, 26
Inbound Access Contrel .......... . .............. e r et 5-28
Inbound Explicit Access Control . . ...................ccuviuieenninnins b-28
TheAlgorithm .. _..... .. ................. et aaaa e, 5~28
Inbound Proxy Access Control ... ... ... .. .. .. i, 528
TheAlgorithm .. ... ... .. 5-30
Inbound Default Access Control .. .. .. ............. .00, 532
TheAlgorithm . ..., ... ... .. ... ... ... .. iiiiinnnnnn. et 632
Betting up Proxy Acoounts - .. ... ... i e e 633
Using NCF to Control Proxy Acomss . .. ........iitirineenrannenannnnanns 5-33
Ursing AUTHORIZE to Control Proxy Acoess .. ............ooernnurnnnnn.. 54
Object-Level Proxy Access ... ... ..ottt ittt ieeeeetaanaans 535
Executor-Level Proxy Access. . .. ........ooiienniiniinnnen.. e ieaaa 5-36
Advantages and Disadvantages of Esch Access Control Method . . .. .............. 537
Explicit Access Control .. ..ottt i e i e e, 6-37
Default Access Control . ... ... ittt i it it et e eiannn s 538
Proxy Access Control ....................... e 530
THE DEFAULT DECNET ACCOUNTIS) .. ...ttt it it ittt et aeenannenns 640
Defsult DECnet Account as Defined by NETCONFIG.COM . ... ... ............. 540
Enhancng Security Through AUTHORIZE ... ..........00000veeeennnnnnn =1
Default DECnet Account SYSUAFDAT Listing . ..................cc0cvuuuon. 6-43
BUMMARY ... e ettt e 544
LABORATORY EXERCISES . .. ... ... ittt ieieiienttenaeiennnananenns 645
BOLUTIONS TO LABORATORY EXERCISES . . ... ... i iiiiiiirien s —47
Module 6 MONITORING AND TUNING ............ ................cc.... 8-1
INTRODU CTION .. . i it it i ittt e r s aneannnenin 6-3
OBJE T VS . ... i e e e e 63
RESOURCES . ... ittt ittt et e e et e e aeae e -3
MONITORING SYSTEM ACTTIVITIES ... . ... ...ttt i it eieennns 6—4
System Parameters . . ... ... e e 4
vil



Point-to-Point Tests. ... ... ... ... . 7-19

I Controller Loopback Test ... ......... .. ... .. ..ooviiiiiniinninn . 7-15%
Monitoring Memory Rﬂ?m' """"""""""""""""""""""""" 6-6 Circuil Loopback Test with Loopback Connector . ..................... ... . . 7-21
Doy Memory Requirements ... &1 Local Modem Loopback Teat .............ooooiiniio -2
Modifying Parameters ... 6-9 Rerote Modem Loopback Teat . .......... .......................... " 7-25
Moniloring Active Processes .. ......... ..., . ... ... ... ... .. ... ... 6-9 Local to Remote Loop Node Teat . . . . . ... .. .. e 7_26
Working Set Changes .. ............. ... ... . ... ... ... ... ... .. 6-10 Software Loopback Test ... .............couieiirian 7-28
MONITOR UbBty ... e-u Local-to-Remote Loopback Teat ... .. ... vovuuese oo 1-29
MONITORING NETWORK ACTIVITY . ... .............. ... .. ... 6-14
Monitoring the Network with NCP ... ....................... ... ... . 6-14 BUMMARY -0
Monitoring Network Counters. . .......... ... ... ... .. .. ... ... ... 6-15 LABORATORY EXERCISES ... ......................ooiiiiiiii . 7-32
Monitoring Node Counters ............................... ... ... 6-16
Monitoring Circuit Counters. . .. .. ........................ ... .. .. . 617 Module 8 MANAGING TERMINAL SERVERS ...................... ... . . 8-1
Monitoring Line Counters. .............................. .. ... ... ... 6-18
Using Node Counters ... e 619 INTRODUCTION . ... ..o i e 83
Using Circuit Counters . . ..., ... . 6-21 OBJECTIVES ......... .o i e 83
UsingLine Counters............................................. .. 622 RESOURCES ...................cooiiiiiiiiniiiiiii 8-3
EventLogging. . ................ ... ... 624
SinkNode.... ... ... 6-25 TERMS AND CONCEPTS . ...t 8
Event Message Format ...................................... ... 6-26 Server Databasen ... ... ... 65
EventTypes .. .. ... o 6-28 DECaerver 200 Databases . ...... ... ................. ... ... ... &5
DECnet Test Sender/DECnet Test Raceiver Utility .. ... 6-30 DECaerver 500 Databases .. ........... ... oo &6
NETWORK PERFORMANCE PARAMETERS ..... ... ... ... ... ... .. . 631 LATCP and LTCOADCOM . ... ... ............... S 87
Network Parameter Tuning Hinta ............ .. ... ... .. .. 6-32 INSTALLING SOFTWARE ON THE LOADHOST .. ................... ... . 8-9
SUMMARY ... 6-33 Installation Overview .. .......... .. ... ... 8-9
Pre-installation Tawks . .. .. ... ... ............. ... R R T, 8-9
LABORATORY EXERCISES . ... ................. .. i 6-34 Configuring the Load Host's Node Database .. ........................... . . 8-12
SOLUTIONS TO LABORATORY EXERCISES .. .............. ... ... 6-36 Preparing to Down-line Load the Server . .............................. . 8-16
. Down-line Loading the Server. . ............................. ... ... ... .. 8-18
Module 7 FAULTISOLATION ............................. ... ... 71 Verifying the Down-lineLoad ................. Cerieas et eeeteaaneen.. 821
INTRODUCTION .......... ... ... i 7-3 CONFIGURING THE SERVER ... ............0iiiiiiani s 8-22
Remote Console Facity(RCF) ..o uuuuiiiiiinee i 8-22
OBJECTIVES ..o -3 Terminal Server Configurator (TSC) . .................... RN eerri s 8-23
RESOURCES ........... ... 7-3 TSC and Terminal Server User Commands ................................ 8-24
Server Manogement Commands . ...................oooiiiu B-25
DECnet CONFIGURATION PROBLEMS . ...................... ... . .. T4 Setting Server Characteristion ........... ... . ... ... " 825
TYPESOFFAULTS ..o 1-6 Betting Port Characteriatios . ... ................. ..o i, 8-27
SYSTEMATICELIMINATION .............................. ... 7-6 Sening Port Characteristios (DS600). .................oiiiiiiiin L, 8-28
Verifying Localiy Defined Services ............ooooiuyiiininnnnn . B-28
LOOPBACK TESTING STRATEGY ........................... ... . . . -7
BETTING UPAPRINTERPORT .. ...............cooie 8-29
LOCALTESTS ......... .. ... -8
Local-to-Local Loopback Test ............................. ... . """ 7-8 BUMMARY ... 8-36
Local-to-Local Loop Node Teat .. .................oooo i 7-10
TESTINGTHE LINK ... . .. ... . 7-12
Ethernet Teste. ... .............. ... L 7-13
Ethernet Node Loopback Test .. .. ......................... ... 7-13
Loopback Assistance on the Ethernet ..., ... ..... .. . e e e 7-15 |
X

vill

- o e =
R

eT T mgEEe e -

e ol



Module 8 TEST . ... o -1
227 93
ANSWERS ... . e e e 9-13

Appendix A NETWORK SITEGUIDE .. ... ... ... ... . . ... .. . . ... . ...... A-1

EXAMPLES

31 Using Wildcards in NCP Cominsnd Strings . .. ............ .............. 3-11
3-2 Setting an Execulor Node ... ... . . .. ... ... .. .. ... 3-12
3 SHOW EXECUTOR CHARACTERISTICS Command . .. ................... 313
34 Using Access Control for Remote Command Execution . .. .................. 3-14
36 Usingthe TELL Command ... .. ... ... . .. .. ittt 3-16
36 Addingaremote node . ... ... .. L. e e 317
37 Removing & Node from the Databsse . .. ... .. .. ... . ... ..., .......... 3-19
38 Changing a Remote Node Entry .. ... ... ... ... ... ... ............. 3-20
39 Identifing Linen . .. ... ... ... ... 3-22
3-10 KnownlLineStatus ... . ... .. .. . . ... 3-23
-1 SHOW KNOWN LINE CHARACTERISTICS Command . . .. ................ u
3-12 Showing Known Circwits . ... ... ... . i e e e 325
3-13  Manipulating Circuit Status .. .. ... ... ... ... Lo 3-26
3-14 Circuit Characteristios ... . ... ... . . . .. . . e 3-27
3-15 Routing Parameters ... .. ... ... ... . . ittt 3-28
3-16 Link Parameters . .. ... ... e 330
41 Sample Product Authorisstion Key . .. .. ... ... ... ... ... ... ..., 410
42 VMSLICENSE Command Procedure, (Sheet 10f2) ....................... 411
43 VMSLICENSE Command Procedure, (Sheet 20f2) .. ..................... 4-12
) NETCONFIG.COM Exsmple for & Routing Node, (Sheet 1 of 2) ., ., .......... 4+14
45 NETCONFIG.COM Example for & Routing Node, (Sheet 20f2) . ... ... ...... 415
4+5 Running DECnet over Ethernet LAN(UNA-0) ... ........................ 4-26
7 Running DECnet Softwareover CI-0 . ................................. 4-26
48 The SHOW SYSTEM command . . . . .. ... ittt 4-34
4-9 SHOWNETWORK foramulingnede. . ... ... ..., .. .. ... . 436
4-10 SHOWNETWORK foranendnode ............ ... ... ... ... ......... 4-35
4-11  UETPEmmmple ... .. e e 438
=1 Proxyon Objects . ... ... .. e 536
5-2 Proxyon the Executor . ... ......... .. ... . ... . . b-36
53 Standard Commands to Set Up the Default DECnet Acoount . ..., .., ... .. .. 540
64 Commands to Enhance Secunity for the Default DECnet Account . . . .. ... . ... 542
5-6 Enhanced Default DECnet Account . ... ........... ... .. . ..., 543
6-1 SHOW MEMORY ... . . 66
8-2 SHOWMEMORY/POOL/FULL . . ... .. ... 67
63 SHOW PROCESS ... ... i T e 6-9
-4 Monitoning NETACPE . .. .. ... o 6-10
66 MONITORDEChnet . ... .. ... e e e 6-12
66 MONITOR POOL _ . . e 6-12

8-10
8-11
8-12

8-14
8-15
8-16

8-18
819
8-20
8-21
8-22

MONITORSYSTEM . .. ... ... .. . it 6-13

Exzeculor Counters . . .. ... . ... . . . i i e e, 6-16
Circuit Counters ... ... . et e, 617
Line Counters . . ..ottt e e e 6-18
Reaponse Timoouts .. ... .. ... . i i i e 619
Resource Errors. . ... ... ... i 620
Interpreting Circuit Counters .. ... ..., ... i ittiiiiiaenrns 6-21
Excessive Multicast . . .. ... ... .. .. . ... 6-22
Collimion Detect Fatlures ... ..... ... ... . .o i, 6-23
AnEveont Message . . .. ... ... 626
DECnet Test Sender/DECnet Test Roceiver Quiput ....................... 6-30
Local-to-Local Loopback Test . ... ... ... .. ... ... ..., 7-9
Local-to-Local Loop Node Test . ... ......... ... ... .oiinieinnn.. 7-10
Ethernet Node Loopback Test . ... ... ... ... ... ... . . .iiiinniiinnnan... 7-13
Loopback Test Using Full Assistance . . .............ccovmunennninnnn... 7-16
Loopback Test Using Receive Assiatanee . . .. ...........c0vvunnunnnonnn... 7-17
Loopback Test Using Tranewmil Aswistance . .. .. ... ...................... 7-18
Controller Loopback Teat . ... ... .. ... ... . ... .. . 7-19
Circuit Loopback Test Using a Loopback Connector ... .................... 7-21
Local Modem Loopbaek Teat ... ... ... ... . ... ... ... ... ........... 7-24
Remote Modem Loopback Test .. ... .. ... ... ... . . . ... ... . . iiiiinn.. 7-25
Local to Remote Loop Node Test . .. ... .. ... ... . ... ... .. ... ..., 7-26
Software Loopback Teat . . .. ... ... .. .. .. .. 7-28
Local-to-Remote Loopback Test . .. ........ ... .. .. .. ... .. L, 7-29
Connecting toa Service . ... .. ... . .. i 84
LTLOAD COM Default Command File . .. ... ... ... ... . ... ........ 8.8
Installing Server Software on the Load Hoat, (Sheet 1 0f2) .. ............. .. 8-10
Installing Server Software on the Load Host, (Sheet 20f2) .. ............... 8-11
Invoking DSVCONFIG ... .. ... . ittt et e e e e B-12
Listing Servers in the Database Unng DSVCONFIG .. .................... B-13
Adding m Server Using DSVCONFIG .. ....... ... ..o i, 8-13
Swapping a Server Using DSVCONFIG ... . ... ... ... . ..o, 8-14
Deleting & Server Using DSVCONFIG ... . ... ... ... ... .. . . c.iiiiann... 8-14
Loading Server Database Into NCP Database Using DSVCONFIG ........... 8-16
Using NCP to Check Server Configuration . ... ... ... ... .. ... ... ... ... B-17
Using NCP Lo Check Circuit Characteriotics . ... ......... ..o oLt 8-17
Sarting OPCOM . ... .o e e 8-17
Unng NCPoEnable Logging . . ... ... ... it iiiaaas 8-17
Sample Event Logof a Down-lineLoad. .. .............. ... ... . ...... 8-20
Sample Event Logof an UpbneDump ... ........ . ... ... .. . ... 8-20
Loggingintothe Server . ... ... ... ... e 8-21
Testing the Port . . . . .. ... et 8-21
Establishing a Connection with RCF. . ... ... . ... .. ... ............ 8-22
Invoking TSCon the DECeerver B00. . . ... ... ... ... ... ... ... ...... 8-23
Usming TSC . .. ettt 8-23
Dispiaying Port Settings (DECserver 200) ............ ... ... .c0iinn.. 8-26

xi



FIGURES

8-23
8-24
8-25
8-26
8-27
8-28
A-1
A-2
A2
A4

1-1
1-2
1-3
14

Displaying Server Settings (DECserver 200)....................... . ... 8-26
LTLOAD COM {(Create snd Map Applicationa Porta} ...................... 8-30
REMOTE_PRINT.COM Default Command File. ... ................... ... 8-31
COMMON_REMOTE_PRINT.COM Default Command File, (Sheet 1 0f2) . ... .. B-32
COMMON_REMOTE_PRINT.COM Default Command File, (Sheet 20f2) , .. ... 8-33
Printer Port Configuration .............. ... ... ... ... .0 ... ... 8-34
Node Log .. ... o A3
Third Party Vendor Contact List ... ................... ... ... .. A
L Ab
NCPUpdate Form......... . ... ... ... ... .............. ... A8
A Point-to-point Connection . ..................couunoiunnin 1-16
AnEthernet LAN ... ... ... ... ... ... .. 1-17
AnExtended LAN . ... ... 1-20
DECnet Software in & Multivendor Environment ......................... 1-21
DNALayers ... 26
DNA Protocols .. ........ ... . ... . 2-7
Module Interfaces in DNA. .. ......... ... ... . ... .. ... -8
DECnet Node Types .................o. i 2-15
Logieal Links ... .. 2-21
Data Flow at the Source Node. .. .......................... . ... . 2-30
Data Flow Acroas the Netwark ............................... ... .. 231
Sample Network ........ ... ... ... .. ... 2-36
DECnet Configuration Databases ............................ ... . . 36
Order of Network Startupon VMS V6.0 .. ........................ ... .. 417
Copying remote-node information from an adjscentnode ............. ... ... 21
Sample Clcluster network ......................................_ 4+22
SHOW CLUSTER Display from Node PARIS .. ............... ... . . . 42U
SHOW CLUSTER Display from Node LOUVRE . ..., ........ .......... . .. 24
Diagram of DECnet Software over UNA-G ................ ... ... .. . _ . 426
Dragram of DECnet Softwareover CI-0 ............................. . 4+-26
Reference Monitor on a Single Computer Node . ........................_ 66
Reference Monitor in a Network . ..........ooooooouui oo -6
NetworkProoeuCu-tion...............................- ............ 5-8
Log-in Execution Chain . . ................ ..o o i 5-10
Key Network Databases ......... .............................. . . 6-11
Intertask Communication Through DECnet Objects . ...................... 513
Controlling Node Acceasibility Through ACCESS . ........................ 5-18
Access Control Flowchart Overview ......................... ... . . 6-20
Outbound Explicit Access Control Flowehart. .................. ... ... 521
Outbound Default Access Control Flowchart .. ......................... 523
Outbound Proxy Access Control Flowchart ......................... ... 5-26
Inbound Explicit Access Control Flowchart . . . . .. e teaa e, 6-27
Inbound Proxy Access Control Flowchart ....................... ... 529
Inbound Default Access Control Flowchart . .................... ... .. . 5-31

b-15

7-1
7-2
ke
T4
-5
-6

-8
7-9
7-10
-1
7-12
7-13
7-14
8-1

TABLES
21
2-2

7-1
-2
7~3
8-1
8-2

Using Proxy to Connect to Different Target Accounts ... .......... . .. . . 534

VMS Pool Allocation ....... ... 6-§
Places Where Faulle Can Occur ... oo 7-5
Local-to-Local Loopback Test . .. .............. ... 7-9
Local-to-Local Loop Node Test . ...................0ooooi o 7-11
Ethernet Node Loopback Test ....._........ ... ... ... ... " 7-14
Loopback Test Using Full Assistance _.................... .. .. .. . 7-16
Loopback Test Using Receive Assistance . .............. ... ... .. . 7-17
Loopback Test Using Tranwemit Assistance. .. .............._... .. .. .. 7-18
Controller Loopback Teat . ........ ... ... .. ... . .. .. " 7-20
Circuit Loopback Test Using a Loopback Connector ................. .. .. .. 7-22
Local Modem Loophack Test ......................... ... ... . " 7-24
Remote Modem Loopback Test ......................... .. ... .. 7-25
Local to Remote Loop Node Test . ....................... ... . .. 7-27
Software Loopback Test..................... ... .. ... " 7-28
Local-to-Remote Loopback Test ... .. ..................... .. .. . 7-29
DSVCONFIGMamMenu ... 8-12
Network Management Components......................... ... . ... .. 2-26
Some Functions of DNA Layers. . ........................... . " 2-32
Solution to Exercise 8 . ... ... ... .. .. .. . . .. e e 2-38
Configuration Database Files ................. ... .. ... . """ 35
Commands that Utilize the Configuration Databaees . ......... ... .. .. .. 37
Required DECnet Privileges .. ............... . ... ... .. """ 3-8
NCP Command Syntax ............ ... ..., ... . .. " 3-8
Operaticnal Statesof Nodes ............................. ... . . 316
Line Mentification ....................... ... ... . ... " 3-22
Operational Stateof Lines. .................. ... ... """ 323
Circuit Mentification . .............. ... ... .. ... " 3-25
Operational States of Cirewite ... ..., ..., .. ... . " 3-26
Privileges for Various Network Operations . ............................. 47
SYSGEN Parameters Affected byDECnet ......................... . .. . 6-4
Event Message Format ................... .. .. . .. . ... " 6-26
EventClass ... 6-27
Steps for Systematic Elimination of Problem Causes ............... .. . . . . 7-6
Testing Strategy Chart ...................... ... -7
Test Conmectorn ... 7-23
TSC and Terminal Server User Commands . ............... .. . .. . 8-24
Required Characteristics to Change forw Printer Port ,......... .. .. ... . 8-34

Xl

S p——

7

— T e e e

W

e



About This Course

INTRODUCTION

This course dascription outlines the contents of the course, and suggests ways in which you
can most eflactively use course materials. The topics discussed in this course dascription are:

Course overview
Target audience
Preraquisites
Coursa goals
Nongoals
Resources
Equlpment

Course organization

Course map
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COURSE OVERVIEW

Network Management | Is dasigned for YMS system managers who are about to undertake
the management of a DECnet network. This course is intended for the system manager who
has a knowledge of systam operations and a conceptual knowledge of networks, bl needs 1o
understand the management of a networking snvironment.

Network Management | emphasizes your role in genarating the network software and ovarseaing
retwork management. It also covers the tools provided by DIGITAL to help monitor, controt and
conflgure the network,

This course concentrates on managing a DECnet network from a VMS system only. It Is iImpor-
tant for you to master the basics of managing a DECnet network before leaming to manage a
multivendor network.

The course Is organized In a serdes of modules. Each of these modules contans a set of
leaming objectives that address a single subject or a group of closely related subjects, The
modules contain axamples to help you master these cbjectives. Suggested written and laboratory

exercises at the end of most modules provide practice and allow you to test your knowiedge of
the course topics.

The topics coverad In this course include:

* Anoverview ol network management

+  DIGITAL Network Architecture (DNA)

* Instaliation of DECnet software on a VMS system
* Node configuration

*  An overview of network accass control

* An gverview of monitoring and tuning

* Baslk fault isotation

* Managing terminal servers

kvl About This Course

TARGET AUDIENCE

This coursa is Intended for network managers who will be taking on the responsibliity of instaliing

DECnet-VAX software and managing a DECnel network on a VMS system, .

PREREQUISITES

The tollowing skills and knowledge are necessary ftor successful completion of this course:
*  System management experience on a YMS system with the ability to:
— Install layered products on the system.

— Set up user authorization and accounting Hies on the system,

— Respond to user requests for cperator assistance,

oy W

— Identify potential problems (hardware or software) by examining error log files.
- Monitor system activity and ensure satistactory system performance.

*  The ability to define and give examples of networking concepts and terminalogy.

These prerequisites may be satisfied by taking the following courses:
*  VMS System Management | (Lecture/ab)}—EY-9766E
*  VMS System Management {TBI}—EY-3505E

+  Introduction to Data Communications (TBI with video)

~— VHS: EY-6716-VH

ry B

- Umatic: EY-6716-VU

;
:
|

py W
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COURSE GOALS

A network manager shouid be able to:

+ Describe the responsibilities of a network manager.

+ Describe the impact of DNA on the management of a DECnet network,

* Instail and start up DECnet sottware on & VMS system.

» Configure and checkout DECnet-VAX software,

+  ise the Network Control Program {NCFP) to monitor, test, and control the network,

« ldeniity and adjust system and DECnet parameters that affect network performance.

*  Explaln and use network access control to prevent unauthorized use of network capabilities.

« Install terminal sarver software and configure the terminal servers.

NON-GOALS

This course does not address the following topics:

»  System management issuas that do not relate to natworks
+ Hardware Installation and configuration

+  Operating system installation

+  Installation and configuration of Ethernet server products

+ Comprehensive network troubleshooting

*  Comprehensive network Intamals

«  Network design issues

+« Management of a multivendor netwark

nvill About This Course

RESOURCES

The following resources are available 1o you for this coursa:
«  The Studant Workbook
«  V¥MS Network Control Program Manual, (AA-LAS0A-TE)

- VMS Networking Manual, {AA-LA48A-TE)

EQUIPMENT

To perform the exercises presented in this course, you should have accounts on two nodes
running DECnet-VAX software. These nodes should be part of the same natwork. VMS accounts
require NETMBX, OPER, TMPMBX, and SYSPRYV privileges.

COURSE ORGANIZATION

The course materal is arranged in a series of modulas. Each module explains one or more of
the skills needed to meet the course goals.

Each module conststs of:

«  An introduction, describing the purpose of the madule, providing some motivation for mas-
tering Its objectives, and outiining its contenls

«  The objactives, stating the skills taught in the module
+ A list of resources providing additional reading for the section

«  The module text, including outlines, tables, figures, and examples to lllustrate the topics and
matarial covered In the module

+ A summary of the topics presented In the module

«  Written exercises, where appropriate, 10 provide practice and a way to review the skills
explained In the module

+  Laboratory exercises, where appropriate, to provide hands-on experience with commands
and procedures presented in the module

Aboul This Course  xix
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MODULE 1
NETWORK MANAGEMENT OVERVIEW

Network Management Overview 1- 1

INTRODUCTION

A DECnet network Is @ communication system comprising many individual systems that commu-
nicale with each other over various physical media. For orderly communication between these
nodes, each system must foliow rules and regulations for proper system configuration. It is the
respansibility of the network manager 10 ensure that each individual systern within the network
meels those requirements.,

This module identifles and describes the funclions of network management, as well as the
various roles and duties that a network manager performs. Subsequent modules of this course
deal with the implemaentation of specific pants of network management.

This module discusses:

= The definltion of network managemant

+ The responsibilities of a network manager

* The DIGITAL hardware that a network manager musl manage

DIGITAL network management software tools

Network Managemer! Overview 1-3



OBJECTIVES

To describe the responsibiiities of a network manager accurately, a network manager should be
able to:

*  Describe the importance and goals of netwark management.

= Describe the duties and responsibilities of a network manager In the areas of administration,
operation, and technical support.

= Describe the different kinds of hardware a network manager must manage.
*  ldentity the scftware tools available to help with natwork management.

RESOURCES

*  Guide to DECnet-VAX Networking, (AA-LA47A-TE)
*  VMS Networking Manual, {AA-LA4BA-TE)

¥- & Network Management Qverview

WHAT IS A DECnet NETWORK?

DECnet Is the collective name for the family of communications products {software and hardware)
that allow DIGITAL operating systems to paricipate in a network. A DECnet network consists of

two or more computing systems linked for the purpose of exchanging intormation and sharing |
resources. Additional charactenistics of a DECnet network include: i

*  VMS systems use DECnet-VAX software to participate In DECnet networks. '”
* Al systems connected to @ DECnet network are poers.
* Any systom In the network can communicate with any other System in the network.
= Each system In the network is called a node.
= DECnet networks can vary In size from 2 nodes to over 64,000 nodes.
— A maximum of 1023 nodes is possible In an undivided CECnet network,
— Larger networks can be divided into muhiple areas: |
There may be up to 63 areas. '!
Each area may contain up to 1023 nodes. 'i

Each area operates as a subnetwork.

+  DECnet networks support a variety of diffarent network configurations including:

— Ethemet local area networks (LANS)

— Wide area networks (WANSs) utilizing polnt-to-point, synchronous and asynchronous '
conneclions, as well as multipoint connections

— Communication through packet swilching networks

— Communication with IBM SNA networks

T A
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What Can the User Do Over the Network?

DECnet software is designed 10 be transparent to the network user. You can carry out general
user operations over the network as easily as at the local node. These operations Include:

»  Sending electronic mall to any user on the network
+ Logging In to another network node on which you have an account
»  Accessing common or public directories and databases located on any node In the hetwork

+  Manipulating files on remote nodes using saveral DIGITAL Command Language (DCL) com-
mands including: TYPE, PURGE, DELETE, DIRECTORY, COPY, RENAME, SEARCH, etc.

' Aunning database software, such as Rdb/VMS or DBMS over the network
Submitting Jobs to remote print and batch queuves

-6 Nelwork Management Overviaw

WHAT IS NETWORK MANAGEMENT?

Any network consists of two or more nodes. The nodes cooperate with each other to share
resources. This cooperation entails such features as:

+ Communication paths
+ A systom ol addressing and routing

+  Consistent configuration of paramelers alfecting communication and network performance

Network management Is the process that ensures this cooperation. This process is a combination
of functions performed by people (network managers) using features provided by software.

The network manager's functions are divided Into three major categories:
*  Administrative
*  Operational

+  Technical

The network management functions fall into the following three categories:

*  Testing
«  Controlling
+  Monitoring

Hetwork Management Overview 1-7



Three Levels of Network Management

Depending on the size of the network, the network manager's duties may consist of three levels:
1. Mulinode network management

2. Area network management

3. Multiarea network management

Multinode Network Management

* Handies a network consisting of one or more nodes.
* Responsible for several systems within the network.
— Installation
— Upgrades
=~ Paerlodic maintenance
— Monitoring nodes
— Tuning

1- 8 Network Management Overview

Area Network Management

Handles all nedes within a given area.

Responsible for network consistency within a given area.

May manage other network managers.

Multiarea Network Administration

Handles all areas within a major network.
Responsible lor coordination of:

— Configurations and network parameters
— Naming and addressing conventions

— Area and node managers

iy B
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WUTIES AND RESPONSIBILITIES OF THE NETWORK
IANAGER

ietwork Administration
@ network manager's administrative duties consist of:
Data collection

Network organization and planning

ita Collection

sry network manager shouid maintaln a set of network logs that contalns specific information
it the network nodes and all other network components, Including:

Node information

— Node name, address, and type
— Location

— Systemn manager

— CPU

— Native operating system

— Bufler sizes

Line and cable information

— Type of communication controtler
— I point-to-point, node at the other end of the line
-— Location

— Who owns them

— Whom to call to lix them

Data Collection

+«  Chcult data

Cwcult identifiar

Circult cost

»  Other hardware and software componenls

Communications devices

Servers

Routers

Location and accessibility of applications, objects, and layered products

Bridges and repeaters (It Ethemet LAN)

¢« Management Inlormatlon

Cusrent Evant Log configuralion

Existing node conligurations within the network
Changes made 1o the network

Reported problems and sollons

Locatlon of Even! Log sink node

Record of changes made (o the system hardware and software

Network Managemeni Overview
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Operational Functions
The tollowing ongoing activities are used 1o develop standard network procedures:

Network Organization and Planning

The network manager Is responsible for delining and Implementing procedures for:

Distributed system coordination to deal with:

— Configuration guidelines

— Network performance

— Network monitoring

— Network security

— Single versus multiuser systems

— Hetercgeneous operating systems within the network
Coordination of DECnet Phase IIf and IV Nodes

1-12  Network Management Overview

.

Network setup activities
== Implementalion of securty procedures
— Determine Implementation details for:
*  Access control schemes
+  Object naming and numbering
Periodic Activities (as needed)
— DECnst software Installation and upgrades
— Addition of network users
— DECnet node and ine startup and shutdown
= Tuning of the network parameters for optimal performance
— Supporting existing network applications '
Monthly activities
-~ Network prevantative maintenance
Daily activities
— On-line network data collection
— Local and remote network performance monitoring
— Down-line loading software 10 unattended remote nodes

-~ Maintaining awareness of network hardware state

e —— —
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Technical Functions

Network Troubleshooting

» Croale a process lor tracking and/or Isolating network problems.
+ Establish a contact Hst.
— intemal contacts—other system managers
— DIGITAL Fieid Service Representative
— DIGITAL Saftware Seorvices Represenalive
« Establish problem documentation requirements.
— Ust of standard questions to ask when a problem Is reported
— Hard copy documentation of on-ine data requlred
« Establish escalation procedures consisting of:
— Technical support
— Setting problem priorities
— Deciding when a problem needs to be taken to a higher authorty

Forecast Network Growth

Obtaln the appropriate torecasting intormation: —
«  Cumment network utilization

«  Planned upgrades for growth and performance

+  Recommended network componems

DIGITAL HARDWARE

A DECnet network can comprisa many difterant types of hardware. This section describes some
commaon hardware components,

Point-to-Point Connections
A polnt-to-polrt connection uses WAN technology to link two nodes. WAN technology utllizes:
* A synchronous of asynchronous communication interface:

— Synchronous communication Is preferred when large amounts of data must be trans-
mitted on a continual basis.

— Asynchronhous communication is advantageous when a temporary or low cost connec-
tion Is needed.

« A modem to modulate the signal from digital to analog for fransmission over the communi-
cation ¥ng and to demoduiale the signai trom analog to digital at the recelving end

+ A communication cable, usually a telephone line

Figure 1-1 shows a simple network, consisting of two nodes joined by a point-to-polnt link.

Figure 1-1: A Point-to-point Connection
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Ethernet LANs

DIGITAL uses the Etheme! protocol to Implement local area networking. An Ethomet LAN acts
as a hardware conduit over which the information travels.

+ Ethemet LANs use CSMA/CD (camer-sensa, multiple-access with collision-detection) to
raguiate access to the cable.

* The longest distance betwean any two slations on an Ethernet LAN Is 2800 meters.

+ itasagment is longer than 500 meters, there must be arepaater o refrash and regenerate
the signal,

- Local repeaters can span up to 100 meters.

— HRemote repeaters connect two repealers with tiber-optic cable to span up to 1000
melers,

— No more than two repeaters are permitted between any two stations. A remote repeater
Is considered one repeater.

« DECnet software can share an Ethernet cable with several other networking protocols.

Figure 1-2 shows an Ethernat LAN.

1- 16 Nelwork Management Overview

Figure 1-2: An Ethernel LAN
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Servers

A server Is an entity that is responsible for processing requests. The Issuer of these requests
Is called the requestor; tha sale function of the server Is to process and fulliil the requests.

On an Ethemet LAN, a server is usuglly a special-purpose node that provides a service to the
pther nodes on the LAN. Figure 1-2 shows three different kinds of servers:

Terminal servers
— Provide a service to both the usar and the host node.
— Elminate the need for terminals to be hard-wired to hosts.

— Allow any terminal connected lo a terminal server to establish a connection with any
host on the Ethemet LAN.

— Allow users to establish multiple simultaneous connections to the same or different
hosts.

Print servers

— Provide a printing service {0 the network.

- Allow a high-speed, high-quality printer to be shared by several nodes thus distrbuting
the expense.

Router servers
— Provide a routing service to nodes on the Ethernet LAN.

— Permit nodes on the Ethernet lo communicate with other DECnet nodes that they are
not on the Ethernet LAN.

— Can Improve the efficlency of routing on the Ethemet LAN.

Extended LANs

The protoco! Imit for Ethemet Is 2800 meters between any two nodes. An extended LAN
lengthens this distance without degrading the Ethemet 10 Mbits/s throughput. Extended LANs
are craated using bridges.

Bridges can be used to:

Join two or more Ethernet LANs to create an extended LAN.

Join LANs In remote locations to provide LAN capabtities where an ordinary LAN cannot
reach.

— A remots repeater can only extand the network by 1000 meters.

~— Wiih fiber optic and microwave bridges, an extendad LAN can span distances of up to
22,000 meters and include up to 8,000 nodes.

— Thare are bridges available that use satellite technology to span even greater distances.
The throughput for a sateliite bridge Is Nmited due 1o propagation delays.

Improve periormance on heavlly used LANs

— Repeaters forward all data packets, incksuding those where the destination node Is on
the same segment as the source node.

— Bridges fiter data and torward only those packets where the destination node is on a
different segmant than the source node.

Figure 1-3 shows an extended LAN,

Network Mansoement Overview 1- 19



Figure 1-3: An Exiended LAN
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Multivendor Networks

DECnet software is flexible enough to participate In multivendor networks. To do so mqu'

a gateway as wall as speclal software on the VMS systems that communicate with the of
networks,

*  The tunction of a gateway is to translate protocois between dissimilar systoms. I

* The DECnet/SNA Gateway allows DECnet systems on the LAN to communicate with |
SNA networks.

* The DECnet Router/X.25 Gateway allows DECnet systems on the LAN io pamcipaul
packet-swilched data networks thal use the X.25 protocol. L

5

#
Figure 1—4 shows one way that DECnet software cperates In & multivendor environment, *

Figure 1-4: DECnet Software in a Multlvendor Environment
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NETWORK MANAGEMENT TOOLS NMCC/DECnet Monitor
NMCC/DECnet Monltor Is a software product that can monltor and collect Information about

DIGITAL's collection of software natwork managemant tools Includes: DECnet nodes In a complax network. DECnet Monitor capabiiities Include:

»  Network Control Program (NCP) * Addressing the problem of complex network management by collecting, analyzing, and
displaying network information

*  NMCC/DECnat Monitor

= Graphicall icting the state of the network

- Ethemet Network Infegrity Monitor (NMGC/VAX ETHERNIM) raphically deplicting © ot the ne

* Maintalning a database of network Information
+« Aemote Bridge Management Software (RBMS)

* Looking at a large sample of data to discover trends
»  LAN Traftic Monitor (LTM)

= Providing elther standard or customized reports
*  Terminal Server Manager (TSM)

= Detecting problems early, thus avoiding poor network service and lengthy downtime

trol Program (NCP
Network Contr gram (NCP) NMCC/VAX ETHERnim

» NCP is the main natworking software lool used by a network manager. NMCC/VAX ETHERNIm is a software product that can monitor and test nodes on the LAN. The

= NCP Is a user interface used to perform the foliowing network management tasks: capabliities of ETHEANIm include:

*  Graphically depicting the slate of nodes on the LAN

— Configure
*  Finding nodes on the LAN
— Control g
* Building & database of information about each node n the LAN
-— Monitor
Tost * Providing a means of testing the nodes in the LAN
— Event logging

— Fault isolation

* Use NCP to display information about the network or to alter that information.



Remote Bridge Management Software (RBMS)

RBMS Is a sotware product that manages the extended LAN by controlling the LAN bridges
thal connect the LAN segments. Some RABMS features include:

The ability to modity and display bridge characteristics.

Management of the filtering of multicast and physical addressaes.

The ability to initialize the bridge via management commands.

Maintenance of an on-line mapping of bridge ASCIl names to physical addresses.

Access to several bridges using a single command.

LAN Traffic Monitor (LTM)

LTM is a software product that can monitor the traflic statistics on an Ethernet LAN. Some LTM
features include:

-

The abifity to generate Ethemnet statistics

The capability to display such network Information as:
— Network traffic

— Top users

— Utilization

— Node lists

—— Multicast lists

— Station traftic display

1- 94 Natwnark Manasamess Moo o .

Terminal Server Manager (TSM)

TSM Is a software product that gives the network manager the ablity to observe and eonl
DIGITAL terminal servers anywhere in an extended LAN. TSM's capabilities include;

#
Providing a directory database containing a terminal server name to physical address mi*
ping

Detecting new terminal servers and automalically adding them 1o the database
Centralizing management ol the terminal servers

tmproving fault management of terminal servers by providing access to status indicators a
error counters

e

o
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SUMMARY

Network managers control and direct various administrative, operational, and technical factors of
a network for optimal network performance. Network managers can operate at various levels of
responsibliity, categorized in par, by the number ot network nodes for which they are responsible.
The progression ot responsibiiities ranges trom the manager of a single, stand-alone system,
who I8 responsible for the participation of one node In the network, to the manager of several
nodes in a single physical location, to the manager of a regional network, to the administrator
of a workdwide corporate network.

Regardiess of the size of the network, the network manager's responsibliities fall Into these three
general categories:

» - Administrative-—includes data colloction, network organization and planning

«  Operational—includes establishment of operational guidelines and procedures, oversight
of ordinary network operations

«  Technical—includes fault Isolation, forecasting network growth

A network manager should be familiar with the kinds of hardware that make up the network.
The two basic connection types on a DECnet network are point-to-point connections tor wide
area transmissions, and Ethemnel connections for local area networks, DECnet soltware Is also
capable ol communicating over X.25 packet switching networks.

The components on an Ethernet LAN include repeaters, bridges, routers, gateways, and servers.
A repeater refreshes the signal and retransmits it between diffarent segments of the Ethemet
LAN, A bridge provides a tiltering service, retransmitting packets only If the destination node Is
nat on the same segment as the source node. A muter Improves the efficiency of communication
among nodes on the LAN and permits them to communicate with nodes that are not pan of the
LAN. A gateway providaes protocol transiation to allow DECnet nodes on the LAN to communicate
with other vendors’ networks. Finally, a server is an entity that processes requests for LAN users,
for example, a terminal connection o an Ethemet hosl.

DIGITAL provides a number of tools to assist the network manager. The primary network man-
agement lool provided by DECnet software is the Network Control Program (NCP). NCP allows
you to configure your node, display information about the network, monitor network performance,
service remote nodes, and test the network.

DIGITAL's layered products to aid netwark monitoring and management include: NMCC/DECnet
Monitor, NMCC/VAX ETHERNIm, Remote Brdge Managemant Software, LAN Traffic Monitor,
and Terminal Server Manager.



MODULE 2
DIGITAL NETWORK ARCHITECTURE

DIGITAL Network Architeciure 2-1

INTRODUCTION

|
A network archltecture Is composed of niles and funclional specifications that determine how ig.
use hardware and software when two processes need to communicate. An architecture Is nol a
network Implementation. The actual network Is implemented by communications hardware and.
sofiware In accordance with the rulas sat forth by the architecture. .
The network architecture is a blueprint for the Implementation of a network. Just as a blueprint
for a buiiding describes how the buikling Is to be constructed, the architecture for & network
describes how the network Is to ba constructed. The blueprint design must be followsd for the
building to be constructed as planned. Similarty, the rules specified by the network architecture
must be followed for the network lo operate as planned.

As a network manager, a concepiual understanding of the network architecture helps you under-.
stand the consequences of your actions. A knowledge of the terms, definttions, and conhcepts!
assoclated with DIGITAL Network Architecture helps 1o clanly the Information presented In the
manuals and alds comprehenslon of network parameters and notwork management activitigs. :

]
OBJECTIVES |

To describe the impact of DIGITAL Network Architecture on the management of a DECnet’
network, & network manager should be able to:

e o

* Hdentlly the features and functions of each layer of DNA.
*  Trace the flow of information through the architectural layers.
*  Define key routing terms and concepts.

* Describe the operation and module interfaces of the Network Management Layer.

RESOURCES L

*  VMS Networking Manual, (AA-LA4BA-TE)
*  Dightal's Networks: An Architecture with a Future, (EY-3637E-PQ)
*  DECnet DIGITAL Network Architecture {Phase IV) General Descnption, (AA-N149A-TC)

W

N
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DNA PHASES

There have been four phases of DNA. The features introduced In each phase are lsted below:

-

Phase | - 1976

— RSX-11M; PDP11’s

— Program to program

— Flle transter

— Sophisticated technical customer base
Phase il - 1978

— All major cperating systems/processors
— Remote llle access

— Network management

— Point-to-point configurations
Phase Il - 1980

— Adaptive routing

~—  Network terminals

— Muttipoint ines

— CCITT X.25

— Record access

~— Down-kne loading

Phase IV

— Ethemet LANs

— Large notworks

— Communications servers

— SNA gateway

WHAT IS A NETWORK ARCHITECTURE?

Layers

Many architectures divide network functions Into logical layers:

¢ Modules comprising each layer perform related network operations.

¢ Layering keeps the network flexible and capabla of being easily modified.
*  Modifications cause minimal disruption lo architecture as a whole.

Figure 2-1 shows the layers of DNA.

Figure 2-1: DNA Layers
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Figure 2-2: DNA Protocols
Peer Layer Protocols
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Module Interfaces
Module Interfaces are responsible for the foliowing:

+ Define precise functional boundaries between the modules In adjacent layers of a single
node.

* Enable layers to exchange Information as data Is passed through layers.

There are some other important interfaces besides those between adjacent layers. These are
shown in Figure 2-3.

Figure 2-3: Module intertaces in DNA
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Problems for a Network Architecture to Overcome

A network architecture mest overcome several problems. These include:

*  Compensating for hardware problems, for example, noiss on the communication ine

* Routing messages to non-adjacent nodes

= Allowing program-to-program communication

* Contralling access to systems, applications, and files

«  Converting dala formats

*  Providing user Interface to the network



DNA LAYERS

Physical Link Layer

This layer manages the physical transmission of data over a channel. Its functions Inchde:
+  Transmission and receplion

+  Carier sense on Ethemet LANs

+  Collision detect on Ethemet LANS

* Interrupt handling

This layer deals with:

= EIA RS 232-C, RS 423, RS 449, efc.
+  Ethernet physical layer

+ CCITT X.25

» ClBus

2- 10 DIGITAl Motwnrk Arcrhiantiira

Data Link Layer

The Data Link Layer is responsible for the communication path between adjacent nodes. It
ensures the Integrity of the data transierred between these nodes and:

* Cmates a communication path between adjacent nodes.
» Fmames messages for transmission over the physical channel between adjacent nodes.
=  Chechs intagrity of recelved messages.

+ Manages use ol channel resources.

Data Transparency

The Data Link Layer ensures that the physical transmission of data is transparent in the following
manner:

+  Allinformation passed to the Data Link Layer Is considered data.
+ Layers above the dala link are isolaled from problems on the physical channel.
+ Errors are detected, and in some cases, data Is retranamitted until received comectly.

DIGITAL Network Architecture 2- 11
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Routing Layer

Data Link Layer Protocols if two nodes that are not directly connected need to communitals, there must be a means of
DECnet software uses three different data link protocols: :;ut:l:g mmig:a%?:o:;:h Iz;';r:Tm Flouting Layer s fesponsible o forwaring packets o
« Ethermnet Data Link * Provides message delivery service.

— Opemtes over a LAN, + Implements datagram service.

— Provides a best-effort dellvery service. « Selects best path.

— Provides link management and error detection. + Provides adaptive routing.
+  DOCMmP

— Operales over synchronous or asynchronous Bnes.
Node Types

— Ensures comect sequencing of data.
There are two types of nodes In a DECnet network:

~— Provides ermor control.
* End node:

+ X25
— Has exactly one active circult.

— Follows CCITT recommendalion.
— Can enly communicate through lts adjacent hode.

— Defines intertace between DTE and PSDN.
*  Full-tunction (routing) node:
- Can have more than one active circuit.
-~ Recealve and forward Information addressed to other network nodes.

— Exchanga Information about network avaliablity with other routing nodes.

DIGITAL Network Architecture 2- 12
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Area Routing

DECnet networks can comprise over 64,000 nodes. To make the size of the network more
manageable, the network can be divided Into areas.

*« An arga can contain up to 1023 nodes.

+« A DECnet network can contain up to 63 areas.

» In a network with muliple areas, there ara two types of routing nodes:
-— Level 1 routers can route data within an area.
— Level 2 routers route data between areas.

+ When there are two or more area routers In an area, they should form a closed locp.

Figure 2—4 shows these kinds of nodes In a DECnet network.

Figure 2-4: DECnet Node Types
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Adaptive Routing

in DECnet muting, there can be mare than one possible path between the source and destination
nodes. With the adaptive routing provided by DECnet software:

A routing node computes the least cost path between the source and destination nodes.
i two paths have the same cost:

= When equal-cost path-spliting is enabled, packets altemate between equal paths.

+  When the maximum number of path splits is 1, packets are sent along the shorter path,
W, for any reason, the preferred path Is unavallable, an atemate path Is found.

Routing Layer Functions

The Routing Layer has several kunctions:

Determinas best path using routing database.
Forwards Incoming packets.

Dynamically adapts to topology changes.
Supports multiple circuit types.

Periodically updates other routing modules.
Manages butters to control congestion.

Limits number of nodes a packet can visit.
Performs node verification.

Monitors errors detected by the Data Link Layer.

Maintains counters and gathers data for network management,

Routing Concepts
The concepts important In understanding routing inciude the following:
+ Adjacency Is a clreuit/node pailr.
*  Hop Is the kygical distance to an adjacent node.
«  Circult Cost is a positive Integer assoclated with using a cirult.
+ Path Is a possible route from the socurce node to the destination node.
« Visit Is an intermediate node between the source node and the destination process.
+ Congestion control:
— Handles buffer managemant.
— Prevents deadlocks.
«  Packet litetime control:
+ Loop detector

+  Node kstener

*  Nodae talker

DIGITAL Network Architecture 2- 17



Routing on an Ethernet LAN

Routing on an Ethermet LAN works In the following manner:

* Al nodes on an Ethemnet LAN are adjacent.

* Routing nodes on an Ethemet LAN are usehul for the lollowing reasons:;
— To allow Ethemsl nodes 1o communicate with nodes that are not on the LAN
— To keep track of the avallability of other nodes

*  The designated router Intervenes In transmissions between and nodes.

* Router-servers and other dedicated routing nodes can further enhance the performance of
an Ethernet LAN by:

— Reducing or eliminating routing traffic on the LAN
— Allowing individual nodes to spend less CPU time on routing

2-10 DIGITAL Network Archliecture

End Communication Layer

This layer is responsible for coordinating the end-

destination nodes.

to-end communication between the source and

Handles the system Independent aspacts of logical fink communication,

Provides process to process communication service.

Uses Network Services Protocol (NSP).
Creates and destroys logical links.

End Communications Layer Concepts

Some of tha concepts Impartant in understanding the End Communication Layer include:

Logical Links

~— Exist between cooperating tasks

— Transmit normal or other data

Enmor Control

— Acknowledging messages

~— Sequencing messages

Flow Control

— Ensurng proper buffering

Segmentation

— Breaking messages up Inic smaller pleces

Muitiplexing the Logical Link

DIGITAL Network Architecture 2- 19
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Network Services Protocol (NSP)
The End Communication Layer uses NSP 1o:

» Create and destroy logical knks.

+  Guarantee proper sequencing of messages.
*  Segment data messages.

* Reassemble segments al receiving node.

+ Provide efror control.

*+  Provide fiow control.

Logical Links

Logical inks are created, malntalned, and destroyed by the End Communlcation Layer upan the
requeast of the Sesslon Conlrol Layer. Some characterstics of logical inks include:

+  Full-duplex channel between two nodes.
*  Abillty for users at both ends to exchange data.
+  Quaranteed delivary {unless network talls).

*  Several logical links can be active simultaneously over the same kne.

Logical inks are Hustrated in Figure 2-5, -

Flgure 2-5: Logical Links
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Cooperating Tasks

Logical links ara established between cooparating tasks. Some characteristics of cooperating
tasks are:

* No dala Is sent unless it is requested by recelving program.
* Sends and receives must be coordinated.

= Control of cooperating tasks Is taken care of at the user lovei.



Session Control Layer

The Session Control Layer is responsible for the lollowing functions:

* Delines the system dependent aspacts of logical ink communication.
* Maps node names to node addresses.

*  Identifies end users.

*  Activates or creales a process.

*  Validates incoming connect requests.

* Verifies avallable access control information.

Session Control Operations

To pertorm its functions, the Session Control Layer:
« Requests logical link on behalt of end-users.

+ Receives connecl requests.

+ Sends and receives logical link data.

+  Disconnects or aborts fogical link,

+  Menitars logical link.

&- 22 DIGITAL Network Architeciure

Requesting a Connection

When a user program requests a logical link, the Session Control Layer.
* ldentifles destination node address.

*  Formats connect data for End Communication Layer.

*  Issues connact request to End Communication Layer.

=  Starts a timer.

Receiving a Connect Request

Upon detecting a connect request from the End Communication Layer, the Sesslon Control
Layer:

* Parses connect data.
— Source and destination end user process names
— Access control Information
*  Valldates access control information.
* Identifies, activates, or creates process for tha destination end,
* Maps source node address 1o name.

= Delvers request for connection 1o end user process.

DIGITAL Network Archilectura 2-23
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Network Application Layer

This layer provides services to the User Layer, such as remote tile access and tanster, remote
interactive terminal access, and gateway access to non-DIGITAL supplied modules.

Provides generic network applications:

— Commonly used routines

= Communications services

Allows for user-written protocols.

The layer has several Independent modules that can operate simultaneously:
— Data Access Protocol - remote file access

— Network Virtual Tarminal Protocol - CTERM

— X.25 Gateway Access Protocol

— SNA Gateway Access Protocol

— Loopback Mimor Protocol

Data Access Protocol Functions

The Data Access Protocol (DAP) performs the following functions:

Supports hetarogeneous fila systems,

Transters files.

Supports deletion/renaming ol remota files.

Lisls directories of remote files.

Allows multiple Iransmisslons over one loglcal link,

Provides error recovery.

Network Management Layer

The Network Management Layer provides usar access to the operational parameters and coun-
ters In the lower levels. This layer allows the network manager to:

Perlorm various types and levels of network testing.

— Local and remoie node loopback testing

~- Clreuit loopback testing

Access network management functions at remote nodes.
Down-line load and up-ine dump remote systems.

Examine network parameters and counters residing in the other network layers on local or
remote nodes.

Control network operations:

— Down-#ne loads

- Start and stop kines and clrcults
— Monitor network performance

Monitor significant evenls across the network.



Network Management Layer Components

Table 2-1 shows the components usad for network management.

Table 2-1: Network Management Components

LAYER COMPONENT FUNCTION
User Network Control Provides user Interface to network
Program management. Allows user to manipulate net-
work parameters,
Network Network Management Access  Provide generic network management

Management Routines

Network Management
Listener (NML)

Local Network
Management Functions

Link Watcher

Maintenance Functions

Link Service Functions

Event Logger

functions. Communicate over logical inks
with Network Management Listener using the
NICE protocol.

Recelves network management commands
from local and remote network management

access routines using the NICE protocol. Passes

function requests o the local network man-
agemant functions,

Translate functicn requests into system
dependent calls.

Services requests from adjacent nodes for re-
mote load, dump and trigger functions.

Supports system malntenance functions such
as down-line loading and up-line dumping
using MOP.

Provide a direct interface to the Data Lnk
Layer for higher-level network management
modules that need to bypass the Intermedi-
ate layers.

Records significant events that take place In
the lower layers.

Network Loopback Access Routines
Application and Loopback Mirror

Provide a means of Isofating faults and test-
ing components between two nodes using the
Loopback Mirror protocol.

2- 26 DIGITAL Nelwork Archiecture

Network Management Protocols

The Network Management Layer uses four protocols:

’

+  NICE {Network Information and Control Exchange) handles most network management func

tions, including:

— Down-ine icad and up-ine dump requests

— Setling parametar values

— Examining and zeroing counters

« Event Logger Protocol provides event related Information, such as the name and addres:
of the sourceé node and the ime the event occurred at the source node. _

+ Loopback Mirror Protocol handles node loopback functions.

*  MOP (Maintenance Operation Protocol) communicates directly with the Data Link Layer lo|.

down-line kading, up-line dumping, and testing.

W
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User Layer

This layer contains most user supplied functions. The Interface Into the network Is usually

transparemt. The User Layer contains:

The Network Control Program (NCP)

MAIL

PHONE

SET HOST

DCL commands for example, COPY, DIRECTORY, TYPE
SYSMAN

DATA FLOW THROUGH THE LAYERS

Data flows across the network as follows:

1.
2,

7.

The user process at the source node generates data.

User data is passed down through the source node layers. Each layer adds control Infor-
mation in iis own header. See Figure 2-6.

a. Network Appilcation Layer invokes the appropriate program, which adds application
specitic protocol Information.

b. Sassion Conlrol Layer adds access control Information if it was not explicitly supplied.
€. End Communication Layer breaks information into packets.
d. Routing Layer:

Adds a header contalning the source and destination node addresses and the visit
counter.

Detoermines best path on a routing node.
e. Data Link Layer adds:

A header containing control Information (For Ethemet nodes, this Information in-
cludes the source node address and the dostination address of the adjacent node.)

Error checking CRC In traller.
At the Physlical Layer, the packet Is transmitted to the adjacenl node.
When it Is recelved properly at the adjacent node, It Is passed up to the Routing Layer.
The Routing Layer checks the destination address and forwards the packet:
« To the End Communication Layer if the destination address matches.
+« To the nexi noda In the path If the destination address Is difterent.

The data Is passed up through the destination node layers. Each layer stripe ofi the infor-
mation added by the peer layer at the source node.

The user process at the destination node receives the dala.

This process s illustrated in Figure 2-7.
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Figure 2-6: Data Flow at the Source Node
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Figure 2-7:

Deta Flow Acroas the Network
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SUMMARY

A network architecture 1s a sel of rules and specifications for communication in a compuler
network. DIGITAL Network Architecture is made up of eight functional layers. Each layer
comprises software and/or hardware modules that perform refated functlons. Communication
between equivalent layers of separate nodes Is accomplished using peer-layer protocols. Com-
munication between different layers in the same network node Is accomplished using module
imerlaces.

Each layer of DNA performs spedific functions. A partial list of these functions appears In
Table 2-2.

Table 2-2: Some Funclions of DNA Layers

LAYER FUNCTION

User Stores user-written programs, DCL commands, and NCP.
Network Managemen!  Performs loopback tests and down-line loading; gathers network data.

Network Application Contains commonly used applications; provides protocol translation for
communication with other vendors' networks.

Sesslon Control Processes loglcal ink requests from higher layers; valldates access
control information.

End Communication Establishes and maintains logical links.

Routing Finds best path from source node to destination node.

Data Link Oversees communication between adjacent nodes and ensures that
transmisslon Is emor-fres.

Physlcal Link Actually transmits the data along the transmission medium.

Severat other terms are introduced in this module. The following glossary reviews saome of the
Important concepls.

2- 32 DIGITAl Netwnark ArchHactira

Glossary

CIRCUIT:
A fogical connection between protocol modules at the Data Link Layer.

CIRCUIT COST:
A posltive Integer valus associated with using a circuit.

DESIGNATED ROUTER:

A routing node on an Ethemet LAN chosen to perform additional duties, such as Informing
each end node on the Ethemet LAN of the existence of other end nodes and of the identity
of the Ethernst routing nodes.

END NCDE:
A node that supports a single active kine and cannot forward packels intsnded for other
nodes.

HOP:
To the Rouling Layer, the logical distance betwaen two adjacent nodes In a network.

LINE (PHYSICAL LINK):
A hardware addressable communication path.

LOGICAL LINK:
A virtual circuit between two end-user processes In the same nods or in separate nodes.

PACKET:
A unit of data routed from a source node to a destination node.

PATH:
A possible route for a packet from source node to destination hode.

PATH COST:
The sum of the circuit costs along a path between two nodes.

PATH LENGTH:
The number of hops along a path batween two nodes.

ROUTING NODE (FULL-FUNCTION NODE):

A node that has more than one connection to the network, recslves and farwards Information
addressed to other nodes, and exchanges Information about network avallablitty with other
muting nodas.
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Figure 2-8: Sample Network

WRITTEN EXERCISES

1. What protocol Is used for file transters? Al which layer does this protocoi reside? | INDIA l—@—[ JULIET ] | LIMA |

2. Which network management protocol communicates directly with the Data Link Layer, by-
passing inmtermadiate layers?

[ a
3. Which two layers are responslbla for logical inks? Why Is i necessary to have two layers :
assigned to this task? ',
4. Peeor layer protocols allow equivalent layers of remote nodes to communicate logically. Only Py
one layer actually transmits the data. Which one? | | Lo |
-§. Which layer is rasponsible for end-to-end transmissions? for transmissions between adja-
cent nodes?

6. How is a lavel 1 router different from a level 2 (area) router?

7. Place the following events In the ordar in which they occur when a user at the source node
sands a message to a user at the destination node.

[] As the message passes through the layers of the source node, each layer adds control [ apma = { oravo | [cuanry Hed oera | | scwo |
Information to it

[]The message is received by the network user at the destination node. t
» :
[ ]The message Is passed up through the layers of the destination node; each layer o
removes its control Information. MKYV_X1082_04

["1The message s transmitted In the form of electrical signals across the physical ink.

The message Is passed from the user process 10 the highest layer of the source node
(in DNA, h is the User layer).

s
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OQuestions 8-11 apply to Figure 2-8. As you answer them, you need to know the following:
« Node types
— INDIA and BRAVO are the designated routers for the two Ethernet LANSs.

— Any node that is shown with only one circuit Is an end node. In addition, JULIET and
DELTA are end nodes.

*+  Une types
—  The kne between ALPHA and BRAVO is an asynchronous point-to-point connection.
— The #ne between ALPHA and FOXTRT is a high-bandwidth leasad ling.
— Al other point-to-point connections in the network are synchronous.
+  Circult costs
— The cost for all Ethemet circults Is 3.
— The cost for C| clrcuits is 10.
— The cost for synchronous point-to-point clrcults Is 8.
— Thae cost of the circult between ALPHA and FOXTRT is 5.
-— The cost for asynchronous paint-to-point circults Is 10.

8. Llst all avaliable paths between JULIET and ECHO along with their costs and langth
will data be routed between them? gths. How

9. The path between ECHO and ALPHA is two hops, but the path between ALPHA and ECHO
is ong hop. Explain this difference.

10. On node ECHO the maximum visits Is set to 9, maximum hops is set to 3 and maximum
cost Is set to 40. If the link between BRAVQ and FOXTAT becomes unavailable, several
nodes will be unmeachabla. Which nodes and why?

11. On node BRAVQ the maximum cost is set to 25. Which node is i
. potentially unreachable and
which link would need to be broken to cause this? ’

SOLUTIONS TO WRITTEN EXERCISES

4.

What protocol Is used for file transiers? At which layer does this proiccol reside?

The Data Access Protocol (DAP) is used tor file transters. R resides at the Network Appli-
cation Layer.

Which network management protocol communicates directly with the Data Link Layer,
bypassing Intermediate layers? Why?

The Maintenance Operations Protocol (MOP} communicates directly with the Data Link Layer
because I is used to sarvice nodes that are unable ¢ use the services of higher layers,

Which two layers are responsible for loglcal inks? Why Is It pecessary to have two
layers assigned to this task?

The End Communication and Session Conlrol layers are responsible for logical links. ftis
necessary to have two layers perform logical ink functions because some of these tunctions
are operating-system depandent, and some are not. The Sesslon Control Layer acts as an
interface into the operating system, raquesting logical inks on the behall of user and systom
processes. The End Communication Layer acts independently of the operating system lo
create and maintain the loglcal links.

Peer layer protocols allow equivalent tayers of remote nodes to communicate iogl-
cally. Only one layer aclually transmits the data. Which one?

Only the Physical Layer actually transmits data.

Which layer Is responsible for end-lo-end transmisslons? tor fransmiasions between
adjacent nodes?

The End Communication Layer is responsible for end-to-end transmisslons. The Data Link
Layer Is responsible for transmissions between adjacent nodes.

How is & level 1 router different from a level 2 (area) router?

A level 1 router can only route data within #ts own area. It does not store any Information
about the reachabllity of other areas. A level 2 router not only routes data within its area,
but aiso maintalns information about other parts of the network. i

Place the following events In the order in which they occur when a user at the source
node sends 8 mesaage 10 a user at the destination node.

The numbers that cormespond to the boxes are: 2,5, 4, 31
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8. List all avallable paths between JULIET and ECHO along with thelr costs and lengths.

How will dala be routed between them?

All available paths are Wsted In Table 2-3:

Table 2-3: Solution lo Exercise §

PATH

COST LENGTH

JULIET -> INDIA -> FOXTRT -> BRAYO -» ECHO 17 4
JULIET -> INDIA -» FOXTAT -> ALFHA -> ECHO 14 4
JULIET -> INDIA -> FOXTAT -> BRAVO - ALPHA -> ECHO 27 ]
JULIET - INDIA -> FOXTAT -> ALPHA -> BRAVO -» ECHO 24 5
JULIET -> INDIA > KILO -> HECTOR -» BRAVO -» ECHO 25 5
JULIET -> INDIA -> KILO -> HECTOR -» BRAVO -» ALPHA -> ECHO 35 8
JULIET -> INDIA -> FOXTAT -» BRAVO -» ECHO 24 4
JULIET -> INDIA -> FOXTRT -» ALPHA -» ECHO 21 4
JULIET -> INDIA -> FOXTRT -> BRAVO -> ALPHA -> ECHC 34 5
JULIET -> INDIA -> FOXTRT -> ALPHA -> BRAVO -> ECHO 3 5
JULIET -> INDIA ->» KILO -> HECTOR -> BRAVO -> ECHO 2 [
JULIET -> INDIA -> KILO -» HECTOR -> BRAVO -» ALPHA -> ECHO 42 8

The path selected Is the least cost path:
JULIET -> INDIA -> FOXTRT -» ALPHA -» ECHO.

8. The path between ECHO and ALPHA Ia two hops, but the path between ALPHA and

ECHO Is one hop. Explain thls difierence.

ECHO is an end node, and all transmissions from ECHO must go through the designated
fouter; therelore the path length from ECHO to ALPHA is 2. Since ALPHA Is a routing node,
it can communicate directly with any other node on the Ethemet; therefore the path length

from ALPHA 1o ECHO Is 1.
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10. On node ECHO the maximum visits Is set to 9, maximum hops is set to 3 and maximu

cost Is sel lo 40. If the link between BRAVC and FOXTRT becomes unavallabh
several nodes wlll be unreachable. Which nodes and why?

INDIA, JULIET, and LIMA will ba unreachabie because the path length between ECHO an
each of them will be 4.

- On node BRAVO the maximum cost Is set 1o 25. Which node Is potentially unreachablL

and which link would need 10 be broken o cause this? :
I the fine trom BRAVO to HECTOR is unavaiiable, GOLF will become unreachable ber:aus{"w
the only available path to GOLF will be: i

BRAVO -> FOXTRT -> KILO -» HECTOR -» GOLF
which has a cost of 27. Al other nodes will still be reachable.

e

e T

e T
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MODULE 3
NCP PRIMER

NCP Primer 3- 1

INTRODUCTION

The network manager uses & management tool known as the Network Control Program (NCP)
1o create, display, and modity component parameters In the DECnet conliguration databases.
NCP is used lo:

+  Creste, display, and modify configuration database parameters.

»  Monitor and test the networi.

OBJECTIVES

To use NCP to monitor and conirol the network, a network manager should be able to:
+ identify and describe the files that make up the network configuration databases.

« Describe the use of NCP in relation to the network configuration databases.

« Usa NCP commands to create, display, and modity entries In the volatile and permanent
datebases.

+  Identity which DNA layers are aftacted by various DECnet parameters.

+  ldentity Important routing and iink parameters.

RESOURCES

«  Guide to DECnet-VAX Networking, (AA-LA47A-TE)

+  VMS Network Control Program Reference Manual, (AA-LASCA-TE)
*  VMS Networking Manual, (AA-LA4BA-TE)
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DECnet CONFIGURATION DATABASES

The DECnet-VAX configuration database conslsts of two distinct databases;
* The permanent database

- The volatiie database

Permanent Database

The permanent database Is a collection of files in SYSSSYSTEM that contain the non-volatile
value setlings for the various NCP parameters. Features of the permanent database are:

*  Resides on disk.

*  Provides inltial values for the voiatile databasa.

= Can be modifled by NCP.

* Modifications take eMect the next ime DECnet software Is started up,

« SYSPRV and OPER piivileges are needed to access the permanent database.

The Volatile Database

The volathe database Is a memory-resident image contalning current information about network
managemeant components. Features of the volatile database are:

= Allows changes to be mads to a running system.

* Can be modified by NCP.

+ Changes take effect immediately.

*  Vahles are lost when system Is shut down,

+ OPER privilega is needed to modify the volatile databass.
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The Network Configuration Database
The network configuration database consists of nine files in SYS$SYSTEM.

Table 3-1: Configuration Dstabase Flles |

FILENAME DESCRIPTION ﬁ
NETNODE_LOCAL.DAT Executor node l:
NETNODE_REMOTE.DAT Remote node

NETCIRC.DAT Circults known to the local node

NETLINE.DAT Lines knowr 1o the local node |
NETOBJECT.DAT Objects known to the local node |
NETLOGING.DAT Event logging sinks |
NETCONF.DAT Ethernet configurator Information i
NETX25.DAT X.25 database and X.25 server Information 't
NETX29.DAT X.29 server information 'E

P
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NCP COMMAND OVERVIEW

gure 31 shows how DECnet modules access the databases.

Invoking and Exiting NCP

gure 3-1: DECnet Configuration Databases

NCP NICE SET.CLEAR.SHOW To invoke NCP:
COMMAND PROTOCOL COMMANDS
$ RUN SYSSSYSTEM:NCP
NCP>
USER NCP 1 NML NETACP :&L:J;L:E
To exit NCP, type the word ext or press
DEFINE PURGE LIST
& COMMANDS WCPEXIT
'S
GJANENT
ODEATABASE

Table 3-2 shows the commands that a netwark manager can use to perform network manage-
maent tasks:

NETHODE_LOCAL.DAY

w Table 3-2: Commands that Utllize the Configuration Databases
NETOBJECT.DAT FUNCTION VOLATILE PERMANENT
v Create/modity parameters. SET DEFINE
w Delote parameters. CLEAR PURGE
Display parameters. SHOW LIST

w Down-line loads a noda. LOAD
w Simuiates pushing the 800T button on a remote node. TRIGGER

- Commands a remote node to do a single command. TELL
w Pertorms node and circult testing. LOOP
w Initlalizes node and circult counters. ZERO

NETX29 DAT

May_X1BBT1_n8
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DECnet Privileges

You must be logged Into a privileged account to access the permanent database or modity the
volatile database. Table 3—3 lists the priviliges required for various NCP commands.

Tabie 3-3: Required DECnet Priviieges

COMMAND(S) PRIVILEGE(S) REASON

SHOW None SHOW does not affect either database, nor does
It access the permanent database.

SET, CLEAR OPER These commands affect the volatile database
only, but must stil be used with caution.

LIsT SYSPRV The LIST command displays information from

DEFINE, PURGE OPER, SYSPRV

the permanent database. Only users with sys-
tem privilege may access the parmanent database.
To display password Information, BYPASS is
needed as well,

These commands manipuiate the permanent database.

OPER is needed to manipulate any database;
SYSPRV Is needed to access the permanent
database.
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General NCP Command Format

Al NCP commands take the same general format and consist of three parts:
* A command verb.

* A component on which the command operates.

* ©One or more parameters that further qualify the ection to be taken on the component. |
}

Table 34 divides some NCP commands into these three parts. To reconstruct the full command
fead across the row; for example, the first command is: ;

I

-

HCP>SHGW FNOWN QBJECT CHARACTERISTICS

Table 3-4: NCP Command Syntax

COMMAND COMPONENT PARAMETER

LIST KNOWN OBJECT CHARACTERISTICS

SHOW EXECUTOR STATUS

SHOW ACTIVE LINKS .

SHOW CIRCUIT UNA-0 COUNTERS 5

SHOW LOGGING 5

CLEAR EXECUTOR NODE -

SET NODE PARROT ADDRESS 26.143

SET EXECUTOR NONPRIV USER DECNET PASSWOR
DECNET

LooP CIRCUIT UNA-0 WITH ONES COUNT 40 |

Alternative Methods of Entering Commands

There are other ways of entering NCP commands besides typing the entire command from within .
NCP. .

*  Recall NCP commands entered earlier in the NCP sesslon using [CTRUB] or the arow keys. b

*  Enter single NCP commands from DCL by preceding the command with MC NGP: ‘

§ MC NCP SHOW ACTIVE LINKS
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Example 3-1: Using Wildcards in NCP Command Strings
Using Wildcard Characters in NCP wCP>sHOW NoDE 8+ ©

Jsa wikdcard characters in an NCP command Hne to represent NCP components by a general Hode Volatile Summary ss of 29-SEF-1908 13140137

yame, rather than spacity each component individually: Node State Active Delsy Clrcuit Next nods
Links
The asterisk {*) Is used to represent a string of characters. %.214 (SPIDER) CHA-0 26.133
€.13T (STAR) ONA=-D 26.13)
{an Is used to r h a 26.2% (SPRITE) QNA-0 26.133
The percent sign (%) Is used to represent a single character. PSR AN e e
Wiidcards can represent the following companent : WCP>LIST CIRCOIT * @
— Node hame Fnown Citcult Permanent Summary as of 29-SEP-1980 15:40:5%8
Circuit Btats
— HNode address QHA-0 on
) WCP>
—  Clrcult identifier WCP>SHOW OBJ WL CHAR ©
— Linea identifier Object Valatile Characteristics as of 29-SEF-1980 13xd4:19
o Object = FAL
- bm name Number - 17
File id = FAL.EXE
— Events
Object = WML
e toliowing rules apply to wildcard usage: Number - 19
File id = NML,.EXE
For node and object names, a wildcard can represent part or all of the name, and It may
appear anywhere in the string. Object = EVL
Rumber - 26
if the component name is an alphanumeric string, for example, DMC-0, the wildcard char- Process id = 00000029

acter can represent elther the entire name or the numeric elemant. The wildcard should
be used akne or It should appear at the end of the component name; there should be no
characters following it. Circuit Volatile Characteristics as of 29-SEP-1988 15144183

NCP>SHOW CIRCUIT ONA-v CRAr @

For node addresses and events, which are formatted, the wildicard should only appear after Circuit = QNA-0

the period separating the two parns. Furthermore, It should not represent & partial number. State = on
Service = disabled
Designatad router - 26.133
Cost -4
Routsyr prierity - 6d
NOTE Hello timer = 15
. Typs = Etharnst
These are the rules presented in the NCP Reference Manual. In practice, Adjacent nede - 26.133
some of the commands that the manual says not to use produce the ex- Listen timer - 43

pected results. However, if you follow the rules, the commands are certain
to produce the correct resulta.

ixample 3—1 lllustrates the cormrect usage of wildcard characters.
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The SHOW EXECUTOR CHARACTERISTICS coinmand displays Infermation about the executor
node, as lliustrated In Example 3-3 ‘

EXECUTING REMOTE COMMANDS

Most NCP commands issued on the local node are executed on that node. Occaslonally, you
may want to Issue commands from the local node 1o be executed on remote nodes.

*  The executor node Is the node on which NCP functions are actually performed.

* T perform network management functions on remote nodes, NCP supports two commands:
— SET EXECUTOR NODE
— TEW

Setting an Executor Node

The SET EXECUTOR NODE command allows you to choose the node at which you want NCP
commands to executs, as lliustraled in Example 3-2.

Example 3-2: Setting an Executor Node

NCP>SHOW EXECUTOR @

Node Volatile Summary as of 9-SEP-1988 14:57:39
Executor node = 26,60 (LUIGI)

State - on

Identification = DECnet=-VAX V5.0, VMS V5.0
NCP>SET EXECUTOR NODE BOSTON 0

NCP>SHOW EXECUTOR

Hode Volatile Summary as of 9-SEP-1988 14:57:5%
Executor node = 2.7 {BOSTON)

State - on

Identification = DECnet-VAX v5.0, VMS V5.0
NCP>CLEAR EXECUTOR NODE O

NCP>SHOM EXECUTGR

Node Volatile Summary as of 9-SEP-1986 14:58;:34
Exscutor node = 26.60 (LUIGI)

State = on
ldentification = DECnet-VRX V5.0, VMS V5.0

312 NCP Primer

Exsmple 3-3: SHOW EXECUTOR CHARACTERISTICS Command

NCP>SHOM EXECUTOR CHARACTRRISTICS

Node Volatile Charactezristice as of $=SEP-1900 1501130
Executor node = 2§.60 (LOIGTI)

DEChet-VAX V5.0, W¥MS v5.0 @ L

Identification -

Hansgesment vession = va.0.0 !

Incoming timer = 45 |

Outgoing timer = 43 R

Incoming Proxy = Enabled § 4

Outgoing Prouy = Enabled @ '

NS? version = V4.0,0

Maximum links - 32

Delay factor - 830

Dalay weight -5

Inactivity timer - §0

Retranemit factoer - 10

Routing version - V2.0.0

Type = nonrouting Iv @

Routing timer = 00 |

Broadcast routing timer = 40

Maximum address = 1023

Maximum circuits - 16 E

Maximum cost = 1022

Maximum hops - 13 '

Haximum visits =20

Haximum ares - 61 t

Max broadcast nonrouters = 64 g}

Max brosdcast routers = 32 v

Haximum psth splits -1 9 -

Aren maximum cowt = 1022

Area maximum hops - 30

Maximum bBuffers - 100

Pufler size = 376

Nonprivileged ussr id = DECNET

Nonprivileged password = DECNET

Dafault sccess = incoming and outgoing [

Pipeline quota = 3000

Alias Maximum Linke - 32

Path Split Policy = Wormsl @
¥
¥
I3
b
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indicating Access Control for Remote Command Execution

With the SET EXECUTOR NODE command, you can specily access control information to obtain
privileged Information about a remaote node, as shown in Example 3—4.

Exampie 3-4: Using Access Control for Remote Command Execution

NCP>SET EXEC NODE LUIGIT™SYSTEM CHOCOLATE™
NCP>DEFINE NODE VIOLET ADDRESS 33.5¢6
NCP>SET NODE VIOLET ALL

NCP>LIST EXEC CHAR

Hode Permanent Charactaristics ae of 29-SEP-1988 18:34142
Exscutor node = 26.60 (LUIGI)

Management version - v4.0.0

= noarcuting IV
Maximum address = 1023
Honprivilsgsd user id = DECNET
Nonprivileged password « DECNWET

TELL Command

The TELL command Is an alternative to the SET EXECUTOR NODE command. Use the TELL

command to:
+« Execute only a single command at a remote node.

+  Temporarily ovenide the current executor.

Example 3-5 lilustrates the use of the TELL command.

Example 3-5: Using the TELL Command

NCP>CLEAR EXECUTOR NODE @

NCP>SHOW EXECOTOR ©

Node Volatile Bummary as of 29-SEP-1908 18:53:01
Exacuter node = 26.60 (LUIGI)

State - on

Identification = DECnet-VAX V5.0, WVMsS V5.0
NCP>TELL PARROT SHOW EXEC CHAR ©

Node Volatile Characteristics as of 29-SEP-1988 18:53,18
Exscutor node = 26.143 (FARROT)

Identification = DECnet-VAX V4.7, VMS V4.7
HMansgement version = V4.0.0

Incoming timer - 4%

Aliss» incoming = Enabled

Alias maximum links - 32

Aliss node = 26.24 (DEMON}

NCP>sHOW ExEc ©

Node Volatile Summary ss of 29-SEP-1908 16:%3:26
Executor node = 26.60 (LUIGI)

Btate = on
Identification = DECnet-VAX V5.0, VHS V5.0
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BUILDING THE CONFIGURATION DATABASE

This seclion describes how to use NCP node commands, ine commands, circult commands,
and object commands to conligure nodes in & DECnet network.

Node Commands
To conligure an operational network at the local node:
+  Set tha operational state of the local node.

*+  Create database entries of remote nodes with which your users expect to communicate.

Setting the Operational State of Your Local Node

The operatlonal state of a node determines the extent to which that node can participate in
the network. Use the STATE parameter in canjunction with the SET EXECUTOR command to
exercise control over the operational state of the local node. Table 3-5 describes the four states
associated with this parameter.

Table 3-5: Operational Stales of Nodes

STATE FUNCTION

OFF Allows no new logical links 1o be created; terminates exising nks, and
stops route-through traffic.

ON Allows new logical links 1o be created. The ON state Is the normal opara-
tional state allowing route-through traffic.

RESTRICTED Allows no new logical links from other nodes, yet does not Inhibit route-
through traffic.
SHUT Similar to RESTRICTED. Howaver, once all logical knks are terminated, the

local node goes o the OFF state.

Adding Remote Nodes to Your Configuration Database
Example 3-6 shows how to add a remole node 1o the configuration database,
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Example 3-6: Adding a remote node

NCP>sHOW Known Nopes O
Known Nods Volatile Bummary as of 9-3EP-1980 11123144
Exacutor nocde = 26,60 (LUIGI)

Btate = on
ldantification = DECnet-VAX V5.0, VMS V5.0

Node ftate Active Delasy Cirouit Mexzt nods

Linka o

4.20 (FIGMER) ONA=0 26.18 (CYCLPS) .
24.29 {(ANCHOR) QNA=-D 26.1% {CYCLPS) .
26.1% (CYCLPS) QNA-D 26.18% (CYCLFS)
26.24 (DEMON) QNA-0 76.1% (CYCLPS)
26.25 (SPRITE) QHA-0 26.18 (CYCLPS} L
26.4% {FPILGFRM) ONA-0 26.1% (CYCLPS) *
26.61 (ENT} 1 1 OHA-0 26.1% (CYCLPS)
26.89 (WENDI) ONA-0 26.1% (CYCLPS)
26.130 (SWSVAX} OHA-D 26.15 {CYCLFS)
26.143 (PARROT) OHA-O ., 26.1% {CYCLPS)
26.148 (TEDI) ONA-0 26.1% {CYCLPS;
26.190 (IODIAC) ONA-0 26.15 (CYCLPS)
26.281 (RAPTOR) QNA-0 26.1% (CYCLPS)
42.240 (LESLIE) ONA-~0 26.15% (CYCLPS)
42.398 (RDGENG) ONA-D 26.1% (CYCLFS)
NCP>SET NODE 3.4 MAME TOYs 6@
MCP>SHOW KNOWN NODES )
Known Node Volatile Summary as of §-SEP-1988 11:24:09 !
Executor node = 26.60 (LUIGI) L
Statw = on :
ldentification = DECnet-VAX V5.0, WVMS V3.0 '1

Kode State Active Delay Clrcult Next node

Links

3.40 (TOYS) QNA~D 26.13 (cycres) @
4.20 {FIGMEN) QHA-D 26.15 (CYCLPS)
24.29 {ANCHOR) QHA-0 26.15 (CYCLPS)
26.15 {CYCLPS) QWA-O 26.15 {CYCLPE)
26,24 {DEMON) OHA-D 26.15 (CYCLPS)
26.2% {SPRITE) QHA-D 26.18 (CYCLPS)
26.4% (PILGRM) CHA-D 26.1% {CYCLPS)
26.61 {ENT) 1 1 OHA-0 26.15% (CYCLFS)
26.89 (WENDI) QHA-0 26.1% (CYCLPS)
26.130 (SHSVAX} OHA-O 26.1% (CYCLPS)
26.143 (PARROT} QHA-O 26.1% ({CYCLPS)
26,148 (TBD3} QNA-O 26.15 (CYCLPS)
26.190 (IODIAC} ONA-O 26.15 (CYCLPS)
26.281 (RAPTOR} QRA-0 26.1% (CYCLPS}
42.240 (LESLIE} QHA-0 26,13 (CYCLPS}
42,398 (RDGENG) GNA-0 26.13 (CYCLPS) Ll
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Sopying Known Nodes

\s new nodes are added 1o the network, H Is the network/systemn manager's responslibliity to
reale a list of remote nodes in the local database. The system manager on the newly instatied
odae can:

Manually type a separate command for each node that needs to be delined.
Use the COPY KNOWN NODES command.

he COPY KNOWN NODES command copies the names and addresses of remote nodes from
remote database 1o your local node’s database. Follow these steps lo use the COPY KNOWN
IODES command:

Add a node to your database that has a complete Nst of node detinitions.
NCP>SET NODE 2.4 NAME COOKIE
To copy the remote node information from node nnnn, use one of the following:

NCP>COPY KHNOWN RODES FROM nnnn USING VOLATILE
NCP>COPY KNOWN NODES FRCM nnnn USING PERMANENT
NCP>COPY KNOWN NODES FROM nnnn USING PERMANENT TO BOTH

For example, to copy the information to your volatile database from node COOKIE, Issue
the following command:

NCP>COPY KNOWN NODES FROM COOKIE USING VOLATILE

Use the SHOW KNOWN NODES command to ensure thal the remote nodes are defined to
your system.

Removing a Node from the Database

Sometimes It Is necessary to remove Information about a8 remote node from your remate node
database. Use the CLEAR and PURGE commands to accomplish this.

Example 3—7 demonstrates how to remove a node from the volatile databasas.

Example 3-7: Removing a Node from the Database

WCP>sROM NopE zopiac @

Node Volatlle Summary as of 26-SEP-1909 16:28:10

Nods Stats Active Delay Circult Next node
Links
26.190 (ZODIAC) oNA-0 26.133
NCP>
HCP>CLEAR WODE ZODIAC ALL ©
RCP>

MCP>SHOW NODE zoDIAc ©

Node Volatile Summary as of 26-SEP-1988 16:28:30
ANCP-W-UNRCMP, Unrecognized component , Node
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Changing Remote Node Entries

You can change a remote noda’s node name or node address by first deleting the remote node
from your node's dalabase and then redelining the remote node.

it node WENDI maves to a ditferent location on the network, you can change its address in your
database by issuing the commands shown In Example 3-8.

Example 3-8: Changing 8 Remote Node Entry

NCP>SHOW NODE WENDI €

Node Volatile Summary as of 27-SEP-1988 10:18:00

Node State Active Delay Circult Next node
Links

26.89 (WENDI) ONA-0 26.133
NCEP>

HCE>CLEAR NODE WENDI ALL @

HCP>SET NODE 4.118 HAME WENDI ©

NCP>SHOW NODE WENDI

Hode Volatile Summary as of 27-SEP-19608 10:19:02

Node State Active Dalay Clrcuit NHext node
Links

4.118 (WENDI} QNA=0 26.131 0
NCP>

iy =

Changing the Executor's Node Address

When you slart up the network, the executor's node address Is set In the volatile database anc
cannot be changed unloss the system is rebooted. To change the address of the executor node:

1. Make sure the name and address you want to use are not already In use:

NCP>PURGE NODE 26_£0 ALL
NCP>PORGE NODE LUIGI ALL

2. Modify the permanent database by Issuing these commands:

NCP>DEFINE EXECUTOR ADDRESE 26,60
HCP>DEFINE EXECUTOR NAME LUIGI

I
3. Shut down the network and restart It:
NCP>SET EXECUTOR STATE OFF
NCP>SET EXECUTOR BTATE ON
[
i
i
R
.i
e
t
t
v

b
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Line Commands

Unes are tha physical data communication paths between nodes. The network manager can
use NCP commands fo manipulate the physical knes connected lo the local node, or to add a
Nna without reconfiguring the noda.

Identifying Lines
Every ine on a node must have a unique identifier. A line identilier is in the format:
dev-¢{-u]

The parts of the line Identifier are explained in Table 3-6.

Tabie 3-6: Line identiticatlon

PART FUNCTION

dev Represents a communications Interface device nama such as UNA or DMC.

c Represents a decimal number (O or a positive integer) designaling the device's
hardware controlier.

u Represents a decimal unit or line number (O or a positive integer) included it the

device is a multiple unit kne controiler,

Example 3-9: ldentifying Lines

HCP>SHOW ENOWN LINES
Known Line Volatile Summary sa of S-SEP-1988 11:1%:0%
Lins State

ONA-0 on

Setting the Operational State of Lines

The STATE parameter controls the operational state of ines. There are three possible kne states
as shown in Table 3-7.

Table 3-7: Operational State ot Lines

STATE FUNCTION
OFF Allows no traftic over a kne. The iine is unavallable for network activity.
ON Allows traffic over the Yine. Allows complate route-through and down-line loading

operations. This is the normal operational state.

SERVICE Rasarves the line for sarvice tunctions {up-ine dumping, down-ine loading, or
line-ievel loopback testing )

Use the STATE parameter in conjunction with the SET LINE command to specily the state of a
line, as shown in Example 3—10.

Example 3-10: Known Line Status

NCP>SET LINE DMC-0 STATE oN @
MCP>SHOW KNOWN LINE STATUS

Known Line Volatile Status as of 12-SEP-1988

Line State
DMC -0 on
DMC-1 off
OHA -0 on
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Displaying Line Characteristics

The configuration database contains ine parameters for all physical ines connected to & node.
These parameters supply information to control various aspects of & #ne's operation. When a
#ne Is defined, DECnet software automatically assigns default values for the parmameters not
specified.

Example 3—11 liustrates the SHOW KNOWN LINE CHARACTERISTICS command.

Example 3-11: SHOW KNOWN LINE CHARACTERISTICS Command

NCP>SHOW FNOWM LINE CHARACTERISTICS
Known Line Volatile Chactactezistics ss of 4-OCT=1980 14146151
Line = QNA-0O

Receive buffers -s 0

Controllex = normal @

Protocol = Ethernst @

Service timer - qv00 O

Hardware address = 08-00-2B-03~-F1-83 @
Buffar size = uss O

3~ 24 NCP Primar

Circuit Commands

Circuits are virtual connections between nodes. The network manager can use NCP commands
to manipulate all circuits connected 1o the local node or to add & circult without reconfiguring the

node.

Identifying Circuits

Each circult on a node must have a unique Identifier. A circult identifier Is In the format:

Table 3-8 explains the parts of the circult identification.

dov-¢ or dev-c-u or dev-c.i

W

Table 3-8: Circult Identltication

t

PART FUNCTION

dev Represents a communications Infertace device name.

c Represents a decimal number (0 or a posttive integer) designating the hardware
controlier for the device.

u

Represents a decimal unit or circult number included only If there Is more than
one unit associated with the controller, %

Represents a decimal number identifying a tibutary on a multipoint circult. Thi "7:
is a logical tributary number, not 10 be confused with the address used lo poll thet},
tibutary. '

To display the circuits connected to a node, use the SHOW KNOWN CIRCUITS command, as
Hiustrated in Example 3-12.

Exampie 3-12: Showing Known Cirguits |

NCP>SHOW ENOWN CIRCULTS

Known Circuit Volatile Summary as of 12-SEP-1988 11:51:20

Circuit State Loopback Adjacent i
Name Routing Hode N
on 26.15 (CYCLPS) :



Selling the Operational State of Circuits

The STATE parameter controls the operational state of circults, Table 3-8 shows the four pos-
sible states.

Table 3-9: Cperatlonal States of Circults

STATE FUNCTION
OFF Allows no traffic over a circult. The circuit Is unavaliable for network activity.
ON Aliows traffic over the circuit, Allows for complete route-through and down-line

loading operations. This is the normal operational stale.

SERVICE Reserves the circult lor service functions (up-line dumping, down-line load-
ing, or line-level loopback testing). Only an Ethemet circuit allows logical link
activity or route-through at the same time as service operations.

CLEARED Applies only to X.25 clrcuits. The X.25 circult does not exist In the volatile
database when PSi is loaded.

Example 3-13 shows the use of the STATE paramster with the SET CIRCUIT command.

Example 3-13: Manipulating Circult Status

NCP>SET CIRCUIT DMC-0 STATE oN @
NCP>SHOW KNOWN CIRCUIT STATUS &

Known Circuit Volatile Status as of 13-SEP-1986 14:10:28

Circuit State Loopback Adjacsnt Block
Name Hode Size
OMC -0 on 2.1 ({BONGD) 276
OMC~1 on 4.13 {MANGO) 576
URA-0 on 5.149 (TROPIC) 1498
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Displaying Circuit Characteristics

The configuration database shouid comtain drcull parameters for all circults connected to a
node. These parameters supply information used to control varlous aspects of a circuit’s oper-
ation. When a circult Is defined, DECnel software aulomatically assigns default values for the
parameters not speciied.

Example 3-14 lllustrates the SHOW KNOWN CIACUIT CHARACTERISTICS command.

Exampie 3-14: Circult Characteristics

NCP>SHOW KNOWN CIRCUIT CHARACTERISTICS
Fnown Circuit Volatile Charscteristics as of 13-SEP-1968 15115:02
Cireuit = DMC~D

2.1 toscar) @
s

Adjacent nods
Listan timer

Statae = on o
Substate « catarting @
Service = snabled e
Coat -5 O
Hello timer - 130
Verification ~ disabled @
Clrouit = UNA-O
State = on
Ssrvice = snabled
Designated router = 2,1 toscar) @
Cost - 3
Routar priority - 640 O
Hello timarx = 15
Type « Ethernet @
-
-

NOTE

A network manager should not alter the circuit parumeter values without
good reason. The proper setting of circuit parameters greatly affects net-
work performance. Changing circuit, line, and node parameter values to
improve network performance is discussed in the Monitoring and Tuning
module of this course.
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ROUTING PARAMETERS

Routing is the network function that determines the path or route along which data (In packets)
travals to lts dastination. Values for each of the following parameters are displayed by the SHOW
EXECUTOR CHARACTERISTICS command, as Example 3-15 llustrates.

Example 3-15: Rouling Parameters

HCP>SHOW EXEC CHAR

Node Volatile Characteristics as of 4-0CT-1908 17141139
Exscuter node = 26,148 (TBDY)

ldentificatien DECnet=-VAX V5.0, VMS v3.0
Hanagement version Ve.0.0

Incoming timer LE

Qutgeing timer 60

Incoming Proxy Enabled
Cutgelng Proxy Enabled

NSP versioen V4.0.0

Maximum links az

Delay factor ao

Delay waight ]

Inactivity timer &0

Retranamit factor 10

Routing veraion v2.0.0

Type nonrouting IV (1)
Routing timer 600

Broadcast routing timer 100 ©

Maximum address 1023 O

Maximum circuits

Maximum coat 1022 ©

Haximum hops

Maximum visits

Maximum area

Max broadcast nonrouters
Max broadcast routers
Maximum path splits
Arss maximum cost

Arsa maximum hopa
Maximum buffers

Buffer size 576

LN O NN D DR N R NN D NN BN IO N D BN BN BN DR N R R RN N RN BN BN RNE BN BN R BN N R |
=
-

Honprivileged user id DECNET

Dafault acceas incoming and eutgeing
Pipsline quots 000

Alias maximum links EF3

Path split poliey Normal @
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The following notes refer to Example 3-15.

NODE TYPES—Nonrouter versus fouler versus area router.

ROUTING TIMER--Triggers routing update messages on a nonEthemet circult. _

BROADCAST ROUTING TIMER--Triggers routing update messages on an Ethemet dmulti
MAXIMUM ADDRESS—The largest address recognized by the local node.

MAXIMUM CIRCUITS—The maximum number of routing circults that the local node car
use.

MAXIMUM COST—Maximum cost pennitted for the fotal path between source and destina
tion nodes.

MAXIMUM HOPS—Maximum number of hops permitied In a given path.

MAXIMUM VISITS—Maximum number of nodes a packel can visit before ariving at the
destination node.

MAXIMUM AREA—Maximum number of areas recognized by the executor node. )
MAXIMUM BROADCAST NONROUTERS—Maximum number of end nodes 1o which lhéhﬁ
local node can be attached via s Ethernet circults,

MAXIMUM BROADCAST ROUTERS—Maximum number of routers to which the local node
can be attached via its Ethernet clrcults,

MAXIMUM PATH SPLITS—The maximum number of equal cost paths to a given destination
among which the packet load may be spht.

AREA MAXIMUM COST—Maximum cost of circisdts on the path between level 2 routers.
AREA MAXIMUM HOPS—Maximum number cf hops between level 2 routers.

PATH SPLIT POLICY—Indicales the policy for equal cost path spiitting. NORMAL. Indicates
that all traftic will be spit over equal cost paths. INTERIM forces packets for individual

network sassions to foliow the same path—necessary when communicating with nodes tha‘
do not support out-of-order packet caching.
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LINK PARAMETERS

A loglcal link |8 a temparary data path created between two processes. The Hnk exists untl one
of the processes tarminates the connaction. The following parameters govern the establishment
and malntenance of logical inks. Values for each of these paramaters are displayed by the
SHOW EXECUTOR CHARACTERISTICS command, as Example 3-16 lllustratas.

Example 3-16: Link Parameters

NCP>SHOW EXECUTOR CHARACTERISTICS

Nods Volatila Charactsristics as of 4-0CT-1988 17:41:147

Kxecutor node = 26.148 (TBD3)

Identification
Hanagesent version
Incoming timer
Cutgoling timer
Incoming Proxy
Cutgeing Proxy
NSP version
Maxirmum links
Delay factox
Delay wsight
Insctivity timer
Retransmit factor
Routing version

Type

Routing timesr
Broadcast routing timer
Maximum sddrass
Maximum elrcuita
Maximum cost

Haximus hops

Maximum visita
Haxirmum area

Hax broadcast nonrouters
Max brosdcast routers
Maximum path splita
Ares maximum cost
Ares maximum hops
Maximum buffsrs
Buffer siza
Honprivileged user id
Dafault access
Pipesline quotas

Alias maximum links
Path split policy

DEChst~VAX V3.0, VMS V3.0
v4.0.0
30
0 ©
Enabled
Enabled
v4.0.0
12 6
w O

5
¢« O
10 @
v2.0.0
nonrouting IV
600

180
1023

16

1022

o

63

63

64

32

1

1022

3o

100

576
DECNET
incoming and outgoing
000 @

27 ©

Normal

Thae following notes reler to Example 3-16.

©

INCOMING TIMER—Maximum duration between recelpt and accept/reject of a logical link.

OUTGOING TIMER—Maximum duration between request and acknowledgrment of a fogical
k.

MAXIMUM LINKS—Maximum number of active logical nks.

DELAY £ACTOR~—Time vaiue for retransmission of network services protocol (NSP} mes-
sages.

DELAY WEIGHT—Value of estimated round trip delay.
INACTIVITY TIMER—Maximum duration of Inactivity before a link Is tested for viabilty.
RETRANSMIT FACTOR—Number of times NSP will retransmit.

PIPELINE QUOTA—Maximum number of bytes of nonpaged pool used for network trans-
misslons.

ALIAS MAXIMUM LINKS—Maximum number of links to a cluster allas.
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SUMMARY

Every DECnel node has a configuration database that defines characteristics of that node and
determines how It functions within the network. In DECnet-VAX Implementations, this conligu-
ration database is provided within the DECnel software supplled by DIGITAL.

To provide network management flexibllity, each node's database consists of two distinct
databases:

+ Permanent {lixed) database

*+  Volatile {temporary) database

The Network Control Program is a network management tocl to creale, display, and modify
component paramaters in the DECnet configuration databases. NCP is used to:

+  Monitor and lest the network.

« Create, display, and modify permanent and volatile database parameters for DECnat-VAX
syslems.

For added Hexibiiity in network management, NCP Incorporates the concept of an executor
node. The executor node is the node on which NCP tunctions are actually pedormed. To
perform network management functions on remote nodes, NCP supports two commands:

= SET EXECUTOR NODE
= TELL

Node, line. and circuit commands help network managers to configure a node proparty in the
DECnet network. The SET/DEFINE NODE command is used to add a remote node to your
system's conliguration database. The COPY KNOWN NODES command eliminates the need
to manually add entries for remote nodes to the dalabase. This command copies the remote
node entries from another node's configuration database.
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WRITTEN EXERCISES

1. Because of a serious disk fallure, your system disk has to be rebullt from a backup tape.

After the rebutid Is complete, you want to verify that all of the flles that comprise the network
configuration database have boen restored properly and that the commect protectlon is set on
them. Where should you look, and what protection mask should be set?

Information contained in the volatile database is dynamic while information In the permanent
databas; Is static. Based on this fact, which database |5 located on a disk and which Is In
memory

You have been asked o add a new VAX o your network and the node name is to be PARIS.
Describe the steps necessary 1o ensure that the node name and address are unique, and
what command you will use to add PARIS to your permanent database?

Study the kollowing example. Of the circults shown, which are indicating that they are
operating In the normal condition? :

HCP>SHOW FNOWN CIRCUIT ETATUS
Known Circuit Volstile Status as of Ol-NOV-1988 12115:2)

Clrouit State Loopback Adjscent Mlock
Name Mode Sixe
DMC-0 on 1.8 (MANGO} 576
PMC-1 of f
ONA-O service 2.1 (RONGO) 576
ONA-} on

3.149 (BIRINI) 57§

UNA-2 cleared §.150 (TANGO) 57¢
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A user has receivad mail from a user named SANCHEZ on the node ALPHA, but afier trying
to respand, receivad an ermor message Indicating that there was RO such accourt on node
ALPHA. Upon Invastigalion, you discover that the node address for node ALPHA |s defined
ditterently by three diferent nodes in your network. How would you rectify this situation?
What steps can you take 10 avoid this siuation altogether?

Node TANGO, a VAXUVMS node, has just been added 1o the network, Assume that you are
the system/network manager on noda TANGO and currently jogged in to an account that
has SYSPRV and OPER privilages. Write the commandis) to use, from your account on
TANGO 1o pertorm each of the following operations:

a. Add node YANKEE (address 2.10) to TANGO's permanent and volatile databases.
b. Find the names of the remote nodes in node YANKEE's voiatie dalabase.

¢. Copy the remote node names and addresses from node YANKEE's volatile database
into node TANGO's permanent and volatile databases.

d. Delete remote node ZULL (address 2.22) from node TANGO's permanant and volatia
database.

®. Set pode TANGO's operational state (in the volatile database) so that route-through
traftic continues on node TANGO, and established logical dinks remain, but no new
logical inks can be created.

AaA  LMAD ODrisvar

SOLUTIONS TO WRITTEN EXERCISES

Because of a serlous disk fallure, your system disk has to be rebulil from a backup
tape. Afier the rebulld Is complete, you want lo verlfy that ail of the files that comprise
the network configuration database have been restored properly and that the correct
protection Is set on them. Where should you Jook, and what protection mask shouid
be set?

The files should ba in SYS$SYSTEM and the pratection should be (S:AWED,O:RWED,G.W)

Information contained in the volatlle database Is dynamic while Information In the
permanent database Is static. Based on 1hls fact, which database |s located on a disk
and which Is In memory?

The volalilo database s memory resident, and the permanent database is on disk.

You have been asked 10 add a hew VAX to your network and the node name is 10 be
PARIS. Describe the steps necessary 1o ensure thal the node name and address are
unique, and what command you wili use to add PARIS 10 your permanent database?

a. Find out whether the node name already exists.
NCP>SHOW NCDE PARIS

b. Find out whether the node address already exists.
NCP>SHOW NODE address

c. Add the node to the permanent database.

NCP>DEFINE NODE addrsss NAME PARIS

Study the following example. Of the circulls shown, which are Indicating that they
are operating In the normal condllion?

HCP>SHOW KNOWN CTRCUIT STATUS

Rnown Circuit Velatile Status as of 01-HOV-1988 12:15:2)

Circuit State Loopback Adiacant Bleck
Name Noda Size

DMC-0 on 1.8 (MANGO) 5746

DMC-] of £

UNA~O service 2.1 {BONGO) 576

UNA-1 en 5.149 (BIKIN]1) 576

UNA-2 cleared 6.150 {(TANGO) 576

Only DMC-0 and UNA-1 are in the nommal state. The ON state allows for complate route-
through and downline loading operations.
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he node ALPHA, but

. er has recelved mall from a user named SANCHEZ on |

° ;‘ltle‘rs trying to respond, recelved an error message Incicating that there was no such
account on node ALPHA, Upon Invesligation, you discover (hat the node address for
node ALPHA Is detined differently by three different nodes In your network. How
would you rectify this sltuation? What steps can you take 1o avold this situation
allogether?

i UTOR COMMAND to deter-
Log In te noda ALPHA directly, and issue the SHOW EXEC
mioge the comect address for the node, Then log in lo each of the nodes that had ALPHA
emoneously defined and enter the following commands:

HCP>PURGE NODE ALPHA ALL
NCP>DEFINE NODE ALPHA ADDRESS correct addreass
NCP>SET NODL ALPHA ALL

avold the situation, it is a good idea lo have at least one node In your network
:‘I,II‘:O :u:':r:::role and accurate node database. Whenever system managers addr:’l br:r
remote node entry {o their configuration databases, the node address should be ve . G
the master Ist. Whenever a new nade is added to the natwork, the natwork manager shou
be nolified so that this master database can be updated.
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6. Node TANGO, a VAX/'VMS node, has Just been added to the network.

Assume thaf
you are the system/network manager on node TANGO and currently logged in to an

account that has SYSPRY and OPER privileges. Write the command(s) (0 use, from
your account on TANGO to perlorm each of the following operstions:

|
8. Add node YANKEE (address 2,10} to TANGO's permanent and volatlie databases.’
WCP>DEFINE NODE 2.10 NAME YANKEE {psrmanent databasa) ‘:
NCP>SET NODE 2.10 MAME YANKEE (valatile datsbase)

b. Find the names of the remote nodes in node YANKEE's volalile database.

NCP>TELL YARKEE SHOW KNOWN NODES
or
NCP>SET EXECUTOR NODE YANKEE

NCP>SHOW ENOWN NODES
MCP>CLEAR EXECUTOR NODE

c. Copy the remote node names (and addresses) from node YANKEE's volall!ei
datatase Into node TANGO's permanent and voiatlie databases. §
WCP>COPY KNOWN NODES FROM YANKEE USING VOLATILE TO BOTH ‘

d. Delete remote node ZULU (address 2.22} in node TANGO's permanent and volnme:
database,

=

NCP>PURGE NODE IULU ADDRESS 2,22 ALL (permanent datsbase)
NCP>CLEAR NCDE 1OULU ADDRESS 2,22 ALL (volatile database)

e. Sel node TANGO's aperational state (in the volatlle database} so that route-

through tratfic continues on node TANGO, and established fogical links remain, t
but no new logical links can be crealed. '

HCP>SET EXECUTOR NODE STATE RESTRICTED

T

= T
e ol i

b
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LABORATORY EXERCISES

Usa NCP to lind out the following:

1.

~N
+

® & N o o 8 O

10. Updale your map to Include the COST and HOPS from your node to any other In the network.

What are the node addresses for all aclive nodes?

Which of the nodes In your network are #nd nodes?

Are any of the nodes area routers?

Which OBJECT nurmber comesponds to the PHONE image?

How marny active ines are connected o each noda?

Which of the nodes are Q-BUS based?

How many knks are active from your node now?

What Is the value of MAXIMUM VISITS for your node?

Draw a map of the network with ncde names, node types and all ines.
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SOLUTIONS TO LABORATORY EXERCISES

The answers to the questions will vary depending upon the system you are using. The solution
provides a set of commands to use to answer the questions. There may be additional commands
that would also work.

1.

What are the node addresses for ail active nodes?
Use the SHOW ACTIVE NODES command In NCF-
Which of the nodes In your network are end nodes?

End nodes are also known as nonmouting nodes. To datermine which nodes are nonrouwters,
use the SHOW EXECUTOR CHARACTERISTICS command In NCP, and examine the TYPE
parameter. To find the TYPE of remote nodes, use the TELL or SET EXECUTOR NODE
commands.

Are any of the nodes area routers?

It any node in the network Is an area router, its TYPE will be area. Use the same procedure
you used to answer the previous question.

Which OBJECT number corresponds to the PHONE Image?

DECnet software supports process-lo-process communication. The process to which a
logical link Is connected is called an object. There are objects associated with most network
operations, including MAIL and PHONE. To display a list of all the objects defined on your
node, use the SHOW KNOWN OBJECTS command in NCP. The output Includes the object
number for the PHONE imags.

How many active lines are connected to each node?

To determine which lines are active on each hode, use the TELL command and the SHOW
ACTIVE LINES command within NCP.

Which of the nodes are Q-BUS based?

i a node is Q-BUS based, It will use a GNA, and the clrcuit-id will be QNA-n. Use the SHOW
KNOWRN CIRCUITS command, along with the TELL command to find the nodes with QNA
circults.
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7.

10.

How many links are active from your node now?

To determine which logical links to your node are active, use either the SHOW KNOWN
LINKS CHARACTERISTICS or SHOW KNOWN LINKS STATUS command. Examine the
state parameter; il the link is active, the slate will be run.

What Is the value of MAXIMUM VISITS for your node?

Examine the MAXIMUM VISITS parameter in the output to the SHOW EXECUTOR CHAR-
ACTERISTICS command.

Draw a map of the network with node names, noce types and all lines.

The commands to use to build your map include: SHOW KNOWN NODES, SHOW
EXECUTOR CHARACTERISTICS, SHOW KNOWN LINES, and TELL.

Update your map to include the COST and HOPS from your node to any other In the
network.

To update your map with circuit costs, use the TELL and SHOW KNOWN CIRCUIT
CHARACTERISTICS commands. To determine the actual number of hops taken between
your node and any other in the network, trace the path, and count the number of hops.

7. AR UMD Orlimar
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INTRODUCTION

The Network Manager s responsible for the configuration of DECnet software on all host nodes
In the network. With Version 5.0 of YMS, this invoves registering the DECnet license on the
system by supplying information using a Product Authotization Key {PAK) as Input, and running
the VMSLICENSE.COM utility.

This may be done on;
+ Nodes running as part of an Mi-cluster
»  Single (nonclustered) nodes

« A pew node In an existing network

MODULE 4
DECNET-VAX NODE CONFIGURATION OBJECTIVES

To contigure and check out DECnet-VAX software successtully, a network manager shoukl be
able to:

= Sel up the proper conditions for contfiguration.

- Ragister the DECnet-VAX Product Authorization Key (PAK).
+  RAun NETCONFIG.COM to establish the initiat contiguration.
= Start up and shut down DECnet software.

«  Run configuration checkout procedures on newly generated nodes.

RESOURCES

+  VMS License Management Utility Manual, (AA-LA33A-TE)
-  Guide to DECnet-VAX Networking, (AA-LA47A-TE)

«  VMS Networking Manual, (AA-LA48A-TE)

DECnel-VAX Node Conliguration 4- 3
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OVERVIEW: CONFIGURING DECNET-VAX

The five-step procedure for configuring DECnet-VAX Is:

[

ESTABLISH THE
PRECONFIGURATION
CHARACTERISTICS

PERFORM THE INITIAL
CONFIGURATION
{INSTALL THE PAK)

START THE NETWORK
(STARTNET.COM)

COMPLETE THE CONFIGURATION
(POPULATE THE REMOTE_MODES

OATABASE)

VERIFY THE DECnet
CONFIGURATION

MEY_N1S83_a8
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STEP 1

ESTABLISH THE
PRECONFIGURATION
CHARACTERISTICS

PERFORM THE INITIAL
CONFIGURATION
{INSTALL THE PAK}

START THE NETWORKX
(STARTNET.COM)

COMPLETE THE CONFIGURATION
(POPULATE THE REMOTE_NODES

DATARASE)

YERIFY THE DECnat
CONFIGURATION

MEY_R1804_08
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.

W
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Establishing Pre-Configuration Characteristics

Betore contiguring the DECnet-VAX software, these characterstics must be determined:

Nodse name

Node address

— araa . node

Node type
— End node
-— HRouting Node (level 1 or 2)

Physlcal network connections

Privileges for:
— Network manager
— Network users

— Application programs

4-6 DECnet-VAX Node Configuration

Table 4-1 Hsts the privileges required to pertorm several network operations.

Table 4-1: Priviieges for Various Network QOperations

OPERATION PRIVILEGE LIST

Starting the Network (STARTNET.COM) ACNT, DETACH, CMKRANL, ALTPRI, LOG_IO,
SYSNAM, NETMBX, TMPMBX, OPER, SYSPRV,
WORLD

Perform task-task communication NETMBX, TMPMBX, SYSNAM

Vlew passwonds under NCP BYPASS

Access the permanent database SYSPRV, OPER, NETMBX, TMPMBX
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STEP 2

A4 B NEM e VAV M

ESTABLISH THE
PRECONFIQURATION
CHARACTERISTICS

PERFOAM THE INITIAL
CONFIGURATION
(INSTALL THE PAK)

STAAT THE NETWORK
(STARTNET COM)

E] COMPLETE THE CONFIGURATION

(POPULATE THE REMOTE_NODES

DATABASE)

VERIFY THE DECnet
CONFIGURATION

[ PO T PP

CLem I T

Performing the Initial Configuration
Installing the DECnel Product Authorization Key (PAK)
it Is necessary to Install the PAK before starting up DECnet software:

* Required to enable the software to operate on the network.

* Registered using the VMS License Managemant Faclity (LMF) or the VMSLICENSE.COM,
utllity. @

-

* Koy type based on type of license purchased: o
— Fuil function PAK {for a routing node): DVNETRTG
— End-node PAK: DVNETEND
The licensing procedure consists of the following staps:
1. Obtain the PAK.
2. Shutdown DECnel software:
NCP>  SET EXECOTOR STATE SHOT ;
3. Register the PAX by entaring the Invoking the LICENSE utility: t

§ OSYSSUPDATE: VMSLICENSE

4. Using the hardcopy PAK for Input, answer the questions provided by the command proce-
dure. Example 4-1 shows a sample PAK. Example 4-2 and Example 4-3 show a sample
1un of the licensing command procedure.

NOTE

Prior to VMS V5, DECnet software for MicroVMS had to be insfalled with
VMSINSTAL.COM. Now, with V5, there is no longer a MicroVMS, so DECnet
software comes bundled with VMS (like regular VMS for earlier versions).

i

ry
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Example 4-2: VMSLICENSE Command Procedure, (Sheet 1 of 2)

Example 4-1: Sample Product Authorization Key
PARIS> @SYSSUPDATE: VMSLICENSE

e mmm—————— e m————

PO, mm——— + LICENSE SOFTWARE PRODUCT ! DOCUMENT ISSUE DATE |

Idjitgriteiaidl FRODUCT AUTHORIZATION KEY I 1-0CT-1938 ] 1. FRegister a Product Authorization Key

el | + + 2. Amend an sxisting Product Authorization Key
3. Exlt thie procedurs

VMS Licenss Management Utility Optionast

bigitsl Equipment Corporation
Maynacd, Ma. Belect cption: 1

_____ e —————————— * Do you have your Product Authorization Key? Y
| ORDERED BY: FLINTSTONE ENTERPRISES .

] Mr. Barney Rubble .
|
|

et

LICENSE ADMINISTRATION LOCATION:

32 Gravel Blvd, .

Bedrock, Ma. 10129 PAK ID:

|
|
| Digitsl Equipment Corporation
| Maynard, Ma.

|

|
= Iawuar (DEC): [RETURH

----- - —-——

-

...‘...IIIIII'..."‘.l..‘ll.lIIIIII....'l..t..l...Il.lll..tl'....l.l...'.. - lu[hotiz.tion N It unoo’,l
PAR 1D: umbse.
lssuer: DEC FRODDCT ID:
003 VNETEND
Authorization Numberi USA 31 « Product Hame: P )
PRODUCT ID: N FETORR
Product Name: DVNETEND Producer (DEC): [RETURH]
Producer: DEC NUMBER OF ONITS:
NUMBER OF UNITS: * Numbsr of Units: O
Numbuwr of unitas: 0O
KEY LEVEL:
KREY LEVEL: .

Version: 5.0 Version (vv.uu}: 3.0

Product Relanss Date: KEY TERMINATION DATE:

KEY TERMINATION DATE:

Koy Termination Date {dd-mmm- 31-DRC-19
Ney Tarmination Date: 31-DEC-1988 ey Tarminstion Date ({dd-mmm-yyyy): DEC-1900

RATING:
RATING:
Availabllity Table Code: E ®* Avaiiability Table Code: X
Activity Tabla Code: * Activity Table Code: {RETOEN
MISCELLANEQUS: MISCELLANEOUS :
Key Options: MOD_UNITS N :
Product Tokent Key Optionas: MOD_UWITS
Hardwace 1dt * Node this suthorization key s
Checksum: 1-DEML-LURT-NGTD-BANT » a2 au risation V'd restricted to [PARIS]: m] [ 7]
[t e e e R R L R R LR LR L LI R LRl * preoduct Tokan: [m

* Hardware ID: [E!.IU_E_P:]

* Checksum: 1-DIDIL-LURT-B0TD-BART

DECnet-VAX Node Configuration 4- 11

4 iA AEA— e AW Lmsda Panflaoratian -l w



Example 4-3: VMSLICENSE Command Procedure, (Sheet 2 of 2)

LMF Databsser SYSSCOMMON!|SYSEXT]LMFSLICENSE.LoR ©
Isauwr: DEC
Authorization Numberi: OUSAOO0331
Product Name: DVNETEND
Producer: DEC
Husker of Onite: 0
Version: 5.0
Product Relaass Date:
Koy Termination Date: 3i-DEC-1988
Availability Table Code: E
Activity Table Code:
Key Options: MOD_UNITS
Product Tokans
Hardware ID:
Checksus: 1-DEML-LORT-ROTD-BAHY

This suthorization key is restricted to: PARIS
* Is this information corzect? ¥ O

DVHETEND has been registersd.

DVNETIND has been loaded.

VHS License Mansgement Utility Optionas:

1. Register a Product Authorirstion Key
2. Amend an existing Product Authorizstion Key
3. Exit this procedurs

Select option: 3

4-12 DECnei-VAX Node Configuration

Running NETCONFIG.COM 1o initialize

SYSSMANAGER:NETCONFIG.COM gives netwol

the minimum amount of Initialization fequired to start a DECnet network.

After prompting for various required parameters,

mands used to configura the DECnet-VAX node.
NETCONFIG.COM does the foliowing:

1. Purges entrles from the permanent database:

— Executor
— bnes

—  Circuits
— Logging
— Objects

~ Ethemet configurator

Automnatically determines DECnet devices on the node:
— Ethemet
— Cl

Initalizes the executor permanent database.
Creates executor default DECnet VMS account and directory.

initializes lines, circuits, and logging information,

Prompts fo allow the commands (Just bult) to take eftect (NETCONFIG.TMP).

Prompts to start the network software {STARTNET.COM).

DECnel-VAX Node Conliguration 4- 13
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NETCONFIG.COM does not.

Save the contents of existing parmanent database.
Populate the ramote node database.

Fuilty populate the permanent database.

Daefine CI clrcults.

Define asynchronous terminal knes/circults.

Example 4—4 and Example 4-5 Ilustrate the use of NETCONFIG.COM.

Exsmple 4-4: NETCONFIG.COM Example for a Routing Node, (Sheet 1 ol ?)

PARIS> 8SYSSMANAGER:NETCONFIG
DECnst+~VAX network configurstion procedure

This procedure will help define the parameters neseded to gst
DECnet running on this machine. You will be shown the changss before
they are actually executed, in case you wish to perform them manuslly.

What do you want your DECnat node name to be? t PARIN
What do you want your DECnet address to be? 1 33.4
Do you want to Operstée as a routar? {NO {nonrouting)]: YES
Do you want » default DECnet acCount? {YES}: YHB
Do you want to use the CI ss & DEChet datalink? {NO]+ YHB

Example 4-5: NETCONFIG.CCM Example for a Routing Hode, (Sheet 2 ot 2}

Herw are the commands necessary to sest up your aystemi

$ RUR SYSSSYSTEM:NCP
PORGE EXECUTOR ALL
PURGE KNOWN LINES ALL
PURGE XNOWN CIRCUITS ALL
PURGE KHOWN LOGGING ALL
PORGE KNOWN OBJECTS ALL
PURGE MODULE CONFIGURATOR KNOWN CIRCUITS ALL
DEFIKE/USER SYSSOUTPOUT Nl
DEFINE/USER SYSSERROR WLi
RUN SYSSSYSTEM: NCP
PURGE HODE 535.4 ALL
PORGL NOOE FARIS ALL
MON SYSSSYSTEM: NCP
DEFINE EXECUTOR ADDRESS 35.4 STATE ON
DEFINE EXECUTOR NAME PAR]S
DEFINE EXECUTOR MAXIMUM ADDRISS 1023
DEFIKE EXECUTOR ROUTING TYPE ROOTING IV
DEFIRE EXECUTOR WNONPRIVILEGED UDSER DECNET
DEFINZ EXECUTOR RONPRIVILEGED PASSWORD DECNET
DEFINE/OSER SYSOAF SYSSSYSTEM:RYSUAF.DAT
RON SYSSSYSTEM: AUTHORILE
ADD DECNET /OWNER="DLCWET DEFAULT" -
/PASSWORD=wDECNET -
fUIC=[376,376) /ACCOUNTwDECNET -
/DEVICL=SYSSSYSDIVICE /DIRECTORY={DECNET} =
FPRIVILEGE= (THFMBX, NETMBX} -
/TLAGS= {CAPTIVE} /LGICHMD=NL: =
/HOBATCH /NOINTERACTIVE
$ CREATE/DIRECTORY SYSSSYSDEVICE:{DECNET] /OWNER=[376,376]
$ RUN SYSSSYSTEM:NCP
DEFINE LINE UNA-O STATE OW
DEFIHE LINE CI-0 STATE ON
DEFIKE CIRCUIT UNA-Q STATE ON COST 3
DEFIRE LOGGING MONITOR STATE ON
DEFIRE LOGGING MONITOR IVENTS 0.0-9
DEFINE LOGGING MONITOR EVENTS 2.0-1
DEFINE LOGGING MONTTOR EVENTS 4.2-1),15-16,18-1%
DEF INE LOGGING MON1ITOR EVENTS 3.0-18
DEFINE LOGGING MORITOR EVENTS )28.0-4

LK X

| Remove existing entry, if any

Do you want these Commands to be axecutad? IYRES]: EETURN
The changes have besn mada.

If you have not already registered the DECnet-VAX key, then do wo now.
After the key has been registered, you should invoks the procedure
SYSSMANAGER: STARTNET .COM to start up DECnet-VAX with thess changss.

(If tha key is alresdy reglatered) Do you want DECnet started? [(YEB]»

DECnet-VAX Node Configuration 4- 15
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STEP 3

Qg Qg

O

ESTABLISH THE
PRECONFIGURATION
CHARACTERISTICS

PEAFORM THE INITIAL
CONFIGURATION
(INSTALL THE PAK)

START THE NETWORK
[STARTNET.COM}

COMPLETE THE CONFIGURATION
{POPULATE THE REMOTE_NODES
DATABASE)

VERIFY THE DECnet
CONFIGURATION

MRY_K1908_84
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Starting the Network

Figure 4-1 lllustrates the order of execution of varous processes as a network stars.

Figure 4-1: Order of Network Startup on VMS V5.0

BYSSSYSTEM:
STARTUP.COM

Q@EYSSMANAGER:
BYSTARTUP_VS.COM

L d

BYSSMANAGER:
SYSTARTUP_VS.COM

EYSSMANAGER:
STAATHNET.COM

SYSSMANAGER:
LOADNET.COM

BTARTNET.COM

@ SYSIMANAGER:
LTLOAD.COM

BSYSIMANAGER:
LOADNET.COM

@SYSEIMANAGER:
RTTLOAD.COM

v

OSYSIMANAGER: ./

SYSSMANAGER:
LTLOAD.COM

DECnel-VAX Node Contigurailon 4 17

SYSISMANAGER;
ATTLOAD.COM
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STARTNET.COM
STARTNET.COM performs the lollowing tasks:

L

wr

1.

Chechs for sufticlent privileges:

(ACNT, DETACH, CMKRANL, LOG_IO, WORLD, NETMBX, TMPMBX, SYSNAM, OPER,
SYSPRYV, ALTPRI)

Ensures that the executor permansent database is In piace.

Compares SCSSYSTEMID, SCSNODE with executor node name and address.
installs images:

— SYS$SYSTEM:NICONFIG.EXE (privs = SYSNAM, LOG_10)

— SYS$SYSTEMEVL.EXE (privs = SYSNAM, OPER, SYSPRV)

Executes: @SYS$MANAGER:LOADNET.COM 'P1°.

— 'P1’ defaults to NETACP it not specitied.

— Waits for NETACP to flnish initiallzation.

Canfigures basic volatile databasa (from permanent}:

- SET EXECUTOR ALL

OBJECTS

— SETKNOWN ! LOGGING ) ALL
PROXIES

Defines logicals for MOM.

Continues with basic configuration (permanent to volatile):

_ LINES
SET KNOWN { LINES s }ALL

Enables module configurator circults.
Executes: @SYSSMANAGER:RTTLOAD.COM (remote terminal functionality).
Completes basic configuration (permaneni io volatile):

— SET KNOWN NODES ALL (This can be time-consuming.)

LOADNET.COM

LOADNET.COM performs the following tasks:

1.

Checks for sutticient privileges:
(ACNT, DETACH, CMKRNL, ALTPRI)
Loads drivers:
— NETDRIVER
— NODRIVER
Chechs for user-override loglcals:
MAXIMUM_WORKING_SET

NETACPS | PAGE_FILE
EXTENT

ENQUEUE_LIMIT

RTTLOAD.COM

RTTLOAD.COM perorms the following tasks:

1. Checks for sufficient privileges:

(ACNT, DETACH, CMKRNL, LOG_I0, NETMBX, TMPMBX, SYSNAM)
2. Determines page flie quota for REMACP.

3. Loads drivers:

RTTDRIVER
CTDRIVER

DECnel-VAX Node Contiguration 4 19



STEP 4

ESTABLISH THE
PRECONFIGURATION
CHARACTERISTICS

PERFORM THE HUTIAL
CONFIGURATION
{INSTALL THE PAX)

START THE NETWORK
(STARTNET.COM)

COMPLETE THE CONFIGURATION
(POPULATE THE REMOTE_NODES
DATABASE)

« K8 R Q

VERIFY THE DECnet
CONFIGURATION

O

MKV_R1887_so

4- 20 DECnel-VAX Node Conflgurstion

ey =

Completing the Configuration
Populating the Remote-Nodes database

Take the following steps to populate the remote-nodes databasg:
1. Establish & symbolic entry for an adjacent node:

LOHDON> RUN SYSSSYSTIM:NCP
HCP> BET NODE 55.4 WAME PARIS @

2. Copy the permanent remote-nodes database from the adjacent node: |

WCP>  COPY KHOWN NODES FROM PARIS TO PERONENT @ 'l
Figure 4-2 illustrates the transter of information from the remote-nodes database on PARIS '
the remote-nodes database on LONDON. :

Figure 4-2: Copying remote-node Information from an adjacent node

PARIS:: LONDON::
=
BYSSSYSTEM: L BYSISYSTEM: _
METNODE_REMOTE.DAT NETNODE_REMOTE.DAT |
1 ‘_
I L
:l
vl == gl G "
BIGBEN
TOWER - T ~*| TOowEn
THAMES I THAM...
PARLS
LOUVRE
EIFFEL | |
MOSCOW
REOSG
L
H ;
I
1
I

MAV_X1882_08
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Non-Ethernet Implementations

Running DECnet Over a Cl-Cluster

DECnet software can be Implemented over the Cl-ines of a VAXcluster, as well as over an
Ethernat LAN. Usually, this Is not done since operating system traffic over the Ci is of a more
time-critical pature than conventional Ethemet traffic.

Howaever, If an Ethemet controlier should fall, DECnet traffic can be re-routed through the CI.

Figure 4-3 shows two possibilities of DECnet communications:

Figure 4-3: Sample Ci-cluster network

ETHERNET

AQUTING IV

cu@

Phya Add¢.:AA-00-04-00-04-DC
DECnwla §5.4

PARIS::

BIGGUY::

NON-ROUTING

ci-(D

Phys Addr :AA-00-04-00-03-DC
DECneta 53 3

LOUVRE::

4- 22 DECnet-VAX Node Confiauration

MKV _X1683 48

Configuring DECnet Software Over the Cl
Foliow these steps to configure DECnet software over the Cl;
1. Load the device drver for the C| (CNDRIVER).
Add the following commands to SYS$MANAGER:SYCONFIG.COM:

§ SYSGEN == $EYSGEN
§ SYSGEN CONRECT CHAQ/NOADAPTER

2. Set the Cl knes and circults In the volatile database.
Add the loliowing commands to SYSSMANAGER:LOADNET.COM:

$ NCP i=a SNCP

NCP> DEFINE LINE CI-0 STATE ON

RCP> DEFINE CIRCOIT CI~0.circuit=1 TRIBUTARY circult~] ETATE ON
MCP> DEFINE CIRCUIT CI-O.circuit=2 TRIBUTARY clrcuit=-2 STATE ON

NCP> SET KNOWH CIRCUITS ALL
HCP> EXIT

Where circuit-n can be determined through the YMS command:

$ SHOW CLUOSTER/CONTINOOUS

The circult-n values represent the port value associated with each Cl kne:

The examples and ligures on the next few pages illustrate the differences between running
DECnet software over an Ethemst LAN and over the Cl bus.
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Exsmple 4-6: Running DECnet over Elhernet LAN (UNA-0)
Figure 4-4;: SHOW CLUSTER Display from Node PARIS PARIS> SEOW NETWORK

VAX/VMS Network status for local ncde 35.4 PARIS on 25-SEP-1980 16131:11.25%

f \ The next hop to the nearest arsa router is node 55.1 LONDON
Wiem 3t Cluates Wam ayavem 1D SEIES Mids PARIS P4-BEP.1980 R 4410 Node Links Cost Nops Hext Mop to Node
55.4 PAR1S 0 0 o (Local) -> 55.4 PRI
avaTRMS LI T cmcunt .
oot SOFTWARS TATUS RPOAT .
ranis Vs va & MENBER " 55.33  FRANCE o ] ] {Local) => 55,4 PARIS
unp HeC YIS 1 .
Louvna Ve v ¢ winpeR " i
55.3 LOUVRE Q 3 1 ONA-0 ~> 35.3 Loovae

Total of nnn nodes.

COMMAND ADD APORT_NUM o

. J

nr_1senu0 Figure 4-6: Diagram of DECnet Sofiware over UNA-0

Figure 4-5: SHOW CLUSTER Display from Node LOUVRE ROLZING 1v

. . c- PARIS::

Phys Addr.:AA-00-04-00-04-DC

’ ( \ OECnet- 55 4

¥iew of Clunter frem aysiem (D 0323 nede LOUVAL RO-BEP- 1000 42 14MR

-

vatewe CITE T emcuiy H "z“

< o

NopR BOPTWARE eTATUN APORT g W 8IGGUY:;

X

FARIS Ul Ve e MEMBEA 14 o) G
LT HEC veTe +
LOuUYRE YHE VIR WEMBER 1%

NON-ROUTING

@— - LOUVRE::

Phys Addr :AA-00-04-00-03.-DC
DECneta 553

COWMANDE ADD APORT_Nuy o

C . -
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Running DECnet Software over Terminal Lines
Example 4-7; Running DECnet Software over Ci-0 STATIC Startu p

PARIS> BRON NETWORK

/VHS Network status for local node 55.4 PARIS on 23-~SEP-1988 16:29:120.38 To configure DECnet software to run over STATIC asynchronous knas:
VAX, wtwor -

The next hop to the nearest ares router is mods 33.1 LOWDOK. 1. Load the asynchronous DDCMP driver, NODRIVER, and the virtual terminal driver, TTDRIVER:
Sode Links Cost Hops Next Hop to Mode
° Local) => 55.4 PARIS § RUN SYESSYSTEM:SYSGEN
55.4 PARIS ] 0 o { BYSGEN> CONNECT NOAO/NCADAPTER

. SY3GEN> CONNECT VTAO/NOADAP TER/DRIVER=TTDRIVER

.

35.35  FRANCE o 0 0 (Local)l => 85.4 PARLS
i 2. Set the termina! fine for DDCMP use:

3.3 Loovae 110 1 er-o. o> 353 LTV $ SET TERMINAL/PROTOCOL=DDCMP/PYRMANENT/MOTYPE_AKEAD/NOADTORAUD -
. /SPEED=9600 YTTAD)
" gotal of nan nodes. OR, set the terminal ine for DDCMP dialup use:

# SET TERMINAL/PROTOCOLaDDCMP /PEWENTINOTYP!_IHEAD/NOAUTOBID’D -
/SPEED=1200/MODEH/NOHANGUP TTAO:

Figure 4-7: Dlagram of DECnet Software over CI-0

3. Enable the terminal kne In the permanent/volatlic databases:

NCP> DEFINE LINE TT-0-0 STATE ON RECEIVE BUYFERS 4 LIRE SPEED 1200

NCP> DEFINE CIRCUIT TT-0-0 STATE ON
ROUTING IV NCP> SET LINE TT-0-0 ALL
o— co-P PARIS:: NCP> SET CIRCUIT TT-0-0 ALL
Phys.Addr.;AA-00.04-00-04-DC

DECnets 56 .4

HSC 70

c-

BIGQUY::

DECnet

NON-ROUTING

® ci- (@ LOUVAE::
Phys.Addr. AA-00-04-00-03-DC

DECneta 563

MUY _KI0BT_88
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STATIC Shutdown
To terminate the connection:
1. Remove all ines from the databases:

WCP> SET LINKE TT-0-0 STATE OFF
NCP> SET CIRCUIT TT-0-0 STATE OFF
NCP> CLEAR LINE TT-0-0 ALL

HCP> CLEAR CIRCUIT TT-0-0 ALL

2. Switch the line back to a terminal ine (non-modem):

§ SET TERMINAL/PROTOCOL=NONE/PERMAMENT TTAD:

3. Switch the line back to a terminal kne (modem):

§ SET TERMIMAL/PROTOCOL=NONE/PENHANENT/AUTORAUD/ TYPE_AHEAD TIAO+

Reasons for Failure of Static Asynchronous Connections
There are several reasons for the fallure of static asynchronous connections:
+  /MODEM and /EIGHT characteristics not set on terminal #ne.

* Line speeds at both ends not set to the same valua.

*  Party not set to NONE on terminal ine.

* Both nodes not In same DECnet area.

4-28 DECnel-VAX Node Conliguration

DYNAMIC Startup

To configure DECnet software to run over dynamic asynchronous hnas:
1. Load NODRIVER, and TYDRIVER:
MOSCOM> RON RYS3SYSTEM) SYSGEN

SYSGEN> CONNECT WOAO/MOADAPTER
SYSGEN> CONNECT VIAO/MOADAPTER/DRIVER=TTORIVER

2. Install the shareable Image DYNSWITCH:

MOSCOW> INSTALL 1em §INSTALL/COMOMND
MOSCOM> INSTALL

INSTALL> CREATE SYSSLIBRARY 1 DYMSWITCR/ SKARZ /FROTECT/HEADER/OFEN
INSTALL> EXIT

3. Set the transmit and recelve passwords {Circult-level} through NCP.

{Passwords on both systems must match.)

On the INITIATING node (MOSCOW):

MOSCOW> NON SYSSSYSTEM:RCP

NCP> SET NODE PARLS TRANSMIT PASSWORD TO_PARIE
WCP> EXIT

On the TARGET node (PARIS):

PARIS> RUN SYS$EYETEMiNCP

NCP> EET NODE MOSCOW RECEIVE PASSWORD FROM _PARIS
NCP> SET NODE MOSCOW INBOUND ROUTING -
RCP> EXIT

4. Set the terminal ine for DDCMP use:

MOSCOW> SET 'rnmm/rno‘rocon-uouzlrtmmr/ummmommum -

IB?EED-lZOO/IIJDlH/HOMGW/DISCOH'IIICT/HMIGUP TTAO:

DECnet-VAX Node Configurstion 4- 28
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DYNAMIC Shutdown

5. Connect to the remots system through the terminal emulator function of DECnet-VAX: There are two ways to terminale the connection:

MOSCOW> SET HOST/DTE TTAO: *  Physically break the data connection (hang up).

. *  Clear the line/clrcult entrles trom the volatile database by one of the following:

Dearmase: enter valid "”‘"“: NCP> SET LINE TT-0-0 STATY OFF
Rassword: enter valid passwor NCP> SET CIRCUIT TT-0-0 STATE OFF
NCP> CLEAR LINE TT-0-0 ALL

NCP> CLEAR CIRCUIT TT-0-0 ALL

Welcoms to Rods PARIN!

- -1888 22,11
Last intsractive legin on Satuxday, 3-WOV
Last non-intaractive logim on Saturdsy, S-NOV-1988 212:0%

FARIZ> SET TRRMINAL/PROTCGL«DDCOMP /RIGHT/SWITCHsDECHRT Reasons for fatlure of Dynamic Asynchronous Connections

-- d to neds MONCOMI:
MHCE-EMD, csetrol retucned to m There are soveral reasons for the fallure of dynamic asynchronous connections:

You are now connected using DECnet software. *  DECnet softwars nol started on both nodes.

= Drivers not loaded (NODRIVER, TTDRIVER).

*  DYNSWITCH not Instalied for auto-switched Enes.

+ Characteristic /DISCONNECT not sat on terminal ine.

* Both nodes not in same DECnet area.

*  Routing Initislization (Clrcult-level) passwords do not match,

* INBOUND ENDNODE or INBOUND ROUTING not sel through NCP.

DECnet-VAX Node Configuration 4~ 31
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STEP 5

ESTABLIGH THE
PRECONFIGURATION
CHARACTERISTICS

PERFORM THE INITIAL
CONFIQURATION
{INSTALL THE PAK)

y

BTAAT THE NETWORK
{STARTNET.COM)

COMPLETE THE CONFIGURATION
(POPULATE THE REMOTE_NODES
DATABASE)

YERIFY THE DECnet
CONFIOQURATION

N Q& 8 8 g

MKY_N1908_89
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Verifying a Successtul Configuration

After STARTNET.COM completes, the following commands can be used 1o verlly the success.
of the configuration: ¥

DCL Commands:

— $ SHOW SYSTEM (See Example 4-8.)

— § SHOW NETWORK (See Example 4-9 and Example 4-10.)
- $ SET HOST

— $ RUN SYS$SYSTEM:NCP

NCP Commands: ' f
— SHOW EXECUTOR CHARACTERISTICS v
— SHOW NODE nodename STATUS

— SHOW KNOWN CIRCUIT CHARACTERISTICS

— SHOW KNOWN LINE CHARAGTERISTICS

py
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Example 4-8: The SHOW SYSTEM command

# SHOW SYSTIM

VAX/VMS V5.0 on node HERMAN l-iOV-l!ll 10:33:39.00 Upt ime

Pld Process Name State Pri 1/0
20600080 NULL coM ° 0
20600081 FWAPPER WIR 16 0
20600085 ERRFMT HIB . 20963
20600088 CACIII__SIRVEII HI1B 16 M
20600087 CLUSTER_SERVER HIB 10 "o
20600088 OPCOM 1xr ’ 1510
20600089 JOB_CONTROL aIn 122178
20600087 CONTIGURE nia (] 27
20600088 SYMBIONT 0001 RIS [ €1923
2060000y weTack O uis 10 117138
20800090 Rvi @ nie ¢ 3190
20600091 Revace © HIN » 1038
20600052 TIAINING cOR ) 1087
2060098 VAXsim Monitor MNIB . LYY 1

Notes on example 4-8:
© NETACP:

— Naetwork Anclilary Control Process

<rO
18:49:132.17
00113110 48
00:03:53.02
00310001 .60
004102135, 66
©00:01139.38
00:25:158.42
00100:100.34
0015%127.9%
0 00:29127.8¢
0 0G102:33,.08
0 00100:04.20
0 00:00:00.17
0 00100159.92

-

- -N-N-N-R- NN

{No longer sioppable with VMS v5.0; STOP/1D=8F

® Evl
— Event Logger

© REMACP:
— Remote-terminal Anclllary Control Process

— Associated with the DECnet object CTERM (number 42}
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Tage flts Ph.

0

o

1 1]

30
118
27200
210
102
IMa70
30096
334066

Example 4-9; SHOW NETWORK for a routing nod

PARIS> EHOW NETWCORK

VAX/VMS Network stastus for locsl node 55.4 PARIS on 22-CCT-1900 13:134140.98 131

The next hop to the nearest ares touter is node 55.1 LONDON,

: Nods Links  Coat Hops Hs
87 55.4 0 0 o
o 85,1 o 3 1
286 33.2 ] 3 1
141 35.3 ] 3 1
p R 1]
123 Total of 4 nodes
512
149¢
;: L] Example 4-10: SHOW NETWORK for an end node
213 LOUVRE> BHOW NLTWORK

xt Hop to Node

{Local) -> $5.4
UNA-O ->» 35.1
UNA-O ~> 35.2
UNA-0 -> 55.3

VAX/VMS Network ststus for local node 53.3 LOUVRE on 14-AUG~1888 11:133:00.0%

This is » nonrouting nods, and doss not have &
The designated router for LOUVRE is node 55.1

ny network information.
LoNpDON .
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User Environment Test Package (UETP)
UETP performa the following functions:

Interactive tasting of network and system.,
Tests hardware and software.

Shuts network down during test phase.
Zemos counters.

Uses NCP commands to create test command procedures.

The test package includes:

Local Node Test

Sequential Circult Test

Paraliel Circult Test

Adjacent and First Hop Node Test

4- 36 DECnet-VAX Node Configurstion

To Usa UETFP. log in to the SYSTEST account and execute:

4 GUETP
Than, make the following cholces:
*  Select a subset or all tests.
— DEVICE
— LOAD
-~ DECNET
— CLUSTER
— ALL
*  Select the number of passes. The defautt is 1.

= Select long or short format. The defaut Is long.

Example 4-11 shows a sample UETP run.
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Example 4-11: UETP Example

Welcome to VAX/VMS V3.0

Uswroamst SYITEST
Fassword:
Welcome to VAX/VHS V3.0 on nods LONDON

Last intersctive login on Wadnasday, 20-SEF-1989 20136

LONDOW> QUETP
Welcoms to VAX/VMS UETP Version V3.0

SUETP-I-ABORTC, UETINITOO to abort this test, typs °C
You ars tunning on & VAXstation II/GPX CRU with 18432 pages of memory.
The system was booted frum _DUAM (8Y30.}).

Run "ALL" OULTP phasse or & "SUBSET" [ALL)7 SUBRSET
You can chooss one ot mors of the following phases:

DEVICE, LOAD, DECNET, CLUSTER

Phassai{e)t DECERT

How many passse of UETP do you wish to run (1)7 [RETURN]
Do you want Long or Short report format [Long)? [RETORN]
UETP starting at 20-SEP-1900 20:42110.42 with paramstera)
DECNET phassa, 1 pass, 9 loads, long report.

AUETP-1-BEGIN, UETONETOO beginning at 20-SEF-1960 20:142112.0%
SUETP-I-BEGIN, UELTDNETOO 0000 beginning at 20-SEP-1068 20:42:112.9%
\UETP-I-BEGIN, EXECUTOR node testing beginning at 28-SEP-1988 20:42,10.63
AOETP-1-ENDED, EXECUTOR node testing anded at 28-SEP-1988 20:42137.30
AQETP-1-BEGIN, Network sizing beginning at 28-SEP-1988 20:42:37.79
Testing circuit QNA-0 to node 35.4 (PARIS)
\UETP-I-ENDED, Network sizing ended at 28-SEF-1988 2014214%.60
AOETP-I-BEGIN, Remots circuit testing beginning at 20-SEP-13588 20:142:32.33
A0LTP-1-BEGIN, UETDNETOL beginning st 20-SEP-1588 20:142:3).29%
SOETP-1-BEGIN, ONAO2613)) 0000 beginning at 20-SEP-1988 20142134.45
\UETP-I-BEGIN, QNAO26133 0001 beginning at 28-SEP-1988 20:42:55.29
AUETP-I-ENDED, QNAO26133_000C endad at 20-SEP-1908 20:43150.76
AOETP-I-ENDED, QNAO26133 D001 ended at 28-SEP-1984 20542139, 83%
AUETP-TI-ENDED, ULTDNETO1 ended at 28-SEP-1388 20:144.100.17
SUETP-I-ENDED, Remots clrcuit testing ended at 28-SEP-1988 20144:03.03
SOETP-I-TEXT, Node {PARIS) over ONA-0 aged packet loss = 1.
AUETP-I-ENDED, UETONETOO_0000 snded at 20-SEP-1980 2014411831
AURTP-I-ENDED, OLTDNETCO ended at 20-SEF-1508 20144118.93
.I.'ll‘.lll‘tl.t'...'l..'.ﬁl.l.t....'..QI.'..Q'I...
- L]
END OF UETP PASS 1 AT 20-SEP-1980 20:44:21.22
- L
t‘-.I.lII‘...-'.I.....'.ll-.-...l....llll.l...l.'.'

LONDON> logout
SYSTEST logged ocut at 28-5EP-1998 20:44:30.30
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SUMMARY

Pan of the Network Manager's tunction inciudes Ncensing DECnet software on existing host

nodes. This task involves registering a Product Authorization Key {(PAK
every node that wants to use DECnet software. 4 ) Thia must be done on

With Version 5 of VMS, DECnet software now comes bundied with the operatl
' stem. it d
not have to be Inslalied with VMSINSTAL, as with Version 4 systems.ope i o0

With three command flles (VMSLICENSE.COM, NETCONFIG.COM, and STARTNET.COM) you
can establish a VMS host node as an integral membaer of a DECnet network. These command
tlles, however, depend almost exclusively on standard default values that may or may not be

the best for your own environment. For example, the remote node databa:
' s@ must be
and SYSGEN parameters may have 1o be set. St be popuiated
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WRITTEN EXERCISES

1. Rank the loliawing procedures In the order they will be run for a first-ime configuration of
DECnet software.

UETP
NETCOMFIG
VMILICENSE
BTARTHNET
LOADMET

2. Match the descriptions with the terms. Each term may be used once, more than once, or
not at all.

Description Term

. Exsoutor

+» Wetoonfig

+ Routing Wode
- RBad Mode

. UXTP

1. Procedure used to automatioally
configurs the permsnent detabase

2. Node that can accept and pass on
data not specifically sddressed
to it

3. Handles data moving betwesn areas

sDave

4. The genario name for the local node

S5. Test procedure used to verify the
correctneas of the DECnet configurstion

6. Noda that can send data genersted by
iteslf or addrassed to itself only
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Circle the one comrect answer 1o sach of the following.

3. Which of the following are tunctions of NETCONFIQ.COM?
| Registers DECnet on the node.
Il Determines DECnet devices on the node.
Il Creates a default DECnet account If desired.

. landil

b. land il
c. lland it
d. |, it and Iif

4. (nstaliation of the DVNETRTG ki allows you 1o configure the node as:

a. An end node
b. A routing node
¢. Bothaandb

5. Which of the following commands would be used to verify that DECnet software has been

configured properly?

| $ SHOW NETWORK
It $ SET HOST
Il $ SHOW LICENSE

tand Hl

LA

| and Hi
H and 1l

o

d. 1 Ilandill
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6. Which three processas are active when DECnet software Is running?
#. NULL, SWAPPER, REMACP
b. REMACP, NETACP, EVL
c. NCP, NETACP, NETCONFIG

7. Which of the following commands can be used to stop DECnet software before registering
the PAK?

a. NCP SET EXECUTOR STATE STOP
b. NCP SET EXECUTOR STATE SHUT
¢. NCP SET NODE STATE OFF

8. Which of the following commands ls issued to register the PAK?
8. @SYSSUPGRADE:VMSLICENSE
b. @SYSSUPDATE:VMSREGISTER
¢. @SYS$UPDATE:VMSLICENSE
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SOLUTIONS TO WRITTEN EXERCISES

1. Rank the following procedures In the order they will be run for a first-time configura-
tion of DECnet software.

DETP

3
2 NETCONFIG

__1__ VMSLICENSE
3 STARTNET

4 LOACNET

2. Match the descriptions with the terms. Each term may be used once, more than onhce,
or not at ail.

Descripticn Tarm
b 1. Procedurs used to sutomatically a. Exeacutor
configure the permanent database b. Metconfig
e. Routing Node
__%__ 2. Node that can acvept and pass on d. End Node
data not specifically addressed e. UXETP

to it
< 3. Handles dats moving betwesn arsas
L] 4. The gensric name for ths local node

L] $. Teat procedure used to verify the
correctness of the DECnet configuration

d__ 6. Hode that can send deta genarated by
iteelf or addressed to itmslf only
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The correct answers are underlined,

J. Which of the toliowing are funcilons of NETCONFIG.COM?

Registers DECnet on the node.

Determines DECnet devices on the node.
Creates a default DECnet account If desired.

fand il
fand I

N and i
1, Nand Il

4. instaliation of the DVNETRTG kit allows you to configure the node as:

b.

c.

An end node
A routing node
Both a and b

5. Which of the following commands would be used to verity that DECnet software has
been configured properly?

LA

o

4- 44

$ SHOW NETWORK
$ SET HOST
$ SHOW LICENSE

{and Il (There is a LICENSE LIST command.)
tand Ni

W and li

I, 1l and IN

DECnet-VAX Node Configuration

6. Which three processes are active when DECnet sofiware Iy running?

a. NULL, SWAPPER, REMACP
b. REMACP, NETACP, EVL
€. NCF, NETACP, NETCONFIG

T. Which of the following commands can be used to stop DECnet software before reg-

istering the PAK?
8. NCP SET EXECUTOR STATE STOP

b. NCP SET EXECUTOR STATE SHUT
€. NCP SET NODE STATE OFF

8. Which of the following commands Is Issued to register the PAK?

a. @SYSSUPGRADE:VMSLICENSE
b. @SYSSUPDATE:VMSREGISTER
€. @SYS$UPDATE:VMSLICENSE
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LABORATORY EXERCISES

Part |

For this exercise you use a VAX system on which VMS software has been installed. The system
has not been configured fo run as part of the network. Follow the steps prasented in the module
to configure your noda. Your Instructor will provide the following Information:

« The name and addrass of your node.
+ The node type.
+  Which nodes to Include In your remote node database.

« The Initial physical netwark connections for your node.

Work as a team. Plan before you use the machine. Frepare a written st ot commands, and
do not et the person at tha console take control. Everydne on the leam should know why a
particular action has been taken.

Part It
1. Verily the configuration using the DCL and NCP commands presented In this module.
2. Further verify the configuration using network utilities:
« Check the PHONE and MAIL commands.
+  Manipulate files on your node as well as & remote node using axplicit access control.
{inchude the usemame and password In quotation marks following the node name on
the command line).

«  Make sure the detault DECnet account has been st up correctly by manipulating files
using defaull access control. {Use the null string after the node name In the command
ine).

4- 46 DECnel-vaX Node Contiguration

‘art U

ind out from your instructor If your node requires any addilional physical connactions such as
iTATIC or DYNAMIC asynchronous Nnes. If so, follow the exampies presented In the module
3 add the additional §nes and circults. necessary 1o make these connections functional.

Vhen you have finished adding any additional connections, verify your configuration again to
nsure that everything stlil warks properly, and that the new circult functions property.
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MODULE 5
ACCESS CONTROL

Access Control 5- 1

INTRODUCTION

DECnet Access Control Is the confirmation of a user's identity by checking varous databas¢
(local and remote) for validity.

This module discusses the general algorthms used o accepl/deny access to a DEcnel-VA}
node through access control with exampias demonstrating the use of expliit, default, and prox
network log-in. This Is explained with the use of a conceptual Reference Manttor Mechanism.?

The creation of network processes is explained along with the log-in command procedures thy
can affect network accessibility. :

The use of AUTHORIZE and NCP as toois used 1o control network access is also covered wit
emphasis on enhancing the security of the delault DECnet account.

OBJECTIVES

To expiain and use network access controf to prevent unauthorized use of network capabiitie
& network manager should be abls to; )

i

Y 2

+  Identity the steps taken by DECnet-VAX software in network process creation.

*  identlty the various network database (volatile/permanent) flelds and how they affect acces’
cantrol.

*  Explain the methods of controlling network access flom remote users and nodes. i
+  Set up and use network proxy accounts.

*  Set up and enhance the defautt DECnet account using the AUTHORIZE utilty.

St

ry T

RESOURCES

1. Guide to VMS System Securily, (AA-LA4OA-TE)
2. VMS Networking Manual, (AA-LA4BA-TE) b

~g

b
[}
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THE REFERENCE MONITOR CONCEPT

Reference Monitor on a Single Node

The reference monitor concept depicts a computer system In terms of:

Subjects
Active entities that galn access to Information on behalf of users.

Objecis
Passive repasitories of information to be protected.

Authorization Database

Detines the system security requirements by revealing which subjects can have which kinds
of access to objects.

Audit Trall

Maintains a record of access attempts, successhul or not, as required by the authorization
database.

Reference Monitor Mechanism

Enforces the security rules by authorzing the creation of subjects, granting subjects access

to objects according to the requirements of tha database, and recording evenls as necessary
In the audit trall.

Figure 5-1 Iustrates the use of the reference monitor on a single node.

5-4 Access COnirql

Figure 5-1: Reference Monilor on a Single CompLuisr Node

REFERENCE
MONITOR
DATABASE

o

L REFERENCE 1
¢ MONITOR

L0

MKY_X1804_88
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Reference Monitor on the network
In a network, there is a sublect on one node, an object on another, and a network reference

monltor that grants the subject access 10 the object on another node. Figure 5-2 llustrates the
usae of the referance monliar in a network.

Figure 5-2: Reference Monitor in a Network

SOURCE NODE I : [ TARGET NODE
T
|
|
|
|
I
REFERENCE lJ_I REFERENCE
MONITOR 1 MONITOR
DATABASE r DATABASE
| 1
1
|
|
| |
-
L7
V///// ] ! T /////////
[ REFERENCE 4 T ,fnsssnsnce/
' MONITOR T [ MoNIToR
2227 - w2
1
1 | I
Il
1
1 1
I
| |
SECURITY SECURITY
AUDIT T i T AUDIT
{
|
1
11
g
L

MNV_Mr008_be
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MAKING THE LOGICAL LINK CONNECTION

The following steps, lllustrated by Figure 5-3, are executed to create a network process:

1. The application program on the initiating node sends a request to the DECnet software t
the local node. i

2. DECnet software on the local node sends & request 1o the DECnet software on the remo
node (connect Initiate).

3. NETACP creates a process (or uses an existing NETSERVER) to recelve the connect r
quest.

— Access Control Information (ACI} Is used in creating/using remote processes to mal
association between the phaniom and real subject.

— SYSSOUTPUT = SYS$LOGIN:NETSERVER.LOG
~— F$MODE() = "NETWORK"
-~ Executes SYSTEM and PROCESS log-in command procedure(s).
4. NETSERVER.COM executes within the NETSERVER process and it runs NETSERVER. E!’

5. NETSERVER.EXE Invokes the program or command procedure for the requesied conne
tion.

6. The requested task runs untii compietion; then exits to NETSERVER.COM.

7. NETSERVER.COM nins NETSERVER.EXE again which walts, in tum, for another incomii
logical ink request to process.

NOTE

The following cycle runs and continues until the NETSERVER process is y
deleted afier a specified idle time limit (NETEERVERSTIMEOUT time; de-
fault is 5 minutes).

e

|

|
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Figure 5-3: Network Process Creatlon

&

SOURCE NODE

TARGET NODE

M DATALINK DATALINK
- HETDRIVER DRIVER DRIVER NETDAIVER
oAP
HNETWOAK NETWORK
VYOLATHLE VOLATILE
DATABARER DATARABES

-8

WAIT UNTIL ANOTHER
NETWOAK REQUEST {B
MECEIVED UNDER
CURRENT
NODE :VEEANAME

on
NODE:{uiC]

Access Control

{LOGINOUT,
NETACP) I

@IYRISYLOAIN

SAYRILOOIN:;

LOOIN COM

Enecule the netwark

{ whject 1aak

[ouipulaBYASLOGIN:
NETREAYEA.LOG)

PLACES TO INSERT SPECIAL CHECKS FOR

CONTROLLING ACCESS

There are two possible steps in the process creation chain that can be enhanced to further

control access on a more specilic basis:

»  System log-In command procedure:
— Fliename Is defined in the jogical SYS$SYLOGIN.
— Usually located in SYSSMANAGER:SYLOGIN.COM.

+  Process log-tn command procedure:

— Fllename Is detined In AUTHORIZE as the LGICMD fleld.

— 1f not detined, use SYSSLOGIN:LOGIN.COM as default.

The log-n execution chain Is shown In Figure 5.
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Figure 5-4: Log-In Execution Chain
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Figure 5-5: Key Network Databases
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NETWORK OBJECTS

Network objects provide general-purpose network services. They are Identified by object name
and/or object type (number). Each object specities a system task (Image} or user task {command
procedure) to execute for the inbound connect request. In addition:

The following are examples of DIGITAL -supplied objects:
— FAL (Flle Access Listener)

—  NML {Network Management Listener}

— MAIL

. — PHONE

— TASK (the zero object)
DIGITAL-supplied objects (1-127) are automatically defined In the volatiie database.

IS

User-wiitten objects (0, 128-255) can be detined by the system manager in both the per-
manent and volatiie databases:

NCP> { gElT-'mE } OBJECT SHOUSE NUMBER 130 FILE SHO_USE.COM

or through non-transparent programming (at the System Service level).
Network processes may request connections to declared objects by name or number:

8§ TYPE LONDON:1™130w"
# TYPE LONDOW;:“SECUSE="

Network processes may reques! connections to task objects by name only:

$ TYPE LONDON | "0wBROBYE”
$ TYPL LONDON::"TASK=3BOSYR"

5. 12 Access Control

Figure 5-6: intertask Communication Through DECnet Objects

NODE BOUNDARY

FIMODE~

(4 1]
*INTERACTIVE® IMODE=

“NETWORK"

USER DECHs DEChnet DECae! DECAa UBER
PROCESS PROCEISET OBJECT OBJIECT PROCEBIEN PROCESE

The following notes refer to Figure 5-6.
© §$ TYPE LONDON::"130="

This Is the source or Initiator task. it requests @ DECnet link 1o the target task—a user-
spacified object Identified by number (type) 130.

® Local DECnet software
in VMS, itis Implemented as parmanent processes/drivers that are created at DECnet stan-

up (usually right atter system startup). NETACP and NETDRIVER are two components of
the DECnet software.
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The following notes also refer to Figure 5-8.

PHANTOM object

This contains information about how to access this object {what flie or process Is used to
access the task associated with this entry point).

REAL object

This contains the actual informatien (username, passwornd, proxy, privileges) that determine
network iog-n characterstics.

ARemote DECnet software

Partner 10 local DECnet software. it performs functions In both directions: initiating and
recelving connect requests.

SYSSLOGIN:SHOUSE.COM

In this example, the larget task Is Implemented as a DCL command procedure. it coukd also
be implemented as an executable image {".EXE) as are DIGITAL-suppled network objects
(FAL.EXE, MAIL.EXE, ...}

5- 14 Access Control

DECNET-VAX ACCESS CONTROL

Overview of Access Control

Access control is exerclsed over all logical ink connections. DECnet-VAX access control ca
be divided into several different calegories, implemented through vardous DNA layors:

*  Circult-level:

-

— Implemented at the Routing Layer.

e

— Used when a circuit between two nodes is inftialized.
— For point-to-point connections Dynamic and Static.

*  Node-level:

— implemented at the Sesslon Control Layer. !
— Allows the abliity to selectively disable access on a network on a node-by-node basis.

«  System-lavel: E

~— Implemented at the Sesslon Control Layer.

ry

— Used to determine the VMS account to create the target network process.
— Broken down inlo three categories:
Explicit

Default !

Proxy ' )

‘
4
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Node-Level Access Control
Node-leve! access control controls the establishment of logical inks with remote nodes:

Circuit-Level Access Control

Clreuit lavel access control verifies that a8 node Is authorized to lorm a connection with another
node: * Delined on a node-by-node basis.

«  Also known as routing Inltializaion passwords. «  Two tields In the network database control node-level access:

— ACCESS (rel. [R-A]) Is checked first 10 datermine if the target node Is accessible.
« Uses data stored in the remoate nodes database NETNODE_REMOTE.DAT,
-— DEFAULT ACCESS (raf. [E-A)) is chacked If the access field is not explickly defined for
tha remote node.
o Used for systems thal are connected to the network with point-to-point connections {ODCMP).

INCOMING
NGP> { SET } {Execuron DEFAULT } ACCESS | CUTGOING
= Set-up of transmitrecelve passwords on the adjacent node should be the revarse of the DEFINE NODE nodename BOTH
local node: NONE
SET node TRANSMIT t-password } { CLEAR } { EXECUTOR DEFAULT }
NP> { DEFINE } NODE nodename { RECEIVE } { r-password NCP> { BURGE | | NODE nodename ACCESS

NCP> { SET } CIRCUIT VERIFICATION ENABLED

DEFINE Figure 5-7 lilustrates tha use of node-lvel access control.

+  State changes from ON-STARTING to ON after passwords are exchanged correctly.

Access Control 5 17
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System-Level Access Control
System-Level ACI can be broken down Indo three categories:

Figure 5-7: Controlling Node Accessibliity Through ACCESS

LONDON::

LONDON none
BOSTON none
PARIS both
MQOSCOW none

BOATON::
LONDON none
BOSTON none PARIS:: Hoscow::
PARIS  hoth LONDON  beth LONDON none ]
MOBCOW nene BOSTON both BOSTON none
PARIS none PARIS ouvigoing
MOBCOW Incoming MOSCOW none
MRY_X1887 80
-
NOTE

Processes possessing the OPER privilege will override this feature.

Explicit
— USERNAME, PASSWORD, and ACCOUNT tields are specified expiicitly.
(The ACCOUNT field is optional and has no meaning to a VMS system).

R

— A null string was specified {™) a special case of axplicit access control.

Proxy

— A new proxy feature with VMS V5 is that usemnames can be spacitied In guotes
(NODE"remota_user::). '

- Passwords are never spectlled or sent over the network.

— The target node must determine the account to use to create the network pmoess.E
unless ovemidden by the new proxy feature In VMS V5. i

i
!'i

Default

— DECnet software uses ACI from within the volatlle database to delect the need to use
a default account.

— Nonprivileged (or privileged) ACI Information oan be used depending on configuration
of the volalile database. i

— Detault ACI can be associated with:
Nodes {outbound)

laam

Objects (Inbound)
Executor (Inbound)

ey

The next several pages cover the types of access control In greater depth. The section for each
type begins with a flowchat, tollowed by examples of how o use I, followed by an explanation
of the algorithm Invoived.
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Figure 5-6: Qutbound Explicit Access Control Flowchart

the culbound
connect request

The order of evaluation for access control is outlined in Figure 5-8.
(me process qulng)

Figure 5-8: Access Control Flowchart Overview
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SEND:
ACl-siting = NODE,
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OI;’ET::)UL:.":'D PROXY YES <no_proxys
OBJECT DEFAULY
PROXY - = = ] Chech for
EXECUTOR DEFAULT culbound delault
' ACI
MY _X18S_8

END OF END OF
OUTBOUND INBOUND
ACH ACH

MKY_X1834_84
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Outbound Access Control
Outbound Explicit Access Control

Outbound explicit access Is used whenever the inltiating node supphies a literal "username password™,

{withing quotes) that refers to a real subject on the target node:

§ TYPE MOSCOW"Ian Fleming™: KGRSDATA:SECRET.DAT

Alternatively, & nui-access string can be specified to force an inbound default:

$ TYPE MOSCOW™™::KGBIDATA1FROM_RUSSIA.WITH_LOVE

The Algorithm
There are two cases of outbound explicit access:
O A null-string (™) was supplied instead of a specific "usemame password”.
+ DECnet software passes this to the target node without further case testing.

@ “username password” both were specified.

* This s the simpiast case; the jocal DECnet software sends this ACI directly to the target
node’s DECnel software.

It nelther was satisfied, DECnet software attempts to use outbound default access.

5~ 22 Access Control

Figure 5-10: Outbound Detaull Access Contro! Flowchart
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QOutbound Default Access Control

Outbound delautt access is used whenever outbound explicit access is not specified.
NOTE

An outbound default overrides any attempt to use proxy since default case-
testing occurs before proxy (in the oubound sense).

The following example could cause an outbound detault to be sent to the remole node:

$ TYPE MOSCOW: :RGBSDATASECRET.DAT

The Algorithm
© |f a single “username” (alone and In quotes) was not spedilied by the requesting process,
then DECnet will try to use outbound detault for access.

© The local DECnet software will check the object database {¢ determine i the object requires
piivileges (beyond NETMBX and TMPMBX).

© It the requesting process has the required privileges, DECnet software checks lts remote
node database for a defaut privileged account {ref. [R-C]) comesponding 1o the dasired
target node ( O ).

@ The DECnet software attempts to use the defaul nonprivileged account (rel. [R-B]) for the
tarpet node If elther Is true:

«  The object does not require any speclal privileges.
*  The user DOES NOT have the required privileges {according to the Object).

it neither default prvileged nor defaul nonprvilaged accoumts exist in the remote nodes
database, then DECnet tries lo use outbound proxy for access.

5- 24 Access Control

Figure 5-11: Outbound Proxy Access Control Flowchart
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Outbound Proxy Access Control

Outbound proxy access is used whenever outbound explicit acess Is not specified, and outbound
dafault access is not defined (enabled) or Is inappropiiate.

Individual users may override outbound proxy access merely by using outbotnd explicit access
methods. For example, neither of the following commands use outbound proxy access, even it
NETPROXY.DAT and the network database fields are set up for it:

$ TYPE MOSCOM{"lan Fleming”) 1 :RGBSDATAISECRET.DAT
3 TYPE MOSCOM({(""): lIGBSDI'I'ARFF.OH_IUSSIA.HITH__LOVI

The Algorithm
it the outbound expliclt and outbound default tests fall, outbound proxy access Is attempled.

© ! the proxy fieild In the object database Is enabled {that Is, set to a specific value, but not
cleared}, this parameter can be used to determine If the object will allow outbound proxy
access.

@ Itthis field is enabled as OUTGOING or BOTH, DECnet sands the ACI-string (as specifled by
the requesting process) togsther with a spacial <use_proxy> flag In its connection request.

© |f this field is enabled, the oulgoing proxy field In the executor database Is checked. i this
Is ENABLED, the result Is the same as if the object had allowed proxy (@).

I neither the object database nor the executor database allowed outgoing proxy, DECnet soft-

ware sends a speclal <no_proxy> flag instead of the ACI-string, as specilied by the requesting
process.
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Figure 5-12: Inbound Explicli Access Control Flowchart
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Inbound Access Control

Inbound Explicit Access Control

The DECnet software on the target {inbound) side cannot know whether i recelved a “usemame password”
pair that was supplled by either:

«  The requesting proocess EXPLICITLY
*  The requesting DECnet software by way of an outbound defaul

The Algorithm

© i the target node received expiicit ACH, It uses that to create the network process similar o
when an iMeractive user logs into the system locally.

i both usemame and password waere not specified, then DECnet software tries to use Inbound
proxy acoess.

Inbound Proxy Access Control

Inbound proxy has a higher priority than Inbound default (occurs eariler In the Inbound case-
testing}, so H It Is possible to use proxy, inbound default Is used. This is Important when irying
to use a default account associated with a network object.

There is a new proxy feature with VMS V5.0. Users can now designate a speciiic target proxy
account 1o use for process creation. For example, this can be invoked by executing the following
DCL command:

8 DIR MOSCOW“Lenin™i1

In this case, the user Is trying to map to account "Lenin" on node MOSCOW.

526 Access Control

Figure 5-13: Inbound Proxy Access Control Flowchart
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The Algorithm

© It the connect request did Inckide the <use_proxy> fiag In the connect request, DECnet
software checks for the existence of an inbound default account.

@ |f the proxy fleid In the object database Is enabled {that is, set to a specific value, but not
cleared), this parameter can be used to determine If DECnet will allow inbound proxy access.

© Itthe proxy tield in the object database Is enabled as INCOMING or BOTH, inbound proxy is
attempted ( © ). If not, then then the executor database must be checked before a decision
can be made.

© it the proxy field In the object database is not enablkd, the Incoming proxy field In the
executor database s checked. ¥ this Is ENABLED, the result is the same as I the cbject
had allowed inbound proxy access. If DISABLED, then DECnet tries to use inbound default
access.

@ With VMS V5, DECnet must check further to determine if the source procesa had requested '
a specific target proxy account fo use.

O i1 a specific target proxy account was not specified, then the operation of proxy Is the same
as that of VMS V4.x: the remote NODE::USERANAME pair I3 used to find the local VMS
account to use as a defauft Inbound proxy. This can only happen if a match is tound In
NETPROXY.DAT with the /detault quakfier.

If a /default match is found, then that VMS account is used to create the network process.
it a /detault match Is not found, then DECnet tries to use inbound defauk access.

© I1a specific target proxy account IS specified, then DECnet tries to Jocate a NODE::USERNAME
maich in NETPROXY.DAT that maps fo the VMS account specifed by the requesting pro-
cess. I a match Is found, the operation Is the same as in ( @ ).

Howavaer, If & match was not found, then DECnet returns an errdr to the requesting process
Indicating that the desired target proxy Is Invakd. This Is because DECnet reasons that If
the specific account cannot be used, then the account wilt is usad as a faliback.
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Figure 5-14:

inbound Default Access Control Flowchart
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Inbound Default Access Control
This Is the last chance to determine which account Is used In creating the network process.

# the target node did not receive & “usermame passwond” palr, then It ties to generate a
‘usemame password™ palr from the object or gxecutor database on the local node.

The Algorithm

© DECnet checks its object database to see If an object (Inbound) detauk account (rel. 10-C])
exists. If this account exiats, it s used to crealte the network process.

@ If there Is no object {inbound) default account for the requested network object, then the
target node's executor database Is checked for the existence of a default nonprivileged
(inbound) account {ref. [E-C]}). if this account exists, it is used; otherwise the connection

must be rejected.
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Setting up Proxy Accounts

Two utilities are used to set up proxy jog-Ins: AUTHORIZE and NCP. Follow these steps:
1. Enable proxy access using NCP.

2. Croale the NETPROXY.DAT dalabase using AUTHORIZE.

3. Create the local proxy account using AUTHORIZE (in SYSUAF.DAT)

Using NCP to Control Proxy Access
*  Executor database has both inbound proxy and outbound proxy flelds (ref: [E-B])

*  Object database has only a single proxy parameter to control proxy access to
spacific objects
(ref: {O-A]). This controls proxy use in both directions. *
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Using AUTHORIZE to Control Proxy Access
Object-Level Proxy Access

*  Flle used by AUTHORIZE is NETPROXY.DAT (I .
by T (In SYSSSYSTEM) Permitting proxy log<n access to an object Is recommended only If the proxy access servas

+ If this file is not already there, R must be created. some useful purpose.
*  Multiple remote users can map to one proxy account, and a single user can map to multiple For example, by default, MAIL is set to prevent INCOMING proxy log-in, while FAL is set to
local accounts (14 plus 1 defaul, or 15 excluding the defaul). allow both INCOMING and QUTGOING proxy log-ins.
*+ Can establish a general access account that permits anly NETWORK log-ins (using «  Enable proxy access to the object In the initlator's object database to OUTGOING or BOTH.
AUTHORIZE).
) «  Enable proxy access for the object in the target node's object database to INCOMING or .
Figure 5-15 illustrates the use of proxy ic connect to diferent accounts on a target node. BOTH. ‘
INCOMING :
SET . OUTGOING
T name PROX
Figure 5-15: Using Proxy to Connect 1o Different Target Accounts NCP> { DEFINE } OBJECT abjoct. Y BOTH
NONE
L. JJwoe NCP> { CLEAR } OBJECT object_name PROXY
DA BORTON:: "YOU NNOW WE AB JONNT)
. @ shotes som The use of proxy on objects is illustrated In Example 5-1.
101 BONTONPALL (*THIMK OF BE AS PAULY) . @ pmocass PauL Example 5-1: Proxy on Objects
@ NCP> SET OBJECT WAL PROXY INCOMING ‘
01N BOSTON GRORQE";: ("THINK OF ME A8 GEOROE") NCP> SHOW OBJECT FAL CHARACTERISTICS :
PROCENS JONN @ FROCERS aROAGE Object Volatile Charactaristics as of 21-SEF-1984 21110136 E
, Object = FAL )
SDIN BORTON'RINGO STARR::  ("TAUST ME, I'd NINGO") Number =17
L @ AINGO File id = FAL.EXE
Proxy access = incoming
’
!
i
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Advantages and Disadvantages of Each Access

Executor-Level Proxy Access Control Method |

These network databasa fieids specify the default that is to be used if the object proxy field is The advantages and disadvantages of each access control method are ¥sted on the foliowing
not defined (cleared) in the object database. pages.

= Enable outgoing proxy access from the Inibating node in its executor database Explicit Access Control

+ Enable incoming proxy access to the target node In #ts executor database

SET INCOMING } RoxY { ENABLED }
NCP> { DEFINE } EXECUTOR { outaoing | " ROXY | DisABLED

* Advaniages:

— Easy lo universally restrict access, then revise access on an individual basis (user
accountability).

nce> { CLEAR 1 executon { (NCOMNG. 1 proxy

PURGE OUTGOING — Cannot galn access by masquerading as a particular user on a particular node.

Example 5-2 shaws the use of executor level proxy. — No speclal system managemant tasks need be done at the target node to allow users
to access files; just give out a usemame and password.

+ Disadvantages:
Example 5-2: Proxy on the Executor g

NCP> SET EXECUTOR INCOMING PROXY DISABLED —— Explicit username,password string is actually sent over the network.

NP> SHOM EXECUTOR CHARACTERISTICS — Passwords can be seen at a user’s terminal, in command procedures, and in logical

Nods Volatile Characteristics as of 21-SEP-1988 21:18:114 name detinitions.

Executor node = 35.2 {BOSTON) — I the destination VMS account on the target node is changed, all remota users who

.Ig:::u:.:::tif:. lon - 3:c:'§-v“ V3.0, VM3 v3.9 need to access data In that account must be notified of the new password.
ge 0.

Incoming timer - 43

Qutgoling timer L 1

Incoming Froxy = Dissbled

Outgoing Proxy = Enabled
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Default Access Control

OUTBOUND Disadvantages:

Changes to default accounts passwords, must be propagated to all users who need to
access dala with that account.

usernames, passwords are sent over the network If ACI Is supplied by the initiating
node.

It defined, user cannot use proxy to that particutar node.

INBOUND Advantages:

It default ACI is supplled by the target node, no passwords are sent over the network.

INBOUND Disadvantages:

=~ Privileged users (with BYPASS) can easlly read passwords with NCP.

5- 38 Access Control

Proxy Access Control , :

e

Advantages:

Allows a user to access a remots node without explicitly specilying access control.

Provides default access toa particular account on the target node for a group of spoclﬂé
user(s).

Removes the templation 1o store passwords in command flles.

Since the proxy account Is specified at the destination node, users may never ovJ.'_
know the password for thelr accounts on the remote node.

Network database fields may Inhibit elther inbound or outbound proxy access on "
hode-by-node basls (in each executor's datault setting). This check Is done first, thy
avemiding the contents of the NETPROXY.DAT flie

Disadvantages:

Mare susceplible fo masquerade attacks,

Procass creation Increased.

P

D T ol PN

ey

!
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THE DEFAULT DECNET ACCOUNT(S)

The tarm defauit DECnet account usually refers to the local (Inbound) nonprivileged VMS account
raferenced In the executor database {ref. {E-C]). I ACI cannot be derved from the requested
object, the executor default 18 used.

The default DECnet account ID Is used when:
+  The Initlating user did not speclty explicit access.
*  Proxy Is not anabled (incoming and/or autgoing).

Default DECnet Account as Defined by
NETCONFIG.COM

Exampla 5-3 shows, effectively, the commands used by NETCONFIG.COM to create the default
DECnet account. This is, however, not the most secure way of creating thls account.

Example 5-3: Standard Commands to Set Up the Delault DECnet Account

% SET DEFAULT SYS$SYSTEM

$ RUN SYSSSYSTEMIAUTHORNIZE

ADD DECNET /OWNER="DLCNET DEFAOLT™®
/PAS SHORD=DECNET
/UlC=[376,376) /ACCOUNT<DECNET
/DEVICE=SYS$SYSDEVICE: /DIRECTONY=[DECNET]
/PRIVILEGE= (THPMEX, NETHRX)
/FLAGH= (CAPTIVE) /LGICHDsHLI
/HOBATCH /MOINTERACTIVE
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Enhancing Security Through AUTHORIZE

Normally, the default DECnet VMS account |s not as secure as it can be. Below are listed
various flags, switches, and other AUTHORIZE fields that can be changed:

* The DECnet account shoukd have only TMPMBX and NETMBX for authorized (as well as
delauit) prvileges.

*  The account should be In & UIC group by lisell.
— Ensure that the DECnst group Is not a SYSTEM group.
— Ensure the UIC group is less than the SYSGEN parameter MAXSYSGROUP.

«  The following AUTHORIZE flags should be set:
— CAPTIVE, DISCTLY—to make the log-n command procedure inescapable.
— LOCKPWD-—the standard password should not be changed by usars.
—  DISMAIL, DISNEWMAIL—mail Is not allowed to/from the VMS account DECNET.
— DEFCLI—aliows only the default Command Line interpreter (OCL).

— DISWELCOME—no welcome message Is issued on log-n.
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Enhancing security through AUTHORIZE (cont.)

The following AUTHORIZE switchea should be set:

— NOINTERACTIVE—users are not allowed to log in Interactively.
-~ NOBATCH—disallow submitting batch jobs under the DECNET account.

LGICMD—should NOT point to the default diractory, but to a real log-in command procedure
{on a process-level).

Example 5~4 shows a more secure way of defining the DECNET account. It can be executed
after NETCONFIQ.COM Is run:

Example 5-4: Commands to Enhance Security for the Defsult DECnet Account

UAF> MODIFY DECWET /CIC={3000,1] /NOPWDLIFETIME -

/FLAGS= (DISCTLY, DEFCLYI, LOCKPWD, DISNEWMAIL, DISMAIL, DISNELCOME) -

/LGICHD=SYSSMANAGER tDECNET_LOGIN.COM -
/NOBATCH /NOINTERACTIVE /NOLOCAL /MOREMOTE

342 Access Control

Default DECnet Account SYSUAF.DAT Listing '

Example 5-5 is a listing of an enhanced AUTHORIZE record for the defaul DECnet acco

Example 5-5: Enhanced Default DECnet Account

Usexname: DECNET
Account: DECNET
CLIt @ ocL

Dafault: SYSSSYSDEVICE: [DECNET]

Ownert DECNET DEFAULT
UIC:(3000,1] ([DRCWRT]) ©

Tables: DCLTABLES

LGICHD 1 SYSOMANAGER:DRCMET _LOGIN.COM ©

Login Flags: Disctly Dafeli O Lookpwd ©
Mon Tus Wed Thu Fri

Primary days:
Secondary days:
Primary

000000000011131111812222

Sat Sun
Secondary 000000000011111111112222 -

Captive Disnewmail Dismai] Diswslcom

Day Hours D1234567890123456789012) Day Hours 012345670901234367090123 tp,

Metwork: $4004 Full access MEIFHNIE Full scoess O

Batch:  =e--- Ne access -=---- No acoess meremaa

Local: ===== No access «—-m—w= wesvr=  MNo mccess

Dislup: ee-a- No access wwe-ee No access

Remoter ~e-wma No access ~-e-ee L No accesa semwaa

Expiration: {none) Pudminioum: ¢ Login Faile: 52

Pwdlifetime: o {nons) Pwdchange: 2=-APR-1987 15:1)

Last Login: (none) (interactive), 17-SEP-1987 081534 (non-interactive

Maxjobs: 0 Fillm: 20 Bytlmi 0182

Maxacct jobar 0 Shrfillm: 0 Pbytlm 0 )

Maxdetach) ¢ PBlOlm: 10 Jrquotas 1024

Frclmi 0 DIOlmy 10 Wsdef: 200

Prio: 4 ASTlm: 24 Wiquo: 300

Cuesprios 0 TQOElm: 10 WSextent: - lo00 i

CPUt (none) Englm: 30 Pgflquos 10000 :

Autheorized Privileges; E;

TVMPMBX WETMBX ;
Dafault Privileges: E
nEax Enex O 't

T
§
1
i
*
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SUMMARY

The toliowing suggestions for enhancing the security of the default DECnet account are keyed
to Example 5-5;

@ Ensum that the DECNET account is the only account In the specitied group (to guaraniee
worid-onty access to files on the system).

Force the user o use the defaul command line interpreter.

Do not put the log-in command procedure In the detault directory.
Lock the password from being changed.

Make the account CAPTIVE.

Permit only NETWORK ACCESS.

Ellminate PWDLIFETIME.

@ ¢ 6 6 0 & ©

Do not give the nonprivileged DECnet account more than TMPMBX and NETMBX.

Other notes:

+  The log-in command procedure must have execute access from the DECNET account .
* Enable disk quotas on the defauk disk for the DECNET account.

«  Ensure the disk quota has not been exceeded by the DECNET account.

*  Ensure the log file version numbers do not reach the RMS mit 32767,

»  Ensure the DECNET account has write privilege to the DECNET account directory.

* Do not set up an executor default privileged DECnet account.
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LABORATORY EXERCISES

PART {

For the following exercises, log In 1o VMS accounts SNONPRIV and SPAIV. Execute the DCL
commands and nole where (on the target node) the NETSERVER.LOG liles will be writtan
This Indicates which usemame the targat network process gets associated with. Aiso, note an '
spaclal errors or status reflectad on tha source node sida. I Y

OBJECT FAL

§ dir target::
SNONPRIV
SPRIV

3 dir target"™1)
SNONPRIV
SPRIV

3 dir target"TPRIV™::
SNONFRIV
SPRIV

OBJECT TAMK

§ type target::"0sSHOPROX"
SNONPRIV
SPRIV

3 type target”™ 1 "OsSHOPROX"Y
SHONPRIV
SPRIV

$ typs tarqet”TPRIV*|*0uSHOPROX"
SNONERIV
SPRIV

OBJECT MAIL

3 mail login.com targetiisystem
SNONPRIV
SPRI1V

8 mail login.com target™"trsystam
SHONPRIV
SPR1IV

§ mell login.com target"TPRIV=i1systam
SHONPRIV
SPRIV
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LABORATORY EXERCISES

PART Il

For the following exercise, log In to the VMS account SPRIV. Execute the following DCL com-

mand procedure (spaces for clarity only):

$ run sysdasystemincp

et
sho
sho
aho

set
sho
sho
aho

[ 1.4
sho
sho
sho

sxecutor node node-A

node node-A charactarlstics
node node-8 chatacteristice
node node-C charscteristics

sxecutor nods node-B

noede node-A charactaristics
node node-8 characteristics
node noede-C charactesristica

sxecutor node node-C

node node-A charscteristics
node node-P charscteristics
node node—=C characteriastica

3 axit

Replace the nodes node-? with your real lab nodenames.

From this data, draw a map of accessibiity Indicating which nodes can be accesasd by which
other nodas. Remember that processas with the OPER privilege will be able to override this
feature, s0 use nonprivileged accounts (source and target) to vesity your map.
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SOLUTIONS TO LABORATORY EXERCISES

PART |

OBJECT FAL 3
$ dir target:: g
SNCNPRIV [DECNET)
SPRIV IPECKET)
$ dir target”"::
SNONFRIV IDECNET]
SPRIV [DECNET)
$ dir target"TPRIV"®;:
SNONPRIV "...LOGIN FAILURE"
SFRIV "...LOGIN FAILURE" .
{this is because of trying to force a proxy, whan proxy is not allowed)
OBJECT TASK
5 type target::"0=SHOPROX™
SNONFRIV ITNONPRIV] __ (file wont exist => VMS error) ;
SPRI1IV {DECNET) {file DOES exist, but USER erzor) E
$ typs target”"::"0O=SHOPROX"
SNONPRIV [DECNET) (file DOES exilst, but USER sctor)
SPRIV {DECNET) {fila DOES exist, but USER .trezld
§ typs target”TPRIV”::"0O=SHOPROX"
SNONPRIV ITPRIV} (file DOES exist, works ok)
SPRIV [TPRIV) (file DOES exist, works ok)
{forced proxy works ok unless proxy is EXPRESSLY disallowad)
OBJECT MAIL
5 mail login.com target::system
SNONPRIV (TNETHMAIL) {inbound default always worka)
SPRIV [TNETMAIL) tinbound default alweys works)
$ mail login.com target"";isystem
SNONPRIV [TNETMAIL} {inbound default always workm}
SPRIV {THETMAIL) {inbound default slways works) B
$ mail login.com target"TPRIV":rsystem
SNONPRIV {TNETHMAIL} {inbound default slwaye works)
SPRIV | TNETMAIL}) {inbound default always works)

»
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MODULE 6
MONITORING AND TUNING

Monitoring and Tuning 6- 1

INTRODUCTION

Atter DECnet key instaliation and node configuration have taken place, the system manager Is
responsible for monitoring and, If necessary, tuning the network. Varous facllites exist within
DECneat-VAX sottware to monitor the status of the network. The pathered Information Is then
Interpreted to determine whether system and network parameters are properly sel, or whether
changes are necessary to improve performance.

OBJECTIVES

To identity and adjust systam and DECnet parameters that affect network performance, a hetwork
manager should be able to:

*  Ildentify the system parameters affacted by the Installation of DECnet software.
* Use the SHOW and MONITOR commands to monitor system performance.

* Make necessary adjustments to system parameters using the SYSGEN utllity.

To use NCP o monitor the network, a network manager shoukd be able to:
*  Monitor and Interpret the values of node, line, and clrcult counters.

*  Monitor and intarpret network events reported by the network event logger.

RESOURCES

*  VMS Networking Manual, (AA-LA-50A-TE})

*  VMS Network Control Program Manual, {(AA-LA-48A-TE)
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MONITORING SYSTEM ACTIVITIES

Network performance is affected by the avallabllity of system resources.

System Parameters

DECnet software can potentially use a large amount of sysiem resources. The network manager
and the system manager must work together In adjusting the operating system parametars
(SYSGEN) to provide the necessary buffer space for DECnet traffic on the node.

Table 6-1 shows the SYSGEN parameters affected by DECnet software.

Table 6-1: SYSGEN Parameters Atfected by DECnat

PARAMETER FUNCTION
NPAGEDYN Initial amount of space set aside for the nonpaged dynamic pool.

IRPCOUNT Inital amourt of space set aslde for the /O request packet pool (IRP).
LAPCOUNT Inital amount of space set aside for the large request packet (LRP) pool.
NPAGEVIR Size to which the nonpaged dynamic pool can be extended.
IRPCOUNTV  Siza to which the VO requast packet (IRP) pool can be extended.
LAPCOUNTY  Size to which the LRP pooi can be extended.

LRPSIZE Maxlimum LRP size in bytes.

LRPMIN Minimum LRP size in bytes.

Other system parameters that could have an effect on DECnet performance are:
*  SRPCOUNT - Space set aside for small request packet (SRP).

*  MAXBUF - Maximum size of a buffered /O transfer.

*  MAXPROCESSCNT - Sets the number of cancumrent processes par sysiem,
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Figure 61 lilustrates the allocation of the VMS pool.

Figure 6-1: VMS Pool Allocatlon
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DECnet Memory Requirements

Example 6-2 shows the output from the SHOW MEMORY command with the /POOL and /FULL
qualifiers,

Monitoring Memory Resources

the system has. For
rformance strongly dapends on the amount of physical memory

3::?;: pr:anaga process and system virtual memory, it must divide avallable physical met"h:
ory among ditfersnt functions. The SHOW MEMORY command displays information about
physical memoary of the system and the disk files used In the management ot vintual memory.

Exampie 6-2: SHOW MEMORY/POOL/FULL

§ SHOW MEMORY/POOL/FULL

System Memory Resources on 26-SEP-1988 10:02:112.16

Example 6-1 shows & sampla of thea SHOW MEMORY output. When the values In tmﬂ:“ Small Packet (SRP} Loockaside List Fackets Bytes Pages
lumn become too small, system problems occur. Tuning the system by adjusting varous Curzent Total Sire 2021 194016 3719
colu red Initia} Size (SRPCOUNT) 1007 96672 189
system parameters may be required. Maximum Size (SRPCOUNTV) ) 300880 736
Fres Space 311 29056
Space in Use 1710 184160
Packet Size/Upper Bound (SRPSIIE) b 11
Example 6-1: SHOW MEMORY Lowar Bound on Allocation a2
I/0 Request Packet (IRP) Lookaside List Packets Bytes Pages
3 show " System Memory Resources on 26-$EP-1988 10:30:144.50 gu:’:;n; ::t-ltf:;;OUNT] )2:: ::::z: ;:;
n L] e
d
Phyaical Memory Deage (pages)t Total Free In‘g;; H““i-:‘ Maximum Size {IRPCOUNTV} 2004 583232 1140
Main Memory (9.00Mb} 18432 13383 Fres Space 134 2710712
Resident Swapped Spaca in Use &30 183120
Sict Usags (alots}i Total e 1o o Packet Site/Upper Bound (fixed) 200
Process Entry Slotm 17 . o Lowarxr Bound on Allecation 27
Balance Set Slots »® Largs Psckat [LRP} Lookmside List Pack » )
In Usa Size rge Psckat cokanide ] ackests ytes ages
Fixed-3ize Pool Arwas (packetsl:y l:::; :::' 318 s Current Tetal Size . 53760 109
Small Packst (SRP} List 44 124 146 17¢ Initial Size (LRECOUNT) 35 35080 i}
1/0 Request Packet (IRP) List © 1 18 1648 Maximum Size (LRECOUNTV} 220 144320 282
Large Packet (LRP) Liast ta . Free Space 23 16400
Use rges Space in Use 0 39140
bytes) ¢ Total Fres In P
DYH.MIcdH;m::zlg.;z:o:VYt 5319134 31552 3201384 10096 FPackat Size/Upper Bound (LRPSIZE + B0} [ 311
::;::g;wlu{ic Memory 103294 63392 117904 64688 Lowsr Bound on Allocation 180
Total
a1 Fres Ressrvable Nonpaged Dynamic Memory
Paging File Ueage (page 00 2000 2000 Current Siza (bytaes) 489472 Current Total §ise (pages) 956
DISKSVMSRLS 1 [SYSO. SYSEXE] SWAPFILE.SY3 20 Initial Size (NPAGEDYN) 413184 s} 007
- 200
DISKIVMSRLS: ($YS0. SYSEXE| PAGEF LK. 513 12631 pos o m Fraa Space yten) L ieens et one (eagee) t6i040
Of tha physical pages in use, 3104 pages are permanently sllecatsed to ’ Size of Largest Block 15288 Size of Smallest Block 1€
Numbar of Free Blocks T6 Frees Blocks LEQU 32 Bytes 24
Paged Dynamic Memory
Current Size (PAGCEDYN) 208256 Current Total Size {(pages) 563
Frsa Space {bytes} 432392 Space in Use (bytes) 244004
Size of Largest Block 36128 Size of Smallast Block 16
Numbar of Fxse Blocks 65 Free Blcocka LEQD 32 Bytas 28
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Modifying Parameters

Most of the memory required by the network software Is allocated from the VMS nonpaged
dynamic memory pool. This pool Is configured by setting the SRPCOUNTY, NPAGEDYN,
IRPCOUNT and LAPCOUNT system parameters. When you initially installed DECnet soltware
on your system, the AUTOGEN Utllity automatically sat these four system parameters to a “best
eftort” vaiue depending upon the hardware contiguration of the system and the system naeds,

The four parameters (SRPCOUNT, NFAGEDYN, IRPCOUNT, and LRPCQUNT) should be monl-
tored on a regular basis to verity that the values are neither too high (waste of systermn resources),
or too low (system used inefficiently).

The procedure for moditying a parameler is as follows:

1.

Edit the MODPARAMS.DAT file In SYS$SYSTEM to set the value ot the system parameter.

LRPCOUNT = 15 ! Incxeased for DECnet Traffia

Verify the changes made by running AUTOGEN with the GETDATA parameter. Then ex-
amine the rasulting PARAMS.DAT file in SYS$SYSTEM to see that the changes have been
made. Remember PARAMS.DAT should NOT be edited! Changes shoukd ba made only to
the MODPARAMS.DAT file.

$ GSYSSUPDATE:AUTOGEN GETDATA

When you are satisfied with the changes made to the system parameters, run AUTOGEN
to sal up the system parameters with the new values.

$ @STYSYUPDATE I AUTOGEN GENPARAMS SETPARAMS

The last step is to run AUTOGEN to reboot your system and use the newly generated
system parameter values.

$ OSYSSUPDATE: AUTOGEN RIBOOT

&8 Monhoring snd Tuning

Monitoring Active Processes

To monttor the page-fautting levels of NETACP, use the SHOW PROCESS command as she

in Example 6-3.

Example 6-3: SHOW PROCESS

$SHOW PROCESS/CONTIN/ IDwpid {process 1D of NETACP)

Frocess WETACP 10131355 E
State HIB Working Set 383 |
Cur/base priority 12/8 Virtual Pages 123
Currant PC TFFEDFOA CrD time 000100:112:10120
Current PSL 00C00000 Direct 1/0 10
Current user 3P TEFAQ094 Buffexed 1/0 22044
PID 00000098 Page faulte 203
oIC [SYSTEM] Evant flags E0000002
00000000

This display can be used to monitor the NETACP process.

Ly

py

i
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Working Set Changes
it NETACP is laulting heavily, check these items:

+  Working set quota size
+  Process page count
+  Gigbal page count

+  Working set extent

The command procedure presented In Example 8—4 checks them for you.

Example 6-4: Monitoring NETACP

$! In order to get the PID of the NETACP procass,
$1 slther GROUP or WORLD privilege is requirad
st

§ CONTEXT = ™"

41 Laop through system proceas 1ist until the PID of NETACP is loqated
GET_PID:

PID = FSPID(CONTEXT}

IF PID .EGS. "" THEN EXIT

IF FSEXTRACT (0, 6, FSGETJPI(PID, "PRCHAM"}) .NES. "NETACP" -
THEN GOTQ GET_FID

WORKING_SET_QUOTA = FSGETIPI(PID, "WSQUOTA")
SHOW SYMBOL WORNING_SET_QUOTA

HOR.KING__SET_SIZE = FSGETJPI(FID, "WSSIZIE")

SHOW SYMBOL HOR.KING_SIT_SIZ.-
PROCESS_PIG[_COUHT = FSGETJIPI(RID, "PPGCMT™)
SHOW SYMBOL PROCESS_PAGE_COUNT
GLOBAL_PAGE_COUNT = FSGETIPI(PID, "GPGCNT™)
SHOW SYMBOL GLOBAL PAGE_COUNT

WORXING SET EXTENT = FSGETJPI(PID, “WSLXTENT™)
SHOW SYMBOL HOMIHG___S!T_EXT‘IHT

EXIT

To Increase the working set quota of NETACP, define the following iogical before DECnet software
is started.

WA A

s asiraaaaana

$ DEFINE/SYSTEM NETACPSMAXIMOM_WORKING SET (new walue)

To increase the working set extent of NETACP, define the following logical before DECnet soft-
ware Is started.

$ DEFINE/SYSTEM NETACPSEXTENT (new value)

NOTE

The logical definitions above only remain while the system is running,
unless they are defined permanently in a system startup file (SYSLOGI-
CALS.COM, for example).
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MONITOR Utility

The VMS MONITOR Utility Is a

program that displays Informati
resources. Some of this Information overaps with IhoySHO?N MEz‘Ogb:fn;h;::woé:g;wm
commands. MONITOR information also helps you to properly tune the operating system =M

The MONITOR utility is different fr
e ty om any other utlity that shows Information because MONITOR

* Display one class of information after another.
* Summarize statistics over a long period of time.

* Record information In a disk file.

*  Ptay back information It has recorded.

::; (i::sn ul:s;% i‘n Individual MONITOR command at the DCL prompt, or enter the MONITOR utilt
o ssue ITOR commands from within the utility. Both methods dispiay the informatl H
classes that you select. Both methods use the same class names and qualifiers. maten

To enter an individual MOMITOR command at the DCL prompt. type:
$ MONITOR class-name(s)/qualitiors

There are three classes of Interest to the network manager:

* DECnet
+  POOL
+ SYSTEM

Monlioring and Tuning 6- 11



Exampla 6-5, Example 66, and Example 6—7 show the output from each of these classes.

Example 6-5: MONITOR DECnet

§ MONITOR DECNET

VME Monitor Utility
DECHET STATISTICS
on node LUIGL

SUMMARY

COR

Azrriving Local Packet Rate 0.00
Departing Local Packst Ratse 0.99
Arxiving Trans Packet Rate 0.00
Trane Congsation Loss Rate 0.00
Receiver Buff Failure Rate 0.00
LAFs Available 29.00

Example 6-6: MONITOR POOL

3 MONITOR POOL

AVE
9.33

0. 43

0.00
0.00

0.00
28.00

VMS Monitor Utility
HONPAGED POOL STATISTICS
on node LUIGI

SUMMARY

CUR

SRPs Avallable 379.900
SRPs In Use 1429.00
IRFe Available 163.00
IRFs In Usas 723.00
LRPs Available 42.00
LRPs In Cee 39.00
Dynamic Bytes Available £6%92.00
Dynamic Bytes In Use 425160.00
Holes In Pool §0.00
Largeat Block 40312.00
Smallasst Block 16.00
Blocka Less or Eq 32 Bytes 3.00
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AVE

379.00
1428.00

1€3.66
722.33

42.00
3%.00

66392.00
435168.00
39.64
40312.00
16.00
5.00

From: 26-SEP-1908 101441023
Teon 26-3ER-1900 10144103

MIN MAX
Q.00 0.6¢

0.00 0.99
0.00 0.00
0.00 0.00
0.00 0.00G
24.00 30.00

Fromi 216-SEP-1988 10:51:20
To1 26-SEP-1900 10:%2:25

MIN MAX
379.00 379,00
1429.00 1429.00
163.00 163.00
121.00 723.00
42.00 42.00
39.00 39.00
€6392.00 €6592.00
435168.00 435160.00
39.00 60.00
403512.00 40312.00
16.00 16.00
$.00 $.00

Example 6-7: MONITOR SYSTEM

§ MONITOR SYSTEM

Node: ARCBA
Statjistic: CURRENT

+ CPO Busy (87) -t
I'..l.lll.l..i’l...l... |

cro 0 4=

jrevnonea |

L 2T +
Cur Tep: NETACP {32)

+ Page Fault Rate (32}
l l.ll..t--l...

-+

MEMORY © +- ———— L
1

+

|rsnsannnnn
+

Cur Top: NETACP (4%}

+ Direct 1/0 Rate (§) -+
[ 1
1/0 0+ +
l.‘ '
ome +

Cur Top: RRID (5}

VMS Menitor Otility
BYSTEM ETATISTICS

e et —anat 100

0 +

}
29-5EF-1588 09:29:30 .
Proceas States
LEY] 3o Liro: 1]
RINy 14 HIBO) -]
COM: 1 COoMOL o
P, [ ] Qther 1
MIATT) [}
Totals 46
+ Fres List Biss {2922) -+
|.nult I l’l
".OI..I....II " ,oo I
+ Wodified List Size (264) + L
t
]
+ Buffexed I/O Mate (23) ~+
'ltl 'l
150 v

Py
> —_ -

Cur Topi WOINICKI {4)

e g e
T

R T
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MONITORING NETWORK ACTIVITY

Network activity can be monitored In one of two ways:
«  The NCP command SHOW/LIST
. The event logging faciiity and the SET LOGGING command

Monitoring the Network with NCP

The SHOW and LIST commands in NCP provide Information on the following:

«  EXECUTOR - The node defined to be the axecutor of the NCP commands.
«  NODE - A computer within the network.

« CIRCUIT - A logical link between two nodes.

« LINE - A physical point-ta-point connection.

The following parameters are selectable:

+  CHARACTERISTICS - Liats static Information.

. STATUS - Usts dynamic Information.

«  SUMMARY - Condensed list of CHARACTERISTICS and STATUS.

« COUNTERS - Lisis all counters for the parameter.

Command keywords:
»  KNOWN - Displays Information about components known to the local nhode.
«  ACTIVE - Displays information about all active componems.

6~ 14 Monftoring and Tuning

Monitoring Network Counters

NCP reports the contents of all counters in decimal notation. Counter content displays with an
angle bracket (>) indicate that the counter has overflowed.

To reset counters for the network componaents, use the NCP ZERO command as follows:

NCP>ZERO EXECUTOR COUNTERS
NCF>ZERC KNOWN CIRCUIT COUNTERS
NCP>ZERC LINE DUP-0 COUNTERS
NCP>ZERQ NODE CYCLPS COUNTERS

To regulate the frequency with which counters are logged and when counters are zeroed, use
the NCP SET command with the COUNTER TIMER parameter as follows:

HCP> SET EXECUTOR COURTER TIMER 600
NCP> SET NCDE DEMON COUNTER TIMER €00
NCP> SET LINE UNA-0 COUNTER TIMER 100
NCP> SET CIRCUIT DMC-0 COUNTER TIMER 100

To command a remote node to execute a single command, use the NCP TELL command prefix
as follows:

NCP>TELL BOSTON SHOW KNOWN LINES COUNTERS

Monhoring and Tuning 6 13



The examples on the following pages illustrate the use of NCP monlitoring commands.
Monitoring Node Counters

Example 6-8: Executor Counters

NCP>SHOW EXECUTOR COUNTERS

Nods Countars ss of 26-SEP-1988 10:44:54

Exscutor node = 2§.60 (LUIGI)

>65334 Seconds since last sercad

26008 Bytes recsived
23970 Rytes sent
1012 Messages received
1022 Hessagss sent
10 Connectas received
10 Connects sent
O Responas timeouts

Aged packat loss

200 CO 00RO

Notes on Exampla 6-8:

0 65534 Is the maximum value for the seconds since zeroed parameter.

@ i greater than O - May Indicate that the Maximum Address value Is too low.
© [t greater than 0 - May Indicate clrcult problems. Check counters.
O

I greater than O - May Indicate that the Maximum Address value Is 1oo low.
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Raceived connect resource errore
Maxjimum logical links active

Node unreachable packst loss
Node out-of-range packet loss
Oversized packat lose

Packet format srzor

Partial routing update lose
Verification reject

Monitoring Circuit Counters

Example 6-9: Circult Counters

NCP>3HOW ENOWN CIRCUIT COUNTERS

Known Circuit Counters as of 26-SEP-1988 10:d8+¢1)

Circuit # ONA-0

>63534
217
194800

0

]

Q

]

102

]

93

4306
362055
1173034087
247402
13971008
0

o

Feconds since last zerced
Terminsting packets recaived
Originating packets sent
Terminsting congesticon loss
Transit packets received
Transit packets sant

Transit ocongestion lass
Circuit down

Initislization failure
Adjscency down

Peak adjacencies

Data blocks sent

Bytss sent

Data blocks recsivad

Bytes received

Unrecognized frame destination
Oser buffer unavailable

MonNRoring and Tuning 6-F:
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Monitoring Line Counters

Example 6-10: Lins Counters

NCP>SHOW KNOWN LINE COUNTERS

Known Line Counters as of 26-SEP-1980 10137446

Line = QNA-O

>43534
aT8%64
732414

[+]
46091567
3171794676
o

456431
208463
217

222

0
123767752
13033793
[ 1Y

8361
0
0
Q

Seconds since lasst serosd
Data blocks recelved
Multicsst blocks rxecelved
Receive failure
Bytas received
Multicast bytee received
Data overrun
Data blocks sent
Multicest blocks sent
Blocks sent, multiple collisione
Blocks sent, eingle collision
Blocks sent, initially deferred
Bytea sent
Hulticast bytes sent
Send tallure, including:

Cartisr check falled

Short circuit
Colllsion detact check failure
Unrecognized frame destinstion
System buffer unavallable
User buffer unavailable
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Using Node Counters

Example 6—-11: Responss Timeouts

NCE>SHOM EXECUTOR COUNTERS

Mode Countsrs s of 26-SEP-1980 10:44154

Executor node = 26,60 (LOIGI)

>653534
26008
2597
1012
1022
10

CODDO0OO0OCONRD

Ssconds since last meroced
Bytes received

Bytes sent

Messages received

Masssges sant

Connects received

Connacts sent

Responaa timscuts

Received conhaot rescurce errors
Maximum logical links sotive
Aged packet loss

Nodas unrsschable packet loas
Node cut-of-range packet lose
Cvarsized packst loss

Packet format arror

Fartial routing update loas
Verification rejsct
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Example 6-12: Resource Errors

NCP>$HOW EXECUTOR COUNTERS
Node Counters as of 26-SIP-19588 10:44:54
Executor node = 26.60 (LUIGI)

>653534 Seconds since last zeroed
26000 Bytes received
25978 Bytas sant
1012 Hessages recelved
1022 HMeassages sant
10 Conneaots received
10 Connects sent
G Ressponse timeocuts
212 Recalved connect resource errors
Maximua logical links active
Aged packst losa
Neds unrsachable packet loas
Node out-of-range packst lose
Oversized packst losa
Packet format error
Partial routing update loss
Veritication reject

-N-N-N-N-NE-E-X 3
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Using Circuit Counters

Exampie 6-13: Interpreting Circult Counters

NCP>BHOW KNOWN CIRCUIT COUNTERS

Known Circult Counters ss of 26~SEP-1908 17100:37
Cirouit = DMC-0

60004
20236
36340
0
21769
3137
]
49
o
20140464
13489301
208111
189730
0
1

0
L]
o
4]

Seconds since last perced

Terminating packets received

Originating packets sant

Terminating congestion loss

Transit packets received

Transit packets sent

Transit congestion loss

Circult down <CO>(2

Initislization failure

Bytes received

Bytes aent

Data blocks received

Datas blocks sent

Data errors outbound

Data exrors fnbound, includiagy
NAKs sent, bheader blook check error

Local buffer errots

Remote buffer errora <CO> (1}

Local reply timeocuts

Rencte reply timecuts

Circuit = UNA~O

€000¢
110417
T639)

L]

3137
21769
aod

o

0

130353
10917661
474304
43394333
1]

0

Seconds since last serced
Terminating packets received
Originating packeta sent
Terminating congestion loss
Transit packets received
Transit packets sent

Yransit congestion loas <CO>(3)
Circuit down

Initialization failure

Data blocks sent

Bytes sent

Data blocks receivad

Bytes received

Onrecognized frame destination
Dser buffer unaveilable

Ty W

oy

EEh o
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Using Line Counters

Example 6-14: Excessive Multicast

NHCP>SROM KNOWN LINE COUNTERS

Known Line Counters as of 26-3EF-1908 10137146

Line = QHA-O

»>63334

| L ELY]
324949

0
46091567
37794676
]

456451
2084653
217

222

o
123767732
15053793
4361

1361
4]
]
0

Seconds since last zaroed
Data blocks received
Multicest blocks received
Receive failure
Bytes recelived
Multicast bytes Tecelved
Data overrun
Data blocks sent
Multicast blocks sent
Blocks sent, multiple collisions
Blocks ment, single collision
Biocka sent, initially deferzed
Bytes sent
Hulticast bytes sant
Sand failure, including:

Carrier checkh falled

Short cizcult
Collision detect chack fallure
Unrecoynized frame destination
System butffer unavailable
User buffer unavailable

622 Monhoring and Tuning

Exampie 6-15: Collislon Delect Fallures

NCP>SHOW KNOWN LINE COUNTERS

Known Line Counters as of 26-SEFP-1900 10:58:150

Line = ONA-O

>65534
870564
324949

0
46091367
37794476
]

41364351
2084635
217

222

0
12576771%2
13033793
[ L33

[ k1)

Seconds since last mezoed
Date blocks recsived
Multicast blocks received
Receive fallure
Bytes recelved
Multicast Bytes received
Data overrun
Dats blocks sant
Multicast blocks msant
Blocks sent, wultiple collisions
nt, single collision
Blocks msent, initially deferrsd
Bytss ssnt
Multicast bytes sent
Send failure, including:
Carrier check falled
Short cirecuit
Collision detect check fallure
Oncecognized frame destination
Systam buffer unavailable
Usar buffer unavailable
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Event Logging

The network software logs significant events thal occur during network operation, Including:
+  Clrcult and node counter activity

+« Changes In circuit, ine, and node states

+  Lost event reporting

+  Service requests

+  Passive loopback

»  Routing performance and @mmor counters

» Data transmission performance and eror counters

The logging companent is defined by the device or process that records the events released by
the event logger. There ane three types of logging components:

+ Logging console - A terminal of file that recelves events on the sink node in a format the
usar can read.

» Logging File - A user-specific file on the sink node that recelves events in the standand
Digital Network Architecture (DNA) binary format.

+  Logging Monitor - A system or user-specified program that receives and processes DNA
events,

Data may be titered or not filtered:

+  Fitering Is logging only thase evants speciied in the sysiem’s evert ist, which you can set
using NCP.

+  Events are coded as n.m, where n is the event class, and m Is the event type within the
event class category.
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Sink Node

e

A sink node collects the logging information from several nodes on a
network and output
tnformation to a central device (consale, file, or monltor). When you define a sink node l:::

:;gruolng database, the network management Hstener {NML) stores the executor node as addre:

The logging database s transportabie to other nodes.

The event list follows the EVENTS parameter. Only one claas howe
. per command is aliowed;
muliple event types per command are permitted. They must be specified In ascending om::

To enable logging of all events, type:

NCP>SET LOGGING MONITOR KNOWN EIVENTS ’
NCP>SET LOGGING MONITOR STATE ON

ey -

To enable event logging related to circults on a central node or network, type:

NCP>SET LOGGING {MONITOR, CONSOLE, PILE} EVENTS n
HCP>SET LOGGING [MONITOR, CONSOLE, FILE) BINK NODE WATCH
HCP>SEY LOGGING [MOMITOMN, CORSOLE,FILE) BTATE OM

To output network logging Information to a special terminal, type:

NCP>SET LOGGCING CONSOLE EVENTS O
NCP>SET LOGGING CONSOLE NAME TTC3
NCP>SET LOGGING CONSOLE STATE ON

=

ey

I
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rent Message Format

evenl message takes the format below. The components of an event message are described
Table 6—2.

EVENT TYPL class.typs, svent-text

from node addrsss lnodo-n-nol,Occur:od [dd-mm-yY]
hhiren:ss.ua

component type component name

descriptive text

ble 6-2: Event Message Format

JENT COMPONENT DESCRIPTION

ASS The layer in which the event occurred.

fPE The specific type of event for the class.

JENT-TEXT The text describing the event.

JDRESS The address of the node at which the event occurred,
ODE NAME The name of the node at which the event occuired.
D-MM-YY The date on which the event occusred.

H:MM:SS:UU The time at which the event occumed.

OMPONENT TYPE The clrcult, nods, of ine.

EXT Information that describes the even.

Table 6-3 lists the different classes of events.

Table 6-): Eveni Class

EVENT CLASS DESCRIPTION

0 Network Management Layer
1 Applications Layer

2 Sesslon Control Layer

3 End Communication Layer
4 Routing Layer

5 Data Link Layer

6 Physical Link Layer

7-3 Reserved

32-63 RSTS system specitic
64-95 RASX system specilic
96-127 TOPS-20 system specific
128-159 VMS system specific
160-47% Reserved for future use

xample 6-16 shows an actual event messaga:
xample 6-16: An Event Message

vent type 4.7,Circuit down = elrcult fault
ccurred 26-SEP-1988 17113113 on node 4 (ENT)

ircuit PMC-0
ine synchronization lost

§— 26 Monitoring and Tuning

DECnet-VAX software logs events only for event classes 0,3,4,126-159. if you attempt to tum

on logging for any cther event, it doas not log.
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Event Types

The event types within the avent classes 0,3.4, and 128-159 that are logged by DECnet-VAX

software are as foliows:

The Network Management Layer class event types are:

The End Communication Layer class event types are:

The Routing Layer class event lypes are:

-

0.0 Event records lost
0.6 Passive loopback
0.7 Aborted sarvice request

3.0 Invalid message

3.1 Irvalid flow controt

4.0 Aged packet loss

4.1 Node unreachable packet loss
4.2 Node out-of-range packet loss
4.3 Overslzed packet loss

4.4 Packet format emor

4.5 Partial routing update loss

4.6 Verification reject

4.7 Circult down, circult fault

4.8 Circuit down

6- 28 Monhoring and Tuning

* 4.9 Circuit down, operator initiated

*  4.10 Circuit up

* 4.1 Inltlalization fallure, ine fault

*  4.12 Initialzation failure

*  4.13 Inhialization failure, oparalor initiated
* 4.4 Node reachability change

* 415 Adjacency up

*  4.16 Adjacency rejected

* 4.7 Area reachability change

*  4.18 Adjacency down

* 4.18 Adjacency down, operator initiated

The VMS syslem specific class events are:
* 128.1 DAP CRC error detected

* 128.2 Duplicate PHASE 2 address error
* 128.3 Process created

*  128.4 Process terminated

NOTE
Event Logger types 4.2, 4.5, 4.7, 4.8, 4.9,

s

4.10, and 128.1 are especially in-

dicative of some sort of network problem. Action should be taken on them

immediately.
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DECnet Test Sender/DECnet Test Receiver Utility

DECnet Test Sender (DTS)DECnet Test Racelver (DTR) are the DECnet transmitter and recelver
test programs that exercise network task-to-task capabilites. DTSEND and DTRECYV are the
DECnet-VAX impleamentations of these programs.

The data test Is composed of the fotlowing subtests:
«  Sink Test - DTA Ignores all data received during thia test.

»  Sequence Test - It a massage Is received out of sequence, DTR aborts the logical fink and
the test.

«  Pattem Test - Data messages with a sequence number and a data pattern are sent; DTR
abons the logical knk If recetved data does not match the sent daia.

«  Echo Test - DTR transmits all data messages recelved back to DTS during this test.

To Invoke DTS and run the data test, issue the command

9 RUN SYSS$SYSTEM1DTSEND

as shown In Example 6-17.

Example 6-17: DECnet Test Sender/DECnet Tost Receiver Output

$ RUM SYS$SYSTEM:DTSEND

DTS Version xxx initiated on dd-wm-yy hhimmizs

“Test: OATA/PRINT/TYPE=SLQ/SIZE=120/SECONDS=10/FLON=MESIACE
~DTS~$~NORMAL, normal successful completion

Teat paramater sl

Test duration {see) 10
Target nodename

Line spead {baud) 1000000
Message size {bytes) 128

Summazy statlstics:
Totul wasssges XMIT TEE RECY O

Total bytes XMIT 100884
Messages per second 78
Bytes par sscond 10008

Lins thruput {baud} 80691
ALine utilization 0.0
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NETWORK PERFORMANCE PARAMETERS

Sevaeral network parameters aftect performance on a node. They are:

-

-

Incoming timer
Outgoing timer
Butfer size
Maximum buffers
Pipeline quota
Circult costs
Maximum costs
Maximum hops

Maximum visits
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Network Parameter Tuning Hints

Foliow these guidelines In tuning your node:

Incoming and Outgoing timer—Default Is recommended unless you have a large network
with many hops or stow lnes.

Butter size—Should definitety be the same lor all routing nodes.

Maximum butfers—Default Is usually sufficient, but may need to be raised i there are several
high speed (56K plus) circuits or long delay links.

Plpeline quota—High vaiue enhances performance, but uses up nonpaged memory pool;
sateliite Inks may require an increase.

Circuit costs—Use defaults.

Maximum costs and Maximum hops—Network size dependent with consideration of possible
failures given,

Maximum visits—Should be two to three times maximum hops.

6~ 32 Monhoring and Tuning

SUMMARY

b
Natwork performance can suffer due to the performance of a single node. inadequate buff -
sizes or an under-sized pooi can lead 1o Inefficient utiiization of system resources and decreas:
network throughput.

The network load on each system Is difterent; therefore, system manioring should be a routir
procedure. You can use utilities and OCL commands such as MONITOR, SHOW MEMOR
SHOW PROCESS and SHOW SYSTEM for monitoring system performance. If system pi
rameters need to be moditied, then the standard procedure of running AUTOGEN should t
followed.

DECnet software automatically coliects certain network statistics on nodes, lines, and circult:
These statistics are known as counters; for network monitoring, cournters are a critical BOUIC,
of information. You can use the NCP SHOW command o display counter vaiues to manitor th'
operation of the running network. ;
DECnet software monitors a wide range of network activites calied events. Esch event reg®
resents a significant occumrence In the network, and reporting the events may prove useful |
monitoring network performance.

You can use the avent iogger to log all, or only cerain, network events. in addition, you car

instruct the event logger 1o log network events at a remote consoid, in an event file, or sent
them to an event monitor task.

When DECnet software was first brought up on your system, the major network paraimeters were
set with default values. Since each network Is different, you may find it nacessary to alter thess
hatwork parameters 1o Improve overail network performanca, ’

ey W
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LABORATORY EXERCISES

Use the MONITOR, SHOW SYSTEM, SHOW PROCESS, and SHOW MEMORY utilitles, as
presented In the module, to answer the following questions.

4,

Examine the NETACP process on your systam.
*  What is lts cument priority?
*  Haw many times has # page faulted since the process has been active?

+  How much actual memory is it using? (HINT: No single command wiil provide you with
this answer.)

Which la cummently greater on your system—the arriving local packet raie or the departing
lacal packet rate?

What s the average number of LRPs available to DECnet software on your system? How
does this differ from the maximum?

Which process on your system Is using the most CPUT The most memory?

Use NCP for the following exercises.

5.
6.

Since the counters were last zeroed, has your node sent or recelved more messages?

Look at the counters for a routing node In your network. Has there been more route-through
traffic at that node or more local traffic?

As a network manager, you will want to monitor your system over time to be aware of
changes that occur. You cah do this manually at regularly scheduled Imervals, or you can
set up a command precedure 1o do It for you. With this in mind, write a command procedure
that will do the following:

+  Write the current values of node, kne, and circult counters to a file.
+  Zero the counters.
*  Submit itself to run again In 24 hours.

Test your command procedure by changing the interval to 5 minutes instead of 24 hours.

6 3 Monhoring and Tuning

SOLUTIONS TO LABORATORY EXERCISES

Use the MONITOR, SHOW SYSTEM, SHOW PROCESS, and SHOW MEMORY utilties, as

presanted in the module, to answer tha following question

1. Examine the NETACP process on your system.

*  What Is Its current priority?
§ SHOW PRDC/CONT!ID-QH?HASIB>(p1d of NRIACER)
* How many times has It page fauited since the process has been active?

$ SHOW PROC/CONT/ID=<ZMPHASIS> (pid of NETACF}

*  How much actual memory Is It using? (HINT: No single command wil! provide
you with this answer.)

Use lexical functions o determine the process page count and the global page count,
and add the two togalher. (See Example 6—4)

Which is currently greater on your sysiem—the arriving locai packet rate or the de-
parting local packet rate?

3 MONITOR DECNET

Whal Is the average number of LRPs svailable 1o DECnet sofiware on your system?
How does this differ from the maximum?

3 MONITOR DECHET

Which process on your system Is using the most CPU? the most memory?

$ MONITOR SYSTEM
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Use NCP for the following exercises.

5.

7.

Since the counters were last zeroed, has your nods sent or racelved more messages?

NCP> SHOW EXECUTOR COUNTERS3

t.ook at the counters for a routing node In your network. Has there been more route-
through traftic at that node or more local traffic?

HCP> SHOW KNOWN CIRCUIT COUNTERS

As a network manager, you will want to monitor your system aver time (o be aware
of changes that occur. You can do this manually at reguiarly scheduled Intervals, or
you can set up a command procedure to do It for you. With this in mind, write a
command procedurs that will do the following:

«  Write the cusrent values of node, line, and circult counters to a flle.
+ Zero the counters.
+  Submit Itsei! to run again In 24 hours.

Test your command procedurs by changing the Interval to 8 minutes Instead of 24
hours.

$) ZERO_COUNTERS.COM - will write oirouit countsrs and sxecutor

EY countears to a file in IJYISMANAGER, then
9" sero the oountecs and resubmit iltsalf to
M batch to execute again in 24 hours.

81

Seet process/priveall

$mc nop show aXecutor COUNLEI® L0 AYSImANSger isXscutor_countets.tmp
$mo ncp zero executor countsrs

Srename sysSmanager) tor_ teras.tup tors.lis

9

$mo ncp show known circuit counters to sysémanagerioirouit_oounters.tmp
Ima nep zexe kpown olrcult countszs ’

Sappend sysSmanagericlrcult counters.tmp ovunters.lis

Sdelets sysSmanageriolrcult counters.tmp)

L]

$no ncp show known line counters to sysimanageriline_ocounters.tmp
$mao nep zero known line ceountere

Sappend sys$manageriline_counters.tmp counters.lis

$delete sysSmanageriline counters.tmp)

5
$submit/noprint/after="TOMORROW+00:15 IERO_COUNTERS.COM/queus=sysibstch
Sexit

6= 3 Monhoring and Tuning

MODULE 7
FAULT ISOLATION
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INTRODUCTION

Uke a compuler system, a network is prone to probiems. These problems may occur in the
hardware that is used for communication, In the software nunning on the computer systems In
the network, or in the network paraméters sat on each system.

This module Identities some of the common network problems that occur and shows methods
for determining and comecting the problems.

This moduie describes how to systematically Isolate & hardware or software problem by starting
at the User Layer of the local node, working toward the User Layer of the remote destination

node, and eliminating components as the source of the problem. Some of the 1ools introduced
in this module are node lavel, circult level, and Ethemet circuit-level testing, and modem testing.

OBJECTIVES
To test the network, the network manager should be able to:
*  Identity the types of problems occurring on the network.

*  Select and perform opback tests to Isolate a fault to & hardware or software level from the
following tests: ‘

— Node-level
~— Circuit-lavel
— File-transfer
— Ethemet circuit

— Modem

RESOURCES

*  VMS Network Control Progam Reference Manual, {AA-LASO0A-TE)
* VM5 Networking Manual, (AA-LA4BA-TE)
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DECnet CONFIGURATION PROBLEMS

One way to Isolate faults in the network Is to eliminate the possibie causes systematically, One of
the most common faults leading ta natwork lailure occurs when network software is not property

configured. Common problems include:

The first step in the fauk Isolation process is to check that the DECnet software is property set

Detined node addressas not unique
Detined noda names not unique
Buffers too small

Not enough system butfers
Routing passwords Incorrect
Node numbers out of range
Maximum visits too small
Clrcult costs improperty set

No default DECnet account
Invalid access control
Insufficient resources
Improperly set imers

Remote node In shut state

up.

7-4 Faull isolation

TYPES OF FAULTS

Figure 7-1 highlights the different places where faults can occur In a point-to-point conm,

Figure 7-1: Places Where Faults Can Occur
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SYSTEMATIC ELIMINATION

Some problams that may appear o be network laults are actually specific to the system, or even
the user. When a user reports a problem using a natwork utility, take the steps presented in

Table 7-1.

Table 7-1: Steps for Systematic Elimination of Problem Causes

STEP PURPOSE
1. Checi the syntax of the user's com- Eliminates user ermor as the source of the
mand. problem.

2. Check the logical names and symbols
the user has detined.

3 Try to execute the utllity to the local node
(0}

4. Try to execute lhe utlity to a diNerent
remote node.

5. Try to perform other network operationa
fo the remote node.

6. Log in to the remole node, and try to
execute tha utility locelly on that node.

Ellminates the user's snvironment as the source
of the problem.

Ensures that the utility functions properly on
the iocal node, sliminating the local software
as the source of the problem.

It successtul, further eiminates the possibility
of problemns with the local software.

Determines whether it is possible to establish
any logical link to the remote node. If 5o, elm-
Inates the physical connection as the source
of the problem.

Determines whather the object Is properdy con-
figured on the remote node, eliminating the
target object as the source of the problem.

LOOPBACK TESTING STRATEGY

DECnet saftware provides testing routines for several types of network condigurations, inch
5 udl
Ethermet and Point-to-Point configurations. ° ™

The steps are the same for Ethernet and Point-to-Point tosting:
¢  Local tests

+  Link level tosls

Table 7-2 lliustrates the types of tasts avallable:

Table 7-2: Testing Strategy Chart
STEPS FOR ETHERNET

STEPS FOR POINT-TO-POINT

Local Tests Local Tests
Local node loopback Local node loopback
Controller loopback Controller loopback

Link Lavel Tests Link Lavel Tests

Ethemet node loopback test Controller loopback

Ethemat loop asslst tests Clrcult loopback w/oopback connector
- Full assist Local modem loopback test

- Receive assist Remote modem loopback test

- Transmit assist .

Local-to-remote loop node 1est {adjacent)
Software loopback test (adjacent)
Local-to-remote oopback test

I, after performing these steps, you have not found the source of the problem, or if you have
determined that there is a problem establishing a logical ink with the remote node, you may
want lo test the connection using loopback tests.

7- 6 Faull Isolation
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Exampie 7-1: Local-to-Local Loopback Test

ey

LOCAL TESTS NCP>LOOP EXECUTOR COUNT 30 LEINGTH 128
Local tests examine the logical link capabiliities of the local system by exchanging test data
between DECnet processes on that system. Local tests are identical for Ethemet and point-to- - g ’
point configurations. The tests include: Figure 7-2: -to-Local Loopback Test i
* Local-to-kocal loopback test - Evaluates local software using an Intemal logical ink. r - = — =
* tLocallo-local loop node test - Evaluates local software and controller. USER { > ner
¥ 1
NeT T NoDE ' wooE |
Local-to-Local Loopback Test A I Looreack | LooPBACK
APPLICATION MIRROA JAccess |
i @ OUTINES X .
* Th::‘ local loopback test evaluates the locai DECnet software using en internal logical link l@ ] I | E
paih. sES3ION I + @ | 4 e .
*  Ittests the ability of the local node 1o both Initiate and accept logical #nk connections property , ConTRoL [ ) | E b
and to send and receive data. I l T ] 3 )
»
. I [ 4
On a local loopback test only the local DECnet software down to the Routing Layer Is tested. Eno MUNICATION i t | : g
* I this test falls the Event Logger messages could indicate the cause of the faliure. ! e \ E
* The command shown In Example 7-1 s lllustrated by Figure 7-2. )
ROUTING ' l
b e e o = om e d
DATA LINK
PHYSICAL
MKV_K1080_s8
Fault lsolation T
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Local-to-Local Loop Node Test

The local-to-locat loop node test performs the following tasks:
Verities the local Routing Layer software and the controliar on the jocal node.

Communications are looped Internally In the communications device without any type of
external loopback circuitry.

The procedure is to turn off the line, set the controller to leopback mode and tum on the lne
and clrcult, set up a fictitious loop node name for tha given ine and enter the LOOP NODE

command using the loop nade name.
While this Is & normal logical link, the line Is unusable for all cther traftic.

If this tast falls, the probiem is with the controlier on the local node.

The commands shown In Example 7-2 are Hustrated by Figure 7-3.

Example 7-2: Local-to-Local Loop Node Test

NCP>SET LINE DMC-0 STATE OFF

NCP>SET LINE DMC-0 CONTROLLER LOOPBACK
HCP>SET LINE DMC-0 STATE ON

NCP>SET CIRCUIT DMC-0 STATE ON

NCP>SET NODE TESTER CIRCUIT DMC-0
NCP>LOOP NODE TESTER CQUNT 10 LENGTH 32

7- 10 Fault iscistion

Figure 7-3: Local-to-Local Loop Node Test
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TESTING THE LINK

The Network Contral Pro.ram (NCP) providaes mechanisms for te sting tha link betwes: jocal
and romote nodes on a [ ECnet network. There are tasts for both Ethemet and point-to-point
DECnet confligurations. Tiwase tests check the operation of the ne work between the lo-al and
remote nodes being teste:l.

The tests specifically for E themet cot tigurations are:
+ Ethernet node loopba .k test
+  Ethernet loop assist tosts with:

— Full assistance

— Raecoive assistance

— Transmit assistance

The tests for poirnt-to-point configurations include:
+  Controller loopback tasts

»  Circult loopback test with lcopback connhector
* Local modem loopback test

+  Remote modem loopback test

*  Local to remote loopback test (adjacent)

+ Software loopback test {(adjacent)

* Local to remote loopback test

7-12 Faull Isolstion

Ethernet Tests
Ethernet Node Loopback Test

+ ‘The node ;
oy loopback test Is used for looping messages o remote systems over Ethemet

*  Tests of this type atiow you to determine the capabi remot
to send and recelve messages, 1y of bath the local and e controllers

* Inthese cases, you are required to supply the E
or node address, of the node that Is tested. themnet physical address, the node name,

= The commands shown in Emmplo?ﬂmlllmtmtodbthn?—l.

Example 7-3: Ethernet Node Loopback Test

W

NCP>LOOP CIRCUIT UNA~0 PHYSICAL ADDARSS AA-01+23-4S-
BCP>LOOP CIRCUIT UNA-Q NODE RANCY 1+23-45-7-09

L

P

Fauk isolation 7- 13



Figure 7-4: Ethernet Node Loopback Test
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Loopback Assistance on the Ethernet

To perform the assistant ioopback tast you must provide the:

DECnet name, addrass, or physical address of the assistan! node
DECnet name, address, or physical address of the destination node
Number of imes to execute the test

Type of assistance to be provided

There are three types of assistance that can ba provided:

-

FULL ASSISTANCE - The node relays the test message both on the way to and back from
the destination node, demonstrated by Example 7—4 and Figure 7-5.

HCP>LOOP CIRCUIT UNA-O MODE xxx ASSISTANT HODE yyy

RECEIVE ASSISTANCE - Your node sends the test message directly to the destination node.
The assistant node relays the test message on the way back from the destination node. Use

this test when you suspect that the transcetver at the destination node is tranamitting a weak
signal, demonstrated by Example 7-5 and Figure 7-6.

NCP>LOOP CIRCUIT UNA=O RODE xxx ASSISTANT NODE yyy HELP RECRIVE

TRANSMIT ASSISTANCE - The assistant node relays the test message on the way to the
destination node. The test message Is returned directly to your node by the destination

node. Use this test when you suspect that your transceiver is transmitting a weak signal,
demonstrated by Example 7-6 and Figure 7-7.

NCP>LOOP CIRCUIT ONA-O NODE xxx ASSISTANT NODE YYY HELP TRANSMIT

Loop assist lests are useful when the node beling tested cannot respond o a signal because
the signal Is oo weak.
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Example 7-4: Loopback Test Using Full Assistance

HCP>LOOP CIRCOIT UNA-O NODE NANCY ASSISTANT NODRE MIKE

Figure 7-5: Loopback Test Using Full Assistance
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Example 7-5: Loopback Test Using Recelve Assistance

NCP>LOOP CIRCUIT UNA-O0 NODE RANCY ASSISTANT NODE MIXE MELF RRCRIVE

Figure 7-56: Loopback Test Using Recelve Assistance
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Example 7-6: Loopback Test Using Transmit Assistance

WCP>LOOP CIRCUIT UNA-0 NODE NANCY ASSIITANT NODE MIKE HELP TRANSMIT

Figure 7-7: Loopback Test Using Transmit Assisiance
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Point-to-Point Tests

Controller l.oopback Test
This test verifies whather or not the line up to the controller and the controller are functional,

* Use the LOOP CIRCUIT command to psrform a controller loopback test of a physical ine
on the local node while the controfier Is In loopback made.

*  Test data flows from the Network Managemant Layer directly to the device driver.

* The commands shown in Example 7-7 are liustrted by Figure 7-8.

Example 7-7: Controiler Loopback Test

NCP>SET LINE DMC-1 STATE OFF

NCP>SET LINE DMC-1 CONTROLLER LOOPRACK
NCP>SET LINE DMC-1 STATE ON

NCP>SET CIRCUIT PMC~1 STATE ON

NCP>LOOF CIRCUIT DMC-1 COUNT 10 LENGTH 32
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Figure 7—.8: Controller Loopback Test
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Circult Loopback Test with Loopback Connector

This test allows you to loop data through a hardware loopback connector to test whether th

entire communication device and cabla Is functional. Cable loopback tests are conducted throug .

the use of NCP LOOP CIRCUIT commands. Table 7-3 ksts the loopback connectors require.

for each device.
The commands shown in Example 7-8 are Nustrated by Figure 7-9.

Example 7-8: Circult Loopback Test Using a Loopback Connector

NCP>IET CIRCUIT DMC-1 SERVICE EHABLE
NCP>EET LINE DMC-1 STATE ON

NCP>LOOP CIRCUIT DMC-~1

NCP>LOOP CIRCUIT DMC-1 COUNT 100 LENGTH 453

Faun isolation 7- 21
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Figure 7-9: Circuit Loopback Test Using a Loopback Connecior Table 7-3: Test Connectors

CONNECTORS OPTIONS
H315 DH1t, DL11, DLVTL, DQ11, DU, DUVTY
uren Necr H32s DJU11, DHV1Y, DMC11, DMPY1, DMR11
; i DMV11, DUPt1, DV11, DZ11, DZV1t
| ‘ Ha27 DZ1
NETWORAK APPLICATION | ) H329 DZV1I1
1 E | HB61 bvit
* ] HBE1C DH11
SEISION CONTAOL i
; 1 H3027 DMZ32
: | H3028 DMZ32
END COMMUNICATION | ! | H31m Dz“
! H3248 DMF32
I H3249 DMF32
ROUTING | # +3250 DMC11, DMP11, DMRA11, DMV11
Tt Ha251 DMP11, DMRA11, DMV11
DATA LINK i I H3I254 DMP11, DMA11, DMV
U ) P H3259 DPV11, DZ32
K | LODPRACK
'L 2 ""‘"J CONMECTOR H3260 DPV11
PHYBICAL ™ M3z DZN, DZNX
HA272 DZz32
H3273 DZ11X
o H3274 DZ11X
H3276 DMA11
H3277 DHV11
H8568 OMRA11
Hee11 DH11
H8612 DzZit
M974 DH11
12-12528 DMC 1t
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Local Modem Loopback Test

A local modem test can ba periormed on modems that have an analog icopback button. With
this button, the data transmitted from the local node Is looped arcund In the local modem and
retumad back to the local noda. This loopback arrangement tests the Ine device, the cable, and
the modem. The commands shown in Example 7-8 are lliustrated by Flgure 7-10.

Example 7-8: Locai Modem Loopback Test

NCP>SET LINE DMC-0 DUPLEX FULL

NCP>SET CINCUIT DMC-0 STATE SERVICE

WCP>LOOER CIRCUIT DMC-0 COUNT 10

Figure 7-10: Local Modem Loopback Test
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Remote Modem Loopback Test

The loopback arrangement in Figure 7-11 tests the communications device, the cable to the
modem, the local modem, the telephone circult, and the remote modem. The remote m
digitizes the data fromm the local modem, converts the data to analog form, and retums it ¢
local modem. The data is then retumed to the device. The commands shown In Example |
are illustraled by Figure 7-11. ;

»

Example 7-t0: Remote Modem Loopback Test
HCP>SET LINE DMC-0 DUPLEX FOLL

NCP>SET CIRCUIT DMC~0 STATE SERVICE
NCP>LOOP CIRCUIT DMC-0 COUNT 10

Figure 7-11: Remote Modem Loopback Test
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Local to Remote Loop Node Test

This test verifies the logical ink path over a circult between the local node and the adjacent

node:

* Looping to a test node sends test messages back to the local node mirmor object through
an adjacent node.

-~ The tast messages are forwarded prope:ly, as the routing header has the same address
in both the source and destination flelds.

— Any adjacent node receiving the message merely retumns It.

Bacausa this actuaily tests the operation of the Routing Layer on the the remote adjacent node,
the messages may not coma back on the circult over which # was sent.

The commands shown in Example 7-11 are lllustrated by Figure 7-12.

Example 7-11: Local to Remote Locp Node Test

HCP>SET LINE DMC-0 STATE oM
NCP>SET NODE TESTER CIRCUIT DMC-0
NCP>SET CIRCOUIT DMC-0 STATE ON
NCP>LOOP NODE TESTER COUNT n

7- 26 Fault Isolation

Figure 7-12: Local 10 Remote Loop Node Test
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Software Loopback Test

This test determines that the circuit Is operational up to the remote circult unit and controller:
* It adircult loopback test passes, the problem Is most likely located In the network software.

It the circult leopback falls, the problem may be hardware-related.

The commands shown In Example 7-12 are llustrated by Figure 7-13.

£xample 7-12: Softwars Loopback Test

NCP>SET LINR DMC-0 STATE OFF

NCP>SET LINE DMC-0 CONTROLLER NORMAL

NCPF>SET LINE DMC-0 STATE ON
NCP>EET CIRCUIT DMC-0 STATE OM
HCP2LOOP CIRCUIT DMC-0 COUNT 10

Figure 7-13: Software Loopback Test
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Local-to-Remote Loopback Test

This test verities the logical ink connection between two nodes:

*  This test can be performed across multiple hops.

The command shown In Exampie 7-13 s illustrated by Figure 7-14.

Example 7-13: Local-to-Remote Loopback Test
NCP>LOOP MODE OSCAR COUNT 10

Figure 7-14: Local-to-Remote Loopback Test
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SUMMARY

One of tha most comman faults leading to network fallure occurs when network parameters are
not adjusied proparty. When a problem occurs on your system, ctheck that the following network

parameters are properly set:

MNode address
Butfer size
Maximum address
Maximum cost
Maximum visits
Maximum hops
Routing passwords

Whan festing a network, & lest strategy should be aempioyed. Begin testing on your own local
node and fest outward untll the problem is isclated. in other words, test your local node's
hardware and software and then work out to the remate system’s hardware and software.

Locai-to-iocal loopback (est - Evaluates jocal software using an intemal logical knk.
Local-to-local joop node test - Evaluates local software and controller.

Controller loopback test - Evaluates whether the line up to the controlier and the controlier
are functional.

Circuit loopbach lest with loopback connector - Loops data through a hardware connector
to test the entire communication device and cabie.

7- 30 Faull isolation

*  Local modem loopback test - Thi
on the local l'lOde‘.) st Th s test ChOCks out the ine dOV'OO, the Glble. and the modem

Remote modem loopback tast - This te

- st Is designed to ensure that the communi
device, the cable to the local modem, the local modem, the tel T anc the
remole modem are all working property. ' elophons ciraul, and the

* Localto-remote (adjacent) loop node test - Evaluales both the local node and the adjace
_ I
node’s Routing and Data Link Laysr software. lacert

*  Software iopback test - This test determines that
Sreutt oot opoack test - the circuit is operationat up to the remote

Local-to-remote loopback test - Evaluates ability to estabiish
node, possibly through Intermediate nodes. ity a jogical ink with a emote

When using Ethemnet loopback tests, you need to oblaln the Ei 2563
the
remote nodes that you wish to test. et physical addre ofthe

Remember thatl some tests are usable only on polnt-to-point configurations.
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LABORATORY EXERCISES

For this lab, Isolate the faults described by the following problem statements. As time allows,
your instructor will reproduce each of the problems on your classroom systems. You will then be
given a sel time period to lind the problam (or problems) using the lools presented throughout
the week. DO NOT FIX THE PROBLEMS WHEN YOU FIND THEM. It you fix a probiem, it
won't be there for your classmates to tind. When you locate a problem, write it down, along with
what you would do to fix i

You may use loopback tests; however, you should not execute any of the particular loopback
commands that requirs you 1o put the line controiler into ioopback mode.

- The lab reflects the materiai covered throughout the week. Do not imit yourself to the material
In this module. There Is a wide range of VMS and hetworking tools available to help you find
the faulls.

Your Instructor will provide you with the names of the nodes coresponding to A, B, C, and D.
You can Hill in the table below for referenca,

LETTER NODE

oO0Co

7-32 Fault Isolation

1.

PROBLEM STATEMENT:

Users from other systems are unabile to send MAIL to users on system A, or axecute PHON!
commands to system A. Several users have aiso reported fallures when they attempt to cop
ﬂlnloandfmmmde&btnotheuhanboanabbheopyﬂmwnhmumubb. Most ¢
the users reporting problems mentioned recelving an emor message about Invalig log-:
Information at the remote node.

e

2. PROBLEM STATEMENT:

When users attempt to access node C, they recelve » message indicating that the remots
node Is unreachable.

py

P
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5. PROBLEM STATEMENT:

3. PROBLEM STATEMENT: Several users have complained to you that they are able to SET HOST from other systems
to node B, but they are unable to transter filas to and from node B without including their
A user with an account on system B was on vacation for a week. When she retumed, she usemame and password on the command line.

had recelved mall from a friend {C::JETSON). When she attempted to reply to the mall,
she recelved an error message Indicating that there was no such user on node C. When
she chacked with her irlend by telephone, she discovered that his account on node C was,

indeed, still active.

6. PROBLEM STATEMENT:

Users on other nodes In the network report that sometimes when they try to execute naetwork
commands to nade B, they receive ermor messages about Insufficlent system resources at
4. PROBLEM STATEMENT: the remote node. At other times, the commands execute without error. The eror messagos
A UBST OR A reponts that "PHONE Is broken.* He has ved a of diffarent seem maost frequent in the middle of the atemoon: they rarely occur at night.
eror messages when he tried to contact users on remote nodes.

Fault Isolation 7- 35
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MODULE 8
MANAGING TERMINAL SERVERS

Managing Terminal Servers 8- 1

INTRODUCTION

Terminal servers are part of the equipment that a network manager Is directly responsible for.
A network manager neads to know how to install, configure, and maintain these units. This
moadule will present basic concepts assoclated with a terminal server environment.

A DECserver 200 and DECserver 500 are referenced as the primary units, akhough much of
the information pertains to DIGITAL's terminal server family, and not one specitic server.

OBJECTIVES

To manage terminal sefvers successfully, the network manager should be able to:

P

*  Explain terms and concepls assoclated with temminal servers.
= Install terminal server soltware on the load host.
« Configure terminal server software characteristics,

« Configure a server port for a printer device.

RESOURCES

= DECserver 200 Management Guide, (AA-HLT6A-TK)
*  DECservar 200 Software Installation Guide, (AA-HL79A-TK)
«  DECserver 500 Management Guids, {AA-HS49A-TE)

e

*  DECserver 500 Software installation Guide, (AA-HS49A-TE)

FY
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TERMS AND CONCEPTS

*  Service—A software application (MAIL, PHONE) or hardware device offered on the network
(printers, dial-in lines). A node Is also a service.

*+ Sesslon—A connection to a service. User can establish more than one session 1o avallable
sorvices.

* Port—A hardware connector on back of server where device plugs In, and software associ-
ated with it (port characteristics).

*  Local Mode—User communicating with server software directly,

*  Service Mode—User communicating with an available sarvice.

Exampile 8—1 shows both local and service modes.

Example 8-1: Connecting t& a Service

Local> connect ENT
local =010~ Session 1 to ENT established

Walcome to node ENTE

Usstnamei

8- 4 Managing Terminal Servers

Server Databases

These contain sarver and port characteristics, which can be modified to sult the environment.

DECserver 200 Databases

*  Two databasas:
— Permanent
~— Operatlonal
* Permanent database:
— Modilied by the DEFINE command.
— Changes to server charactedstics take effect when the server Is Intialized.
— Changes to port characteristics take effect when the:

Server is initialized.
User logs into a port.

*  Operational database

— Modifled by SET command.
— Changes to port characteristics take effect Immediately.

-—— Some changes lo server characteristics take eftect immediately; others do not change
untll the server s Initlaiized.

— Changes to server and port characteristics are lost when the:

Server Is shut down or initialized.
Usaer logs out of a port.

Managing Terminal Servers 8- 5



DECserver 500 Databases

Three databases:

-— Permmanent

— Operatlonal

— Log-in

*» Permanent database

Resldes on load host.
Maodifled using the terminal servar configurator (TSC) utlilty.
Changes take effect when server s down-line loaded.

+ Operational database

Resldes In dynamic server memary,
Modlified by SET command.
Changes to pont characteristics take effect immediately.

Soma changes to sarver characteristics take effect immediately; others will not change
until the server Is initialized.

Changes 10 server and port characteristics are lost whan the:

Sarver is shut down or initlalized.
User logs out of the pon.

User must Issue the SAVE PORT command to save chamacteristica o the log-in
database.

+ Logdn database

Resldes In dynamic server memory.

= Changes remain In effect unti! server is down-ine loaded, even If the user logs out.

8- 6 Managing Terminal Servers

LATCP and LTCOAD.COM.

*  LAT Control Program (LATCP)

— Used to display Information conceming VMS LAT software.

— Creates/removes a loca! LTAn: device.

— Starts and slops the LAT pont driver (LAY protocol).

— Invoked by ssuing the follewing DCL command {CMKRNL privileges required):

$§ RUN BYSSSYSTEMILATCP
LCP>

-— LCP commands:

START {node} starts the LAT port driver on the specified node,
STOP (node) stops the LAT port driver on the specified node.
SHOW (entity) displays the LAT Information specified.

SET {enlity) modities the LAT Information speciliel,

*  The LTLOAD.COM command (e
— Located In SYS$SMANAGER.

— Starts LAT and configures LAT devices (LTAn:} for remote printer use.
— Include In SYS$MANAGER:SYSTARTUP.COM command file.

Exampie 8-2 shows the LTLOAD.COM default command tila.

Managing Terminal Servers
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txample 8-2: LTLOAD.COM Default Command Flie

{1 Copyright {c) 1987 Digital Equipment Corperation. All cights ressrved.
} { This command procedures starts up the LAT preotocal

} t and configures applicaticns devices for remote printer use.

i

i

AUM SYSSSYSTEM:SYSGEN
JONNECT LTAO/NOADAPTER
¥
31 Invoke LATCP
¥
jLCP 3= sLATCE ©

!
The tollowing commands will set up LAT service with the default nams €&

SYSSNODE and defsult ident SYSSANNOUNCE. The LAT service name will

will default to tha node name SYSSHODE unless you specify tha name As

the first pszametsr in the command line. Additionsl node charscteristice
such as group codes can also ba supplisd as paramaters.

!

$LCP SET NODE /IDENT *P2° 'E3' ‘P4’ /NOLOG [

SLCP CREATE SERVICE /ID

$IF P1 .MES. == THEN SLCP CREATE SERVICE 'P1’ /IDERT FHOLOG
$1

$ RUN SYS3SYSTEM:LATCF

!
! Set up the applications devices that will support remcts printer 9]
{ accass.

!

| Crsate the devices.

1

|CREATE FORT LTAl: /NOLOG

ICARZATE PORT LTAZ: /NOLOG

1
! Maps spplicstions port(s) te & specific port(s) on the tarminal @
| server

|

tSET PORT LTAl: /APPLICATION FNCDE=SERVER_1 /PORT=LNO)

1SET PORT LTAZ: /AFPLICATION /HODE=SERVER_2 /PORT=PORT_3

1

! Start LAT Service

t

START NODE

EXIT
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INSTALLING SOFTWARE ON THE LOAD HOST

Installation Overview

The following tasks comprise the terminal server software installation procedure:

1. Install the software from the distribution medium to the ioad host.
~— Server image lile(s)
— DSVCONFIG command procedure

2. Run the DSVCONFIG command procedure.

3. Down-line load the server.

4. Verily that the server is down-line loaded.

The installation procedure Is llustrated In Example 8-3 and Examplo 8—4

Pre-installation Tasks

Perform the following tasks before Instatiing the terminal server software.
1. Back up the system disk,

Make sure there is enough disk space on the load host.

idantiy the 12-digit Ethemmet hardware address of each sarver.
Assign a unique DECnet node name to sach server,

Assign a unique DECnet address to each servar.

& ¢ s wow

Make sure the DECnet license is Instalted on the lcad host.

Managing Terminal Servers 8- 9



Example 8-3; Installing Server Software on the Load Host, (Sheet 1 01 2) Example 8-4: Installing Server Software on the Load Host, (Sheet 2 of 2)

Your installstion is now complete. After exiting from VMSINSTAL:

Ussrnamet SYSTEM

Fasaword: 1. Zdit your system atart-up file so t
h
Welcome to VMS Version 3.0 MOMSLOAD as & sesxch string with s v::u:t.::::a:: ::: ::2::::
string, plus the added slement SYS3SYSROOT:[DECSERVER] Forxr .:'.':h
Last interactive login on Thursday, 17-0CT-19848 06107 DEF INE/SYSTEM/IXTC/MAME ATTRIBO . anple)
Last non-intersctive iogin on Thuraday, 17-3EP-1968 13:1i MOMSLOAD '°“*t°"‘"-arcﬁ-otrlnq?!;::i:t::;;:otg:c;:n
L} H V‘.]
5 set def sysfupdats If the current ssarch
. string associated wit

$ Qvmainetal de2020 mtal: l:.rt;up file is SYSSSYSH '{DICSEIV!IJ'o:hizn:::O::v:n your
vMS Software Product Instamllation Procedure V3.0 already made this change for a

™ is no nead to edit this file. previcus installation, thers
It is 17-OCT-1980 at 13:29. Thi
Enter a question mark (7) st any time for help. ‘“ ;.:z:n:nd t:lu:.l that the location of the sarver image

ed sach time the syst
AVMSINSTAL-M-DECNET, Your DECnet network is up and running. succesaful dowm-line loadl:g..- is rabooted, necessary for
AVMSINSTAL~W-ACTIVE, The following processss arxs still active: 2
Rick : :onthux. the server lnto your host’s databsss.
* bo you want to continus anyway [NO)J? ¥ xacute & command procedurs called DSVCONF1G.COM. Thia
+ Are you satisfied with the beckup of your system disk (YES]? ¥ ‘;;"";:: :rnc-duio 1: in the SYS$SYSROOT) [DECSERVER] directory
ave already sexecutsd "

Pleass mount the first volums of the met on MIAOY. installaticns, you nead te °°"flqu::1:nlptz:-du:: from previous
* Are you ready? y All previcusly defined unita will still :. cgnzl ttagnel untte.
VMOUNT-1~MOUNTED, DSZ mounted on _MTAD: Installation of DS2 V2.0 completed at 13131 gured.

The following preducts will be processed:
D§Z V2.0 VHMSINSTAL procedurs dons st 13131

Baginning installation of DS2 V2.0 at 1330

AVMSINSTAL-I-RESTORE, Restoring preduct savesst A...
AWMSINSTAL-I-RELMOVED, The products relesse notes have besn sucoessfully moved to SYSIHELPR.

WMSINSTAL-I-RESTORE, Restoring product savesst B...
VVMSINSTAL-I-MOVEFILES, Files will now be moved to their target dirsotories...

Beglnning inastallation verification procedurs for DECssrver 200 v2.0.
Succesaful crestion of SYS$SYSROGT:[PECSERVER) directory

Successful instsllation of FYSS$SYSROOT 1 [DECSERVER)PROGOLENG. SYS
Succeseful installstlon of SYS$SYSROOT {DECSEAVER]DSVCONFIG . COM
Successfully located SYSSSYSIOOTIlDlCSI&VIl]DSVEONFIG.DlT

Successful instsllstion of SYSSSYSIDOTSIDICIIIVIIIDlz_plo_plllolfi.CO“

Succesaful installatlion of SYS$SYSROOT 1 (DECSERVER]DS2020 . RELEASE_WOTES

8- 10 Managing Terminal Servers Managing Terminal Servers
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Configuring the Load Host’'s Node Database

Example 8-5: Invcking DSVCONFIG

§ SMOMSLOAD tDIVCONEIG

You must assign a unique DLICnet node name and DECast hods
addresa for sach new DECserver.

Ust known DEGservers on the load host by selecting em t from the DSVCONFIG menu, as
shown In Exampie 8-86.

Example 8-6: Listing Servers In the Database Using DSVCONFIG

Youxr selection? 1

DECnet DECnet Sarver Service
Address Name Type Circult Ethernet Address Load Fila Dump File

Preuss <RET> to start, or <CTAL/E> to exit...

Figure 8-1: DSVCONFIG Main Menu

13.1 NACCD D5100 QNA-O
13.2 NACCD2 DS200 (NA-D
13.1 NACCD) DS200 ONA-O
13.4 BED2 DS200 QHA-D
13.5% BED1 D5200 QNA-O

Total of 3 DECservers defined.

00-00-28-02-DF~25%
08-00-28-07-6D-23
08-00-2B-08~56-9C
08-00-2B-06-00-DK
08-00-28-08-73-DD

PSOBOLENG.SYS
PRODOLENG.SYS
FROBDIENG.DYS
FPROBOLIENG.8YS
PROBOLENG.BYS

PSDMPOF2%.3Y8
DS2NACCD2 .DMP
DE2NACCD)Y .DMP
DSZBED2 .DMP
D32BED] .DMP

DECserver Configuration Procedure

Neryg of Optlons

i = List known BECervers

T - st 8 DCuerver

3 - futp an anlating BECsarver

4 = belate an enisting DECsarver

8 - Rystors eulsting PECservers
CTRL/T ~ Enit from this procedurs

Your selection? |}

8-12 Managing Terminal Servers

{(Press RETURN for menu.)

Add a DECserver by selecting item 2 from the DSYCONEIG menu and answering the assoclated
questions, as shown In Example 8-7

Example 8-7: Adding a Server Using DSVCONFIG

Your melection? 2

Type a 7 at any time for help on a question.
Type CTRL/Z for any question to rsturn to menu without sdding the unit,

DECasrver type? de200

DECnet nods name for unit? NACCDY

DECnet node address for unit? 13.§

Ethernet sddress of unit? 08-00-2b-05-84-20
DECnet Sarvice Ciccuit=-10 [QNA-0) 7

Managing Terminat Servers 8- 13



Swap a DECsaerver by selecting item 3 from the DSVCONFIG menu and answering the associ-
ated questions as shown In Example 8-8.

Example 8-8: Swapping a Server Using DSYCONFIG

Tour aslection? 3

Typs 2 7 at any time for help on a question.
Type CTRL/L for mny question to rsturn to many without changing the unit,

¥What is the DECnet node name you want to swap? NACCD
DECserver at Ethernst addrese 08-00-20-02-0F-23 is being
modified.

Entexr the naw Ethernet address and any othexr DECnst
charaoteristics you want to modify.

DECswrver types {D5200]7

DECnhet node name for unit [NACCD)?

Ethernet address of unit? 08-00-2b-08~-Td-fa
DECnet Service Circuit-ID [QNA-0]7

AFORGE-I-FILPURG, SYS3ICOMMON: [DECSERVER)DSVCONTIG.DAT;T deleted {2 blocks)

Delete a DECservar by selecting kem 4 from the DSVCONFIG menu and answering the asso-
clated questions, as shown in Example 8-9.

Example 8-9: Deleting a Server Using DSVCONFIG

Your sslsction? 4

{Press <CTRL-I> to return to menu.)
Enter the DECnat nods name of the server you want te deletel WACCD2

SPURGE~I-FILPURG, SYSICOMMON) [DECBRRVER]DSVCONYIG.DAT; D deleted (2 blocks)
SNCP-I-NMLASF, listens: responss = Juccess

Ramote node =  13.2 (NACCD2)

SNML-1~NECDELET, Database entry deleted

8- 14 Managing Terminal Servers

Load the server database Into the NCP dalabase by salecting item 5 trom the DSVCON'
menu and answering the assoclated questions, as shown In Example 8-10.

* ltem 5 operates on two databases:

e

=— Load host node database
=~ NCP database {also called DECnet load database)

*  Useful when updating the local NCP database from a central, remote NCP database !
does not Include servers,

Example 8-10: Loading Server Databese into NCP Database Using DSVCONFIG ;
Your selection? 5

Restoring sxisting DECssrvers to host DEChet databassa. ..

Ty T

ey 4

i

)

py
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Example 8-11: Using NCP to Check Server Configuration
Preparing to Down-line Load the Server

Once the server database is built, the load host should be set up to down line load the server(s)

$ RUM SYSSSYSTEM:NCP
NCF> SHOW NODE NACCD] CHAR

Wode Volatile Charscteristics ae of 1-MAY-1988 ©7:10:122

by doing the following: Remote node =  13.200 (CYCLPS)
1. Check the NCP Volatile database o ensure that the server Is properly configured. (See Service clrcuit - UNA-G
. 1 Rardware addreas “« 08-00-2B-08-56-%C

Example 8-11.) Load file = SYS$COMMON: [DECSENVER]PROBOIENG. SYS
2 Check the circult characteristics of the server's Et dreuit. Ensure thal SERVICE 1s Dump file = SYSSCOMMON: [DECSERVER|DSZLAT200 .DMP

snabled, (See Example 8-12.)

ss If # was not sianed by your system startup procedure. (See
3. :g:n:;hl: E_’:g?M proce y Exampie 8-12: Using NCP to Check Circult Characteristics
- loading and .

4. Check to ensure that the node has event logging enabled to track down-liine § RUN SYSSSYSTEM:NCP

up-line dumping events. (See Exampie B-14.) NCP> SHOW CIRCUIT UNKA-U CHAR

Circuit Volatlile Charscteristics as of 1-MAY-19B8 07:14:146
Clreult = UNA-O

Jtate = on
Barvice = snabled

Example 8-13: Starting OPCOM

$ BSYS$SYSTEM: STARTUP OPCOM

Example 8-14: Using NCP 1o Enable Logging

3 RUN SYSSSYSTEM:NCP

HCF> SET LOGGING CONSOLE EVENWT 0.3, 7
NCP> SET LOGGING CONSOLE STATE ON
KCP> SET LOGGING MONITOR STATE ON

Managing Terminal Servers 8 17
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Down-line Loading the Server

Once the load host has bean sat up properly, the server can be down-line loaded using one of
the following methods:

*

Cycle power on the sarver

~— Server sessions terminated immediataly,

— Server executes ita self-test.

— Down-line kad request multicast to all joad hosts.
— The tirst host to respond loads the server.

The INITIALIZE command

— Invoked trom the server to be down-iine loaded.

— Server sesslons terminated with automatic one minute detay, or ime interval can be
specified.

— Server exacutes ls sali-test.

— Down-line load request multicast to all load hosts.
— The first host to respond loads the server.

— Command:

Local> INITIALIIE

8- 18 Managing Terminal Servers

The NCP TRIGGER command

— Server sessions terminated Immadiately.

— Down-fine load request multicast 1o ail load hosts,
— The first host to respond loads the server.

— Command:

e T

NCP>TRIGGER NODE server-name
The NCP LOAD command
~— Server sesslons terminated immediately.
— Down-line load request sent to node Issuing LOAD command.
= The specific load host loads the server,
— Command:

NCP>LOAD NODE server-name

W

'
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Exampla 8-15 and Example 8-16 show the OPCOM messages for & down-ing load and an
up-line dump, respectively.

Example 8-15: Sample Event Log of a Down-iine Load

BABANNANARY  OPCOM 1-MAY=-1908 07:136:07.30 SAANRAARNLY

Message from user DECNET

pECnet svent 0.3, automatic line service

From node 26.143 (PARROT), o 1-0CT-1988 07:36:07.01

circuit UNA-0, @ Load, Requestad, Node = 13.445 (NACCD4} [ 1]

File = MOMSLOADIPROSOLENG, © Opsrating system, Ethernet address = 08-00-2B-07-6D-213 @

Example 8-16: Sample Event Log of an Up-line Dump

INARHSANNNSG OPCOM 1-MAY-1908 07:43:102.52 AWREANRGEAY

Massage from ussy DECNET

DECnat event 0.3, automsatio line service

From nods 26.143 {(PARROT), o 1-QCT-1968 07:43:02.47

Clrcuit UNA-0, @ Dump, Requasted, Node = 13.443 (RACcD4) ©

File = SYSSCOMMON: [DECSERAVER]DSZILAT200.DMP, @ rthernet addiess = 08-00-2B-07-6D-23 °

The following notes Identity the parts of the OPCOM messages shown In Example 8-15 and
Example 8-18,

© DECnet address and node name of node receiving the request for the activity.
Circuit used for the activity.

Type of activity.

DECnet address and node name of node requesting the activity.

File used for the activity.

e 6 6 & O

Ethernet address of the node requesting the activity.
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Verifying the Down-line Load
To verily the down-line load:
1. Log in to the server. {See Example 8-17.)

2. Test the port using the TEST PORT command. (See Example 8-18.)

Example 8-17: Logging into the Server

§ <pasaword>

DEC#erver 200 Terminal Server V2.0 (BL29) - LAT V5.1
Pleass type HEL? if you nesd sasistance

Enter ussrname> SYSTEM

Local>

Example 8-18: Testing the Port

Local> Test Port Count 3

I"8SWE" ()04, -, /0123456789, <=>78ABRCOEFGHI JKLMNOPQRS TUVWXYZ 129 Rl

1 0SAEY (1%4, =, /0123456789 s <m>P7AABCD UV -b. detont siyape
EF GH IIKLMNOP - P

WYY u-+,-.fouussns:;<->nucm:rcnxJumopqs::vmzf{}l T;”':::;;g:;z:lm
nepq

Local>
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CONFIGURING THE SERVER

Remote Console Facility(R.C.F.)

r.
« Allows a terminal on any DECnet node to issue jocal commands 0 a serve

*  Requires only DECnet software.

Example 8-19 illustrates the use of A.C.F.

Example 8-19: Establishing a Connection with R.C.F.

$ RON SYSISYSTEMaNCP
NCP> COMNECT NODE LATSO0L

Console connacted [press CTRL/D when finished)
DECasrvar 300 Terminal Server Vi.1.1 - LAT V3.1
Please type HELP if you nesd ssaistance

Inter ussrnasa> Carl Derons
Local>

NOTE

There can be only one console carrier connection active to a given server
at a time,
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Terminal Server Configurator (TSC)

Used 1o configure the permanent database for the DECserver 500, TSC should be run

load host that has DECnet staned. The load host should also have wrile access to the 31

image files. Example 8-20 and Example B-21 Iusirate the use of TSC. g
‘r.

Example 8-20: Invoking TSC on the DECserver 500 ‘

§ SET DEFAULT SYSSSYSROOT: IDECSERVER)
$ RUN DSSCFG

TSC accepts:
* Indlvidual server commands

* Command procedure contalning server commands

Example 8-21: Using TSC

$ SET DEFAULT SYSSSYSROOT:ID!CS!RVER]
$ RUM pSSCFG

oy

Terminal Server Configqurater - V2.0
Server Image:PRISMTSVY,SYS

DECesrver 500, V1,01.01 (Databaas VB),
(No date/time of laat change available.)

TSC)@COHPIGﬁPRISH.COﬂ

TSC>EXIT

Pre

3
4
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TSC and Terminal Server User Commands

Table 8—1: TSC and Terminal Server Usar Commands

TERMINAL SERVER USER COMMANDS

TSC COMMANDS =

s
SET or DEFINE SHOw
SHOW or LIST CLEAR
CLEAR or PURGE

TSC specific commands:

TSC>DEFINE SERVER BACRUF HOSTS ALIEN, IMP

TSCH>DEFINE SERVER LINE FAEQUENWCY 60

¥
TSCODEIFINE SERVER MAINTENANCE PASIWORD FAD
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Server Management Commands
Setting Server Characteristics

The SET/DEFINE SERVER commands modity these charactaristics:

*  Server identification

Local>SET SERVER NAME Priem
Local>SET SEAVER IDENTIFICATION "Newton’s Labh*

*  Network features

Local> spT SERVER SERVICE GRCUPS 8,18 EMABLED

Local> SET SERVER MOLTICAST TIMIR 60
* Porl's iocal access mode

Local>SET SERVER SESSION LIMIT 4
Local>SET SERVER BROADCAST ENABLED
Locai>SET SERVER LOCK ENABLED
Local>sgT SERVER INACTIVITY TIMER 15

*  Server passwords

Local>SET SERVER PRIVILEGED PASSWORD
New password>

Verifications

Local>SET SERVER LOGIN rASSWORD

Nev passworas

Verification>

Use the SHOW commang fo check the setlings of the port and the sorver, as illustrated In

Example 8-22 angd Example 8-23.
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Example 8-22: Dlspiaying Port Settings (DECserver 200)

local> Show Port
port 1t RICK @

Character Sizes 8@ Input 3peed: 4800
Fiow Conttol) XON Qutput Speed: 4800
Paxitys None

Access: Local Local Switcht Wone
Backwarda 3witch: Nore Hame1 PORT_1
Break) Local Session Limits 4
Forwarda Switch: Hone Typs ans1 ©

Prefarred Service: Wone

Authorized Groups: [}
Currant Groupal L]

Enabled Charscteristicsi

Autobaud, @ Autoprompt, Brosdcast, Input Tlow Contrel, Loss Motification,
Heasage Codes, OQutput Flow Control, Verificatioa o

Local>

Example 8-23: Displaying Server Sattings (DECwserver 200)

Local> Show fezver

DECaervexr 200 V2.0 BL29 LAT v53.1 ROM RL20O Uptime: 19 22:44:04 o
Address: 08-00-28-09-45-03 Neme: FPC32 @ Huaber: 0
Identification: B

Circuit Timerz: [ L} Password Limits 3
Console Port: 1 Queue Limit) 24
Inactivity Timer: 0 Retranamit Limiti ]
Kespalive Timar: 20 Ssanion Limit: 20 O
Multicast Timer: 30 Softwazel prosoing @
Mode Limit: 100

Barvice Groups: [}

Enabled Characteristice:

Announcements, Broadcast, Dump, Lock
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Setting Port Characteristics

SET/DEFINE PORT modifies these port characteristics:

Port access

Local>SET PORT 3 ACCESS LOCAL
Local>SET FORT 4 ACCESS REMOTE

Port session control

Local>SET PORT 8 PORWARD SWITCH

Locsl>SET PORT 8 PREFERPRED SERVICE DEMON
Local>SET PORT 6 DEDICATED SERVICE NONE

Physical port features

Local>SET PORT 8 FLOW CONTROL XON
Local>SET PORT 8 PARITY NONE
Local>SET PORT ® CHARACTER SIIE &
Locsl>SET PORT @ AUTQBAUD ENABLED
Local>SET PORT § MODEM DISABLED

Port management

Local>SET PORT @ AUTHORIZED GROURS ALL ENABLED

Local>SET PORT B SESSION LIMIT 4

Local>SET PORT @ USERNAME *Rebert Preston”

Local>SET PORT § PASSWORD DISABLED
Local>SET PORT 8 SECURITY DISABLED

Pont display control

Local>SET PORT 8 BROADCAST EHABLED
Local>SET PORT $ VERIFICATION ENABLED
Local>SET FORT 8 TYPE ANSI
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Saving Port Characteristics (DS500)
Local> SAVE PORT 10 CHARACTERISTICS
Local> LOGOOT PORT 10

Local> SAVE PORT ALL CHARACTERIATICS
Lecal> LOGOUT PORT ALL

Verifying Locaily Defined Services

Lecal> SHOW BERVICES

Hame Status Identification
LUIGI Available HMicroVMS System
PARROT Available 11/783 Systen

TIC>LIST SERVICES

List of services defined for local systemr
Name Identification

OVNS MicrovMs System

Looal>$HON NOCDE PRISM

Neode:! FRISH Address:
LAT Peotecol: V3.1 Data Link Frame #iize:

Identification: The Refraction Connection

Wode Groupe: ©0,27,50

Service Nama Status Rating Ildentification
oVMs Neachable 81 MiczoVME System
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SETTING UP A PRINTER PORT

Server ports can be configured to suppon printer devices as well as terminals.
To set up a remoate printer as an available service on the networl, do the following:
1. Run LTLOAD.COM (See Example 8-24) which:

— Creates applications ports on a sarvice node.

— Maps applications ports to server ports.

2. Run REMOTE_PRINT.COM
Run ¢ (See Example 8-25, Example 8-28, and Example 8-27)

— Limits access for the applications port to the LATSYM print symblont.
— lssues queue manager commands.

3. Set up printer port characteristics,
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Example 8-24: LTLOAD.COM (Create and Map Applicstions Ports)

9t Copyright (o) 1987 Digital Equipment Corxporation. All rights rooo'rvod.
3 | Thias command precedure starts up the LAY protecel
$ ! and configures applicaticne devices for remote printer uss.

L) lt-l'll STASIYSTEMILATCP
: Set up the applications devioces that will support remote printer
1 access.

t

| Creste the davices.

1
ICREATE PORT LTALI /wowoe O
ICREATE PORT LTAZ: /NOLOG

|
1 Mape applications port(s) to a specifis port(s) on the terminal
! servar

I
1SET PORT LTAl: /AFPLICATION /NODE=SERVER_1 /PORTwLMNOI .

1SET PORT LTA2:1 /APPLICATION /NODE=SEAVER-2 /PORT=PORT 3

L} -
! Start LAT Service
'

START NWODE
EXIT

6~ 30 Managing Terminal Servers

Example 8-25: REMOTE_PRINT.COM Default Command Flle

This command precedurs sets up the local characteristics of the
spplications devices for remots printers and ssts up the print
queuss for these remote printers. These devices should have been
®st up previcusly by the LTLOAD.COM command file. NOTE: The gueus
manAger must bs running before exscuting this file.

L "R ¥

© Replace the strings formh and foraA_nusber with the nams and number
of the form you eet.up, or remsve all references to. them Lf you do
not sst up & form.

© Replace the device types LOPO2 and LA10D with the sctual devios
types for your remots printers.

© Replace the strings LOSPRINT, and LASPRINT, with the actual names
¥you choose for queues sasccisted with remote printers.

Set up local characteristics for the applications devices.

SET TERMINAL LTAl: /PERM /DEVICE=LQPQZ /MIDTHeBO /PAGE=60 -
/LOWERCASE /NOBROADCAST
SET TERMINAL LTAZ: /PERM /DEVICE=LAL00 /MIDTHe132 /PAGCR=66 /NOBROAD

-

Sst the protection on the devices so that only the symbiont can access
thea,

SET PROTECTION=($:RWLP,0,G, W) /DEVICE LTAl: '
SET PROTECTION= (S:RWLP,Q,G, M} /DEVICE LTA2:

Set thes devices spooled.

EET DEVICE LTAl: /SPOOLED= (LQSPRINT, FYSISYSDEVICE:)
SET DEVICE LTAZ: /SPOOLID-(LISPRIN’T,SYSSSYSDEVICIU

Dafine a form to use with the remote printers. Ba sure to ues a
form number that has not #lrsady besn used.

DEFINE/FORM formh formA_numbexr /WIDTH=80 /STOCKeDEFAULT /TRUNCATE

Initialize the remote printer queves.
The following assumes that the queus manager has bean started.

“““““.ﬂﬁ.“.h““ﬂh““ﬂ““ﬁ LR R KR T P T PP P

INITIALIZE/QUEUE /START /PROCESSORLATSYM /FORM=tormA -
/RETAIN=EARCR /DEFACLT= {NOBURST, FLAG=ONE, NOTRAILER) -
/RECORD_BLOCKING LOSPRINT /ON<LTAl:

$ | INITIALIZE/QUEUE /START /PROCESSOR=LATSYM /RETAIN=EZRROR ~
1 IDIFAU'LT‘-(NOBURST.I’MG—ONE,HOTRAILIR) IﬂCOM_mIllG -
! LASPRINT /ONeLTA2:

£
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Example 8-26; COMMON_REMOTE_PRINT.COM Defauit Command Fiie, {Sheet 1 of 2)

$1 Thie is & template c¢luster d pr dure which setas up
$1 characteristics and queuss for remots printers.
§!

$1 This fila sspumss that tws nodes In the cluster acoess the remote
31 devices, and that ONLY those nodes call this file.

81

31 o Replace the strings nodeA and nodel with the scotusl names for your
1 cluaster nodes which scceass the remcte davices.

$) o Replace the atrings formA and formh_number with the nams and numher
" of the form you set up, or remove all ceferencss to them 1f you do
L] not sst up & form.

$1 o Replace the devioe types LOPOZ and LALOO with the actual devios type
1] for your remote devices.

$! o Replace the strings LOSPRINT, LASPNINT, SYSSLQPRINT and

3! TERMINALSPRINT with the actusl names for your quesuss to the

" ramote devices.

L e

31 Compute the name of the exscuting node

st

§ MODE = FSGRTISYI("NODENAME")

51

§ nodeA_START = “/NOSTART"

$ nodeB START = "/NOSTART"

L]

#1 Redefine one of the praviocus symbols.

L2

$ 'NODE’ START = "/START"

n

$! Set up local characteriatica for the applications devices.

91

31 Thie procedurs assumas that the remcte devices have been mapped to the

$! sams LTAx: device on sach node that socessss thew.

LN

$ SET TERMINAL LTAl: /PERM /DEVICE=LQPOZ /WIDTR=80 /FAGE=$0
JLOMEACASE /NOBROADCAST

$ SET TERMINAL LTAZ: /PERM /DEVICE=LALDO /NOBROADCAST

LN

$1 Set the protection on ths devices so that only the symbiont can accese

$1 them.

L1

$ SLT PROTECTION=(S(AWLP,0,G,W) /DEVICE LTAl:

§ SET PROTECTION=(5:RWLP,0,G,W) /DEVICE LTA2:
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Example 8-27: COMMON_REMOTE_PHINT.COM Default Command Flis, (Sheet 2 of 2)

"
$! Set the devices apooled.
1 3]

4 SET DEVICE LTAl: /SPOQLED= (' NODE’ SLOPRINT 2YRISYRDLEY
. ICE)
:|lll‘ DEVICE LTA2) /SFOOLED= (' NODE' SLAPRINT, BYS44XADEVICE)
§1 Define a form to use with the remote printers.
:: form number that bhas not slready besn used.
:'Dunn/rom formA formh number /WIDTH=80 /STOCK=DEFAULT /TRUNCATE
#1 Initialize the remots printer queuss.
;: The following mssumes that the gqueus mansger has besn started.
§ INITIALIZE/QUEUE /PROCESSOR=LATSYM /FORM=to
rmh /AETAINERROR =
/m:nuu-monulsr,mc—on,uomlun /RECORD RLOCKING = o
/ON=nodeRt iLTAL: *nodeA_START' nodeAILOPRINT
$ INITIALIZE/QUEUE /PROCESSOR-LATSTH /RETAIN=ERROR -
/DEFAULT= {NOBURST, FLAG=ONE, NOTRAILIR} /RECORD BLOCKING -
3 /ON=riodeA s ILTAZ1 *nodeA_START’ nodeASLAFRINT
; -
§ INITIALIZE/QUEUE /PROCESSCR=LATSYM /FORM=formA /
ARTAIN=ERROR -
/DEFAULT= (NOBORST, FLAG=ONE, NOTRAILER} /RECORD BLOCKING -
/ON=nodeB: LTAL1 ‘nodeB_START' nodeBSLQPRINT
$ INITIALIZE/QUEUE /PROCESSOR=LATSYM /AETAIN=ERRON -
/DEFAULT= (NOBORST, FLAG=ONE, NOTRAILER) /RECORD BLOCKING -
/ON=nodeB:LTAZt 'nodeB_START' nodeBSLAPRINT

Be suze to use a

$!

:l‘ Initialize the cluster wide generic queuss.
1

:I A gensric queus with one printer.
I

$ INITIALIZE/QUEUE /START /GENERICw (node
SYSSLOPRINT (hodeASLQPRINT, nodeSILAPAINT) ~

st
#! A gensric queue with two printexs.
&1

§ INITIALIZE/QUEUE /START /GENERICw (nodeA$LQPRINT, nod
eASLAPRINT, -
nodeBSLOPRINT, nodsBSLAFRINT) TLAMINALSPRINT ) ’
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Port characteristics must be modlied from their default settings in order to support printar de- SUMMARY
vices. Example 8-28 Is a pont configured for host-initiated requests.

* The DECserver 200 has two databases:

Example 8-28: Printer Port Canfiguration -~ Permanent

Port 2: — Opaerational

Character Size: L] Input 3Speady 41000

Flow Control: XON Output Speed: 4800 * The DECserver 500 has threa databases:

Parity: None Modea Controli Disabled

Acosas: Remote Looal Switchy Wone — Permanent

Backwards Bwitchi None Name! Noy_4

Braak: Disabled Sesslon Limiti 1 — Operaticnal

Forwards Switoh: None Typs) Hazd

FPreferred Sarvice: Kone — Log-n

Authorised Grouper 0

(Current} Grouper O » There are a variety of different server types, although the user Interface Is basically the
same.

Enabled Charactaristiom

DSRlogout, Inactivity Logout, Input Flew Contrel, Output Flow Contzol, » The sarver software is Instalied on service nodes, also called ioad hosts, and down-line

Verificatlion loaded to the terminal server upon Initialization,

*  Port characteristics can be viewed and modified by tha user in nonprivileged mode.

Table 8-2 lists required vahlies that must be changed from the default settings:
*  Server characteristics can be modified In privileged mode.

Table 6-2: HAequired Characteristics to Change for a Printer Port *  Services avaliable to the servar can be lsted, and connections established to them
CRARACTERISTIC SETTING +  Selected ports on the server can be tested.
ACCESS REMOTE

*  Multiple sessions to different services can be maintained, and switch betweo
AUTOBAUD DISABLED ‘ them without termination. the user can "
BREAK DISABLED *  On-lne help can be accessed In local mode,
DSRLOGOUT ENABLED
INACTIVITY LOGOUT ENABLED ' mgﬁi btivd mi::'.{:o':"."".:"“‘;;;? to support Gup&\ter devices. Thers are several con-

n the agement for the serve .

NAME port name configuration section). r you are using. (Pon
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MODULE 9
TEST

Test 9-1

TEST

Select the lefter comesponding to the option that best answers each of the following questions,
and mark the answer on the answer sheet provided. There Is only one comect answer for each
question.

1.

What commands are used 10 bring up DECnet software on a VMS aystem?
a. @SYSGEN and @STARTNET.COM

b. @NETCONFIG.COM and @NETGEN

€. @NETCONFIG.COM and @STARTNET.COM

d. @SYSGEN and @NETGEN

Which of the foliowing lests should be run after DECnet software Is Instalied on a VMS
sysiem to verify that the installation did not have an adverse effect on the operating
system?

a. NTEST

b. STARTNET

€. NETINS

d. VETP

Which of the following NCP commands manipulates the volastlle database?
a. PURGE

b. DEFINE

¢. LIsT

d. CLEAR
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Which of the {ollowing commands creates a new entry In the permanent database on
8 DECnet-VAX node?

a. SET NODE ROGER ADDRESS 2.4
b. SET NQODE 2.4 NAME ROGER

¢. DEFINE NODE 2.4 NAME ROGER

d. DEFINE ADDRESS 2.4 NAME ROGER

Which NCP command allows all current network activity 10 complete while disailowing
any new activity to take place?

a. SET EXECUTOR STATE RESTRICTED
b. SET EXECUTOR STATE OFF

€. SET EXECUTOR STATE CLOSED

d. SET EXECUTOR STATE SHUT

Which of the following AUTHORIZE commands sets up a PROXY aniry so that user
JOHNSON on node ALPHA can access the STUDENT account on node BRAVO?

a. ADD/PROXY ALPHA:JOHNSON STUDENT
b. ADD/PROXY BRAVO:STUDENT JOHNSON
c. ADD/PROXY STUDENT ALPHA::JOHNSON
d. ADD/PROXY JOHNSON BRAVQO::STUDENT

Which NCP command should be Issued to find the circult cost for clrcult DMC-2 on
remate node FOXTRT?

a. TELL FOXTRY SHOW CIRCUIT DMC-2 COUNTERS

b. TELL FOXTRT SHOW EXECUTOR CHARACTERISTICS

¢. TELL FOXTRT SHOW CIRCUIT DMC-2 CHARACTERISTICS
d. TELL FOXTRT SHOW CIRCUIT DMC-2 COST

4 Teat

Which NCP command Identities a node’s physical Ethernet address?
8. SHOW LINE UNA-0 CHARACTERISTICS

b. SHOW EXECUTOR STATUS

c. SHOW CIRCUIT UNA-O STATUS

d. SHOW EXECUTOR CHARACTERISTICS

Which DCL command displays {on one screen) several im :
tion about the local node's performance? ) poriant classes of infon’

a&. MONITOR SYSTEM F
b. MONITOR SCS

€. MONITOR STATES

d. MONITOR ALL_CLASSES

. Which of the following specifies when permanent databass parameter values ta

effect?

f
8. As 500N as they are changed within NCP -
I.'
b. When the network Is restarted ’

oy

C. After a timeout Interval
d. When the user exits out of NCP

- Which circuit should low clrcult costs be assigned to?

a. Low bandwidth dircuit
b. High bandwidth circult |

Clreult with multiple connections

a

None of the above

P
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. Which NCP It thi m d ly?
12. An error in which of the tollowing network parameters would cause a fiie 10 arrive ot 15 CP command alicws this command 10 execute properly
. An e

an Incorrect node? NCP> LOOP CIRCUIT UNA-0 NODE ECHO
a. Bufter size @. SET CIRCUIT UNA-Q STATE OFF SERVICE DISABLED
b. Maximum visits b. SET CIRCUIT UNA-0 STATE ON SERVICE DISABLED
c. Maximum hops €. SET CIRCUIT UNA-0 STATE OFF SERVICE ENABLED
d. Node address d. SET CIRCUIT UNA-O0 STATE ON SERVICE ENABLED
13. Which counter Indicates Inadequate butter allocation? 16. :Jr\::l::ec:; :12:1 Lo:l;::lrgc:c:‘: ::.';"[','EZ‘,’,’, :v;%l.'l:: :rzt; Issue from hode DELTA {0 verlfy

tion loss
a. Transit congestio ‘ ' a. LOOP EXECUTOR COUNT 10

b. LOOP CIRCUIT UNA-1 COUNT 10
€. LOOP NODE COUNT 10

b. Data emors outbound
¢. Remote reply imeouts

d. Initialization failure d. LOOP NODE DELTA COUNT 10

following items are aifected by clrcuit costs?
- whiensfhe " 17. What |3 the nade that collects logging Information from ofher network nodes known

i Traffic patterns as?
i Clrcult state a. Event logger
N Node congestion b. Sink node
€. End node
a. landll ‘ ' d. Target node
b. land Ml
c. land#l 18. When a user Is communicating directly with the terminal server sofiware user inter-

face, the port i3 said to be In which of the following modes?
d. 1. andll 8. Session mode

b. Service mode

c. Local mode

d. Dedirated mode

‘ ' Test 97
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19.

20.

21,

Of the following methods to downline load a terminal server, which are Initlated by
{or at} the server?

a. Cycling power on the server and issulng the INITIALIZE command
b. Issuing the INITIALIZE command and issulng the NCP LOAD command
¢. Issuing the NCP TRIGGER command and Issuing the NCP LOAD command

d. Cycling power on the server

Which type of loopback test uses normal loglical links for transmission?
a. Circuit loopback
b. Controller lbopback

c. Line loopback
d. Node loopback

Which of the following actlons can a network manager take to enhance security for
the default DECnet account?

| Set the LOCKPWD AUTHORIZE flag for the DECnet account.
I Place the DECnat account In a UIC group by itself.

I} Point the AUTHORIZE qualifier LGICMD to a flle that does not reside in the DECnet
log-In directory.

a. landlil

b. tand il
c. Wand il
d. | It and Hi

-8 Tes

22. Of the following NCP commands which one would allow outgoing access 10 but pre-

23.

24,

vent Incoming sccess trom remote node HECTOR?

a. SET EXECUTOR HECTOR DEFAULT ACCESS OUTGOING
b. SET NODE HECTOR ACCESS NOINCOMING

€. SET NODE HECTOR ACCESS QUTGOING

d. SET NODE HECTOR ACCESS NONE

Which of the following Is the correct order of system-level access checking during
network process creation?

a. EXPLICIT, DEFAULT, PROXY
b. DEFAULT, PROXY, EXPLICIT
€. EXPLICIT, PROXY, DEFAULT
d. PROXY, EXPLICIT, DEFAULT

Loopback testing can be used to isolate faults in which of the following?
| User Layer software

Il Logical kinks

N Modems

fand Nl

Hand it
itand

d. L Hand i
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28. Which Data LInk protocol provides a besi-etfon delivery service, leaving error recov-

26. All of the following Ethernet devices forward packets Lo other parts of the network. ery to higher layers?
Which cne Is a store and forward device Lhat forwards only thase packets destined
for a node located on a remote segment? a. DDCMP
a. Bridge b. Ethemet
b. Gateway c. X.25
¢. Repealer d. All of the above
d. Router
29. Which of the following statements sccurately represent routing on an Ethernet LAN?
26. Which two DNA Layers are responsible for logical links? I It there are too many routers on an Ethemet LAN, the number of collislons Increases
and the efficiency decreases.
a. End Communication and Session Controi
Il The router with the highest priority, the designated router, intervenes in transmissions

b. Routing and Network Application between end nodes.

I If the Ethamet LAN |s an independent network with ne wide area conhections, it Is not

¢. HRouting and Session Control
necessary to have any routers.

d. End Communication and Network Application

8. land ll
27. Which of the following statements regarding Ethernet LANS are correct? b. land lil
t Several protocols can run over an Ethemet LAN simultaneousty. c. andlll
. a
It With the addition of repeaters, the Ethemat LAN can be extended up to 22,000 meters. d. LI andil
. , 1, an

Hl  According to the specification, the maximum distance allowed between two nodes is

2800 maeteors.
30. When outbound proxy ACI Is attempled, which of the foliowing databases are checked
for the value of the proxy parameter?
a landll
a. NETOBJECT
b. landiH
b. NETNODE_LOCAL
c. ltand il
c. NETOBJECT then NETNODE_LOCAL
d. |l andli

d. NETNODE_LOCAL then NETNODE_REMOTE

Test 9- 11
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ANSWERS

The comrect answer for each question is undarined.

31. On a non-clusiered node, what two command procedures are executed 1o configure
printer port on a terminal server?

. VCONFIG. R TE_PAINT.COM
a. DSVCONFIG.COM and REMOTE | 1. What commands are used to bring up DECnet software on s VMS system?

b. SYSTARTUP.COM and LTLOAD.COM

8. @SYSGEN and @STARTNET.COM
¢. SYSTARTNET.COM and REMCTE_PRINT.COM b. @NETCONFIG.COM and @NETGEN
d. LTLOAD.COM and REMOTE_PRINT.COM ¢. @NETCONFIG.COM and @STARTNET.COM
d. @SYSGEN and @NETGEN t

32. Which of the following command procedures s usually used to set up the Inltial
permanent database for DECnet software?

2. Which of the following tests should be run after DECnet software s Instaliedon a '

. SYS$SYSTEM:STARTNET.COM
8. SYS$ S ETC system to verify that the Instaliation did not have sn adversas sffect on the opers

b. SYS$SYSTEM:NETCONFIG.COM system?

¢. SYS$MANAGER:NICONFIG.COM a. NTEST

d. SYS$MANAGER:NETCONFIG.COM b. STARTNET
c. NETINS
d. UETP

33. Which of the following parameters {on the remote node) might need tuning If you
consistently recelve the message: Insufficient resources at remote node.

oy

| Maximum #nks
3. Which of the following NCP commands manipulates the volstile database?

Il Executor bufter size a. PURGE

Il Incoming and oulgoing timers b. DEFINE

' ¢, LIST

a. land i d. CLEAR

b. landill

c. land .
d. 11, and i L

]
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4. Which of the following commands creales a new entry in the permanant database on

a DECnet-VAX node?

a. SET NODE ROGER ADDRESS 2.4

b. SET NODE 2.4 NAME ROGER

¢. DEFINE NODE 2.4 NAME ROGER

d. DEFINE ADDRESS 2.4 NAME ROGER

Which NCP command sllows all current network activity 10 complete while disallowing
any hew actlvity to take place?

a. SET EXECUTOR STATE RESTRICTED
b. SET EXECUTOR STATE OFF

¢. SET EXECUTOR STATE CLOSED

d. SET EXECUTOR STATE SHUT

Which of the foliowing AUTHORIZE commands sets up a PROXY entry 80 that user
JOHNSON on node ALPHA can access the STUDENT account on node BRAVO?

a. ADD/PROXY ALPHA::JOHNSON STUDENT

b. ADD/PROXY BRAVO::STUDENT JOHNSON
€. ADD/PROXY STUDENT ALPHA::JOHNSON
d. ADD/PROXY JOHNSON BRAVQ::STUDENT

Which NCP command should be lssued to find the circult cost for clrcuit DMC-2 on
remoie node FOXTRT?

a. TELL FOXTRT SHOW CIRCUIT DMC-2 COUNTERS
b. TELL FOXTRT SHOW EXECUTOR CHARACTERISTICS
TELL FOXTRT SHOW CIRCUIT DMC-2 CHARACTERISTICS

o

TELL FOXTRT SHOW CIRCUIT DMC-2 COST

9 14 Test

10.

1.

Which NCP command identifies a node’s physical Ethernet address?

8. SHOW LINE UNA-0 CHARACTERISTICS

b. SHOW EXECUTOR STATUS
¢. SHOW CIRCUIT UNA-D STATUS
d. SHOW EXECUTOR CHARACTERISTICS

Which DCL command dispiays (on one screen) several Important classes of Informa-
tion aboul the local node’s periormance?

a. MONITOR SYSTEM

b. MONITOR SCS
¢. MONITOR STATES
d. MONITOR ALL_CLASSES

Which of the following specifies when permanent daiabase parameler values take
etfect?

As soon as they are changed within NCP

a
b. Whan the network is restarted

¢. After a timeout Interval

d. When the user exits out ol NCP

Which circult should low circult costs be assigned 107
Low bandwidth circult

8
b. High bandwidth circuit
Circult with multiple connections

a 0

None of the above
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15. Which NCP command allows 1hls command to execute properly?
12. An error in which of the following network parameters would cause a flle lo arrive at

an Incorrect node? NCP> LOOP CIRCUIT UNA-0 NODE ECHO

a. Buffer size a. SET CIRCUIT UNA-O STATE OFF SERVICE DISABLED
h. Maximum visits b. SET CIRCUIT UNA-O STATE ON SERVICE DISABLED

c. Maximum hops €. SET CIRCUIT UNA-O STATE OFF SERVICE ENABLED
d. Node address d. SET CIRCUIT UNA-O STATE ON SERVICE ENABLED

13. Which counter Indicates Inadaquate buffer allocation? 16. Which of the following NCP commands would you Issue from node DELTA to verlfy
the operation of the local node's DECnet software?

LOOP EXECUTOR COUNT 10

a. Transk congestion loss

e

a
. outbound
b. Data emors outhou b. LOOP CIRCUIT UNA-1 COUNT 10
N te re timeouts .
c. Remote reply c. LOOP NODE COUNT 10
d. Initlakization failure
d. LOOP NODE DELTA COUNT 10

14. Which of the tollowing Items are affected by circult costs?
17. What s the node that collects iogging Information from other network nodes Itnown

| Traftic patterns as?
Il Chreult state 8. Event logger
Iil  Node congestion b. Sink Node
€. End Node
a land it ' d. Target Node
b. Land Il
c. lland M 18. When a user s communicating directly with the terminal server software usar Inter-
d. 1,1, and It tace, the port is said 1o be in which of the following modes?

a. Session mode
b. Service mode

Local mode

Dedicated mode

Test - 17
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22. Of the following NCP commands which one would aliow outgoing access to bui pre-
vent Incoming access from remote node HYECTOR?

19. Of the foliowing methods to downline load a terminal server, which are inlilated by a. SET EXECUTOR HECTOR DEFAULT ACCESS QUTGOING
{or at) the server?

b. SET NODE HECTOR ACCESS NOINCOM
a. Cycling power on the server and Issuing the INITIALIZE command - ING

¢. SET NODE HECTOR ACCE

b. Issuing the INITIALIZE command and Issuing the NCP LOAD command > oUTaoING
d. SET NODE HECTOR ACCESS N

¢. Issuing the NCP TRIGGER command and Issuing the NCP LOAD command S5 NONE

d. Cycling power on the server
23. Which of the foliowing Is the correct order of system-level access checking during
network process creation?

20. Which typs of loopback test uses normal logical links for transmission? ». EXPLICIT, DEFAULT. PROXY
8. Clrcult loopback b. DEFAULT, PROXY, EXPLICIT
b. Controlier loopback c. EXPLICIT, PROXY DEFAULT
¢. Line loopback d. PROXY, EXPLICIT, DEFAULT
d. Node loopback
24. Loopback tesiling can be used to Isolale faults in which of the following?
21. Which of the following actlons can a network manager take to enhance security for 1 User Layer soltware
the defauit DECnet account?
I Logical links
| Set the LOCKPWD AUTHORIZE flag tor the DECnet account
fIt Modems
Il Place the DECnet account in a UIC group by hself
Il Polnt the AUTHORIZE qualifier LGICMD to a file that does not reside In the DECnet
log-In directory a. land
b. landil
a. land il €. llandlil
b. land Il d. L Handil
c. Handli

d. |, tand i

Test 8- 19
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28. Which Data Link protocol provides a besi-effort delivery service, leaving error reco

ery (o higher layers?
25. All of the following Ethernei devices forward packets to other paris of the network. y 9 4
Which one Is a store and forward device that forwards only those packels destined s. DDCMP
for a node located on a remole segment?

b. Ethemet
a. Bridge
=rege c. X.25
b. Gatewa ;
Y d. Al of the above ]
¢. Repeater ¢
d. Router
29. Which of the following statements accurately represent routing on an Ethernet LAN?
|} there are too many routers on an Ethemet LAN, the number of colisions Increase:
26. Which two DNA Layers are responsible for iogical links? ' and the efficloncy decreases.
a. End Communication and Sasslon Control Il The router with the highest priority, the designated router, intervenes In transmisslon:

between end nodes.
b. Routing and Network Application

I )f the Ethamet LAN is an indapendent netwark with no wide area connections, it Is no

¢. Routing and Sesslon Control necessary 10 have any routers, '

d. End Communication and Network Application

8. land I} *
27. Which of the following statements regarding Ethernet LANs are correct? b. land i
| Several prolocols can run over an Ethemnet LAN simultaneously. c. Hand Il
Il With the addition of repeatars, the Ethernet LAN can be extended up to 22,000 meters. d. 1,1 and Nl
Il According to the specification, the maximum distance allowed between two nodes is
2800 meters.
30. When outbound praxy ACI is attempted, which of the following databases sre checked
for the value of the proxy parameter?
a. tand H . 8. NETOBJECT )
b. land il b. NETNODE_LOCAL h
c. fland it €. NETOBJECT then NETNODE LOCAL
d. LI, andHl d. NETNODE_LOCAL then NETNODE_REMOTE

Test 9-21
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3.

J2.

On a non-clustered node, what two command procedures are executed 1o configure
a printer port on a terminai server?

a. DSYCONFIG.COM and REMOTE_PRINT.COM
b. SYSTARTUP.COM and LTLOAD.COM

€. SYSTARTNET.COM and REMOTE_PRINT.COM
d. LTLOAD.COM and REMOTE_PRINT.COM

Which of the following command procedures Is usually used 1o set up the Initlal
permanent database for DECnet software?

8. SYS$SYSTEM:STARTNET.COM

b. SYS$SYSTEM:NETCONFIG.COM
€. SYSSMANAGER:NICONFIG.COM
d. SYSSMANAGER:NETCONFIG.COM

. Which of the following parameters (on the remote node) might need tuning if you

conaistently receive the message: Insutiiclent resources at remote node.
| Maximum lnks
Il Executor bufter size

Il Incoming and outgoing timers

a. Jland il

b. Lang in

¢. Hand
d. LI, and

9- 22 Test
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Example A-1: Node Log Example A-2: Third Party Vendor Contact List

Hoda Weme Wode Address Product Mame Vendor Saszvice Contact Telephone
System Nanwgei Telophena___ casneesr—wa- ——— e mmmE S E - - -
Nade Type Lecat lem

Fystah TYps Base Beftuars

Davies Type, Yearsiea

1L Rameke Lead - Dusigaated Load Nost

Layared Praducts Installed

Acoass Cemtrel Wethod

Clrcuite
11 Comm. pesd Trans. Protocel Cast
Type

- mssew sswms  me-sssmssss  sssseses ————
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Example A-3: Problem Log

Problea Musber
Date Probles Reported Repozted By

Pxoblem Description

Changes Made Frior to the Appeazance of the Problem?

Bazdware Softwaze

Resolution Date
Froblem Rescolution
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Example A—-4: NCP Updale Form

Nods Name

Data Farameter Old Value Waw Value

Commant

a——— - -—
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