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Main
procedure

Service
procedure

Utility
procedure

Fig. 1-19. A simple structuring model for a monolithic system.

5 The operator

4 User programs

3 | Input/output management

2 Operator-process communication

1 Memory and drum management

0 | Processor allocation and multiprogramming

Fig. 1-20. Structure of the THE operating system.
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. 4-2. CPU utilization as a function of the number of processes in memory.

Processes

Scheduler

3. The lowest layer of a process-structured operating system handles in-
s and does scheduling. The rest of the system consists of sequential
es.
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o

This is Info file ipc.info, produced by Makeinfo-1.47 from the input
file ipc.texi.

This file documents the System V style inter process communication
primitives available under linux.

Copyright (i) L9392 krishna balasubramanian

Permicsion (s granted Lo use this material and Lhe accompanylng
praograms wlhbhlin Lhe terms of the GNU GFL.

File: 1pc.intda. NoGe:: top. Mex bt Owerviasw, Pree- Mo tes, Up: (dir}

System v IPC.
FAE E KX ALY XA

lmese tacili:blies are orovided LO malntaln comp.atioility with
programs developed on system Vv unix systems and otners that rely on
these system ¥V mechanlsms to accomplish inter process communication
(IPC).

The specifics described here are applicable to the Linux
implementation. Other implementations may do thlnac zlightly
differently.

¥ Menu:

£ Jverview:: What 1s system ¥V ipc? Overall mechanisms.

r Messages:: system calls for messags pPASsSiIng.

£ Semaphores:: System calls for semaphores.

¥ Shared Memory:: System calls for shared memory access.

* Notes:: Miscellaneous notes.

File: ipc.info. Node: Overview, Next: example, PFrev: top, Up: top

Overview

System ¥V 1PC consists of thres mechanlsms:

* Messages : exchange messages with any process Oor server.
* Semaphores : allow unrelated processes Lo synchronize execution.
¥ Shared memory : allow unrelated processes to shareg memory.

* Menu:

x example:: Using shared memory.

* perms:: Descripticon of access permissions.

* gsyscalls:: Overview of ipc system calls.

Access to all resources 1s permitted on the basis of permissions set
Up when the resource was created.

A resource here consists of message queue, a semaphore set (array)
or a shared memory segment.

A resource must first be allocated by a creator before it is used.
The creator can assign a cifferent owner. After use the resource must
be explicitly destroyed by the creator or owner.

A resource is identified by a numeric ID. Typically a creator
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defines a KEY that may be used to access the resource. The user process
may then use this KEY in the "get’ system call to obtain the ID for the
corresponding resource. This ID 1s then used for all further access. A

library cail "ftok' is provided to translate pathnames or strings to
numeric keys.

lere are =ystem and implementation defined limits on the number and

sizes of resources of any given type. Some of these are imposed by the
implementation ang onners oy the systam administrator when configuring
Fhe kernel (Anobe modrsmitz:, fNOLe zemilmits: . FRNOote shmlimits:: ).
There 195 Ar madid ah seqlad o O shmid oe struct assoclated
WIEh @eacn mes Seas JuUEilE . LIAanniore array Or shared segment. Each 1pc
FESOUrCE Nas o an a4ss001aned Lpo perm’ struct which e fines the creator,
owner, access oermo Cmre ... tor the resource. Thesa SLructures areg

detailed i the 191lowlng sections.

File: 1pc.info, Node : example, NExD: perms, prev: Overview, Up: Overview

Here is a code fragment with pointers on how to uzse shared memory.
The same methods are applicable to other resources.

in a typical access seguence the creator allocates a new instance of
the resource with the ‘get system call using the 1RC CREAT flag.

creator process:
ginclude <sys/shm.h>
int id;
key t key:
char proc_id = "C7;
int size = Ox5000: /+ 20 K */

—

int flags = C664 | IPC_CREAT; /¥ read-only for others */

key = ftok (' creator/ipckey . proc_id);
id = shmget (key, size, flags);
exit (00 ¢ quit le=ving resource allocated */

Users then galin access to the resource using the same key.
Client process:

ginclude <sys/shm.h-

char *snmaddr;

int id;
key t key;
char proc _id = "C7;
key = ftok ("creator/ipckey’, proc_id):
id = shmget (key, O, 004); /* default size * /
if (id == ~1)
perror { shmget ... };
shmaddr = shmat (1d, O, SHM_RDONLY); /* attach segment for reading */
if (shmaddr =3 {(char *) =1)
perror ('shmat ...7);
local var = *(shmaddr + 3); /* read segment etc. */
shmdt (shmaddr); /* detach segment */

When the resource is no longer needed the creator should remove it.
Creator/owner process 2:



key = ftok ("“creator/ipckey", proc_id)
id = shmget (key, 0, O):
shmctl (id, IPC_RMID, NULL ) ;

rile: ipc.info, Node: perms, Next: syscalls, Prev: example, Up: Overview

Permissions

Cachn resourcs Nai an acE0clateds 100 perm strucl which defines the
Creator . owner and Acoess perns 1or Lhe Fresourcs.

“truct lpc perm

key b key: /A mat by creator ®/

ushort uld; /¥ owner suld and egid

dEhort gid:

Ushort culds AYoCreator euld and eglag 4

usnort cgid;

ushort mode; /* access modes in lowser 9 bits */
ushort seq: /¥ osequence number */

The creating process is the default cwner. The owner can be
reassigned by the creator and has creator perms. Unly the owner,
creator or =zuper-user can delete the resource.

The lowest nine bits of the flags parameter supplied by the user to
the system call are compared with the values stored 1n “ipc_perms.mode’
to determine if the requested access is aliowed. In the case that the
system call creates the resource. these bits are inmitialized from the
user supplied value.

As for flles, access permissions are specified as read, write and
exec for user, group or other {though the exec perms are unused). For
example 0624 grants read-write to owner, write-only to groudp and
read-only access to others.

For shared memory, note that read-write access for segments is
determined by a separate flag which is not stored 1n the ‘mode’ field.
Shared memory segments attached with Write access Ccisin be read.

The cuid’, Tcgid’, "key' and 'seq’ fields cannot be changed by the
user . '
File: ipc.info, Mode: syscalls, Next: Messages, Frev: perms, Up: Overview

IPC system calls

This section provides an overview of the IPC system calls. See the
specific sections on each tvype of resource for details.

Each type of mechanism provides a "get”, "ctl’ and one or more "op
system calls that allow the user to create or procure the resource
(get), define its behaviour or destroy it (ctl) and manipulate the
resources (op).

The "get’ system calls

The "get’ call typically takes a KEY and returns a numeric ID that
is used for further access. The ID 18 an index into the resource table.
A sequence number is maintained and incremented when a resource 1s
destroyed so that acceses using an obselete ID is likely to fail.
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The user also specifies the permissions and other behaviour

charecteristics foar the current access.

The flags are or-ed with the

permissions when invoking system calls as in:

mesgflg = IPC_CREAT IPC_EXCL | 0Q&66&;
id =z msgget (key, msgflg);
£ ey THC _PRIVATE > new instance of resource iz initialized.
£ " lags
RO LEA resource created tfor LEY 17 4t does not exist.
LR =T T A ST O A fail 1t resource exi1sts for KEY.
* returns arn taaentitier used tor all further aocses to the
resoOur e,
Note that TRPC PRIVATE 15 nob a flag but a speclal key' ' that ensures

(when the call 1s
Use of

users. For this you must
There 1s currently no

to a resource. IPC_CREAT

successful )

IPC _PRIVATE does

that a new resouroe 13 created,

notl make the resource 1naccessible to other
set Lhe access permlssions appropriately.

way Tor a process to ensure exclusive access
VO IPC_EXCL only ensures (on sJdccess) that a new

resource was inltialized. 1b does not imply sxclusive access,

See Also *Note msgget::, *¥Note semget::, *Note shmget::.
system calls

Provides or alters the informaticn stored
describes the resource indexed by ID.

in the structure that

ginclude <sys/msg.h>
struct msgid_ds buf;
err - msgotl (id, IPC
if {err)

PG

STAET L &but )

else

printf (Mcreator uld = %di\n”, buf.meg_perm.cuid);

Commands supported by all "ctl’ calls:

* IPC_STAT read info on resource  specified by id into user
allocated buffer. The user must have read acocess Lo the resource.

* IPC_SET write info from buffer into resource data structure. The
user must be gwner Creator or sSuper-user.

¥ IPC_RMID : remove resodrce. The user must be the owner,

creator ar
SUpEer—user .

The IRC_RMID command results in immediate removal of a message queue or
semaphore array. Shared memory segments however, are only destroyed
upon the last detach after IPC_RMID is executed.

The ‘semctl’ call provides a number of command optlons that allow
the user to determine or set the values of the semaphocres 1n an array.
See Also: *Note msgotl::,

¥*Note semctl::, *Note shmctl::.

system calls

24



Used to send or receive messages, read or alter semaphore vglues,
attach or detach shared memory segments. The IPC_NOWAIT flag wll} cause
the operation to fail with error EAGAIN if the process has Lo wait on

the call.
"flags® : IPC NOWAIT =»> return with error if a walt is raegulred.

See Aluc: fRNote megsnd: . FNOLE megrowv:: fNOoLe semnan:l FNote sfhimat:
FNOLe shmdt: .

File: ipc.into, Mot MEessages, Mext: msgget, Trev: syscalls, Up: top

6 message resource 1S described by a struct ‘msagid_ds’ which is
allocated and initialized when the resource is created. Some fields 1in
"meqid_ds’ can then be altered (if desired) by invoking ‘msgetl’. The
memory used by the resource is released when it 1s destroyed by a
‘msgctl’ call.

struct msgid _ds
SLructht 1pc_perm msg_perm;

struct msg *msg first; /# first message on queue (internal) */
struct msg *msg_last; /* last message in queude (internal) *x/
time_t msg_stime; /* last msgsnd time +/
time b omag_rtime; /¥ last msgrov time f/
time _t msg_ctime; /% last change tima %/

struct wait_queue *wwait; /% writers walting (internal) */
struct walt gueue frwait; /#* readers wailing (internal) *x/

ushiort msg_cbytes; /* number of bytes used on gueue */
ushort msg_gnuin; /* number of messages in queue *x/
ushort msg_gbytes; /% max number of bytes on queue */
ushort msg_lspid; /¥ pid of last msgsnd %/
ushort msg_lrpid; /* pid of last msgrov *x/

To sen” ~ -“gpegive a ~~"ssage the user allocate. 3 structure that

looks like a msgbuf’ but with an array “mtext’ of the required size.
Messages have a type [(positive integer) associated with them so that
( for example) a listener can choose to recelve only messages of a given

type.

struct msgbuf
long mtype: type of message (*¥Note nmsgrowv::).
char mbtext(1l]: message text .. why is this not a ptr?

The user must have write permissions to send and read permissions to
receive messages on a guesue.

When ‘msgsnd’ is invoked, the user’s message is copied into an
internal struct ‘msa’ and added to the queue. A fmeqrcv’ will then read

this message and free the associated struct "msg
* Menu:

msgget: :
msgsnd: :
MSgrcv: :
msgctl::
msglimits:: Implementation defined limits.

* K X K X

File: ipc.info, Node: msgget, Next: msgsnd, Prev: Messages, Up: Messages
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msgget

A message gueue 1s allocated by a msgget system call

meaid = msgoget (key t key, int msgflg):
¥ T kew coan anbeger gunually got from D frokl 7 oo IRPC_PRIVATE.
* Tmsgl i
TRCOCREAT . uied to create a new resource 1P 1t does not

already @150 .

[P DXL | fou _wHeal o ougsed to ensurs tal.are of the call 1f

Lhe resource already exlisbs.
Pl Wxt Wx D AUCESS permlsslions.

¥ returns: m=gid (an integer used for all further access) on success.
-1 on Tailure.

A message queue is allocated if there is nc resource corresponding
to the given key. The access permissions specified are then copled into
the "msg_perm’ struct and the fields in "magid ds initialized. The
user must use Lthe IPC CREAT flag or key = IRPC_PRIVATE, 1f a new
instance is to be allocated. If a resource corrasponding to KEY already
exists, the access permizsions are verified.

Errors:

EACCES : (procure) Do not have permission for reguested access.

EEXIST : (allocate) IPC _CREAT | IPC _EXCL specified and resource exists.
EIDRM : (procure) The resource was removed.

ENOSPC : All id's are taken (max of MSGMNI id's system—wide).
ENOENT : Resource does not exist and IPC_CREAT not specified.

ENOMEM :© A new msgid _ds’ was to be created but ... nomem.
File: ipc.info, Node : msgsnd, Next: msgrov, Prov: msgget, Up: Messages
magsnd

int msgsng (int msgld, struct msgbuf *msyp, int msgsz, int msgflg);

* "magid’ : id obktalned by a call to msgget.

¥ '‘msgsz' @ size of msg text (‘mtext’) in bytes.

* "msgp’ : messade to be sent. (msgp-rmtype must be positive).
¥ "maqgflg’ © IPC_NOWAIT.

¥ returns : M5gsSZ QN SUCCESS. —1 OnN error.

The message text and type are stored in the internal "msg’
structure. 'mso_cbytes', ‘meg_gnum’, '‘msg_lspid’, and ‘msg_stime’
fields are updated. Readers waiting on the queue are awakened.

Errors:

EACCES : Do not have write permission On gueue.

EAGAIN : IPC_NOWAIT specified and gueue is full.

EFAULT : msgp not accessible.

EIDRM : The message gqueue was removed.

EINTR Full gueue ... would have slept but ... was interrupted.

[
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EINVAL

&

mtype < 1, msgsz » MSGMAX, msgsz < O, msqgid < O or unused.

ENOMEM Could not allocate space for neader and text.
File: ipc.info, Node: msgrev, Next: msgetl, Prev: msgsnd, Up: Messages
MSQGrey
LML OMBYr oY LLNL MEGL . SLPUCT megbut *mMSgp, Lol msgsz, long msgtyp,
it omzatlagg,
£ omEg L Dot abtalned Ly oA call to msgget.
R (VL R N S N A1 L F 0 BT - R S AR 5 R R S0 | O T FECER LV
oMmE g0 crinCated by user to stborae the messauas 10,
£ mzgtyp
O 2 get Tirst message on gueus.
s 0 o= oget first message of matching type.
<0 T. get message with least type which is <z abs(msgtyp).
* msgtlg
IPC _NOWAIT @ Keturn immedliately 1T message not found.
MSG _NOERROR @ The message 1s truncated 11 it is larger than
msgs z .
MOG_EXCERT @ Used with msgtyp > O to recelve any msg except
of specified type.
¥ returns 1 size of message 1T found. -1 on error.

The Tirst messadge that meets the "msgtyp’ specification is
identiflied. For mazgtvyp < O, the entire gueue is searcned for the
message wlith the smallest type.

If its

lenar 12 smalle” than msgsz or if bthe wuier specified the

MSG_NOERROR tlag, 1ts text and type are copled to mzgp->mtext and
msgp—- - smtype, and 1E 13 taken off the gueue.

The

‘msg_cbhytes’

‘msg_gnum’, "msg_lrpld’, and mzg_rtime’ fields

are updated. Writers wailblng on the queuse are awakened.

Errors:

£2BIG msg blgger than msgsz and MSG_NOZRROR not specified.

EACCES Do not have permission for reading the gueues.

EFAULT : m3sgp not accessible.

EIDRM DomMsg gusus was removed.

EINTR msg not found .. would have slept but ... was interrupted.

EINVAL msgsz > msgmax or msgsz < 0O, msgid < 0 or unusead.

ENOMSG msg of requested type not found and IPC_NOWAIT specified.

File: ipc.info, Node: msgetl, Next: msglimits, Prev: msgroev, Up: Messages
msgctl

int msgotl (int msgid, int cmd, struct msgid _ds *puf);

* msgid @ i1d obtained by a call to msgget.

Dh



* puf :
¥ cmd : IPC_ST

IPC _STAT results
User

allocated by user for reading/writing info.

AT, IPC_SET, IPC_RMID (*#Note syscalls::).

in the copy of the gqueue data structure into the

suppliaed buffer.,

In Lre cace of TRC SET . vhe gdeue 2izs (Cmsg agoytbtes' ) and the “uld’,
Tyl Mivies Clow Yok potieidn o or Lo Tmsyg pernm’ struct are set from
Lrve  LrnaEr SR bRl wd ) uer mEe L ime s upda bed

MOTE Livad T Dy LTE S Phgr o Ay 1 cera3er b limit on the size of a
M3 2.39e Qe S ! [MENES

Whern fLhe e Lo dellcgynd (IRPC =mon) . the codguaenrce number 1s
LOCremenLed ond 4. L WAL L] A A owi Lter s g e awakansed. These
DFYOCESSEL WLl LonEn | EoL o Wl Brorno o seh tao EIDR.

Errors:
EHERM s Inmsutficlient privilege o incraase the size of the gqueue
(IPC_SET) ot remove L (IFC_RMID).
EACCES Do not have permission for reading the gueues (IPC_STAT).
EFAULT buf not accessible (IRPC_STAT, IPC_SET).
ETDRM msqg queue was reaemoved.
EINVAL invalld omd, msglrd O or unused.
File: ipc.info, Noda: megllimilts, MNext: Semaphores, Prev: msgcetl, Up:
Limlis on Message Rezources
Sizeot various structures:
msald ds 52 /¥ 1 per message gueue .. dvnamic *x/
msqg 16 /¥ 1 for each message in system .. dynamic *x/
mesgiout i3 Jtoallocaced by user 7
Limits

* MSGMNI number ot message gqueue ldenkbifiers ... policy.

* MSGEMAX max slze of message. Header and message space allocated
on one page. MSGMAaX = (FaGh _SLJ0 - sizeof{ztruct msgl).
Implementation maximum MSGMAX © 4080.

* MSGMNB default max size of a message gqueue policy. The
super-user can incrsase the 3size of a gueus bevond MSGMNB by a

megetl’® call.
Unused or unimplemented:
MSGTAQL max number of message headers system-—wids,
MSGPOOL total size in bytes of msg pool.
File: i1pc.info, Node: Semaphores, Next: semget, Prev: msglimits, Up:

Semaphores

Fach semaphore has a value >:=
semaphoreas.

of "nsems’
semaphores in a set

O.
Operations sJuch as read,
‘semap’

An 1d provides access to an array
incremaent or decrement

are performed by the call which processes

Wl

Messagr
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‘neops’ operations at a +ime. Each operation is specified in a struct
‘cembuf’ described below. The cperations are applied only if all of

them succeed.

If yvou do not have a naad for such arrays, you are orobably better /
off using the test bib’, "set_bit? and ‘clear _bit’ bit-operations
defined Iin <asm/bitops.h>. ‘
T a O B Ui el DOME My alB0 De el Lried by a0 oEM _UNDO flag which
resulte In the op@raclon pelindg urdons whans Lhe o onerus mxlts .
ITF & cleos oot oainras D gl trrough, A SrIoess Wl o we put to sleep on
A gueue waltilng 0L N B SR I S T BTN R FEL B AT Lt ospecifies
IPC NOWMTT . 0 st s al LAl SimlLar .. ceTuls o4 dleep onoa guede
Wwalbing tur B T R S B T TS HIT - SO Caetual Ly Rher. o2 bwo guesues per
SERMARMIT & 4wy
£ SNl € a0 Ay L Jeriir LEd oyl
struct semid_ds
struct 1Lpc_perm Sem peom,
time _t zem _otime; /¥ last semop time * /
time_t sem_oLime; /* last change time * /
struct walt gueus faventn; /¥ wait for a semval to increase x/
Sstruct walt _dueus *avent; /% wait for a semval to become O */
ctruct sem_undo  Fundo; /* undo enbries */
Ushort sam_NSems /+ no. of semaphores in array */
Fach semaphors 13 descoribed internally by :
struct sem
shor t semoild; /* pid of last semopl) */
ushort semval /* current value Fo
ushort zemncnt; /¥ onum procs awalting increase in semval */
ushort wsamzcnt; /¥ um procs awalting semval = 0 X/
¥ Menu:
£ gamyet
¥ Samop:
* semctl::
¥ semlimits:: LimLts Lmpusad by Eris implemesntat b,

File: ipc.info, Hode: semget, Next: semag, Frev: Semaphores, Up: Semaphores

samget

A semaphore array 13 sllocated by a semget system calls
semid = semget (key_ L key, int nsems, int semflyg);
% ‘key' : an integer usually got from ‘ftok’ or IPC_PRIVATE

* "nsems’
# of semaphores in array {0 <= nzems <= SEMMSL <= SEMMNS)

0 z» dont care can be used whan not creating the resource. If
successful you always get access to the entire array anyway.

* semflg :
IPC_CREAT used to create a new rescurcs

IPC_EXCL used with IPC_CREAT to ensure failure if the
resource exists.

R9



FWXPWXIWX  access permissions.

¥ returns semid on success. -1 on falilure.

Fooarray of nsems semaphores 1s allocated 1f there is no resourcs
correspondi g Lo the glven kay. The access permissions specified are
thern copled into the "sem_perm’ struct tor the array along with the
user Lo oers. Th2 user suct gse the IPC CREAT flag or wkey = IPC_PRIVATE
L s mew ronour e Lo Lo e L s ned
Errors
ETNVAL o2z gL Ln ibeove T ange cal looals )

MSEis Jreal T e S A 1 O I A N

EEXIST (allocaie) T/P0 URESD PRL L EACL speclt Lo ond resource exists.,
ETDEM Lproour e ) e ST LED WA 2 wed

ENCMEM TR RN A TIN S S R T S o 1 r Sdmapinore a0y .

ENOEEC NG gt ays awvaliabiie (SEMMNITG L oo few ianapiiores availlable

SEMMNS ).

ENOENT Resour ce does not ex<ist and TR CHEAT not specified.
EACCES {procure) <o nat have permission for specitied access.
File: 1pc.info, NOode 1 S8, Next: semctl, Prav: samget, Up: Semaphores
SEeMOD
Operations on semaphorae arruays are performed by callling semop :
1Nt semop {(int semld. CSbtruct senbul ¥50ps, Unsianed NSopRs )

Fozemld @ 1d optalned oy 4 call to semget.

¥ 30ps array of semaphore operations.

£ Nsops number of ope:rations in array (O < naops < SEMOPM).

¥ returns semval for last operation. -1 on faillure.

Operations are described by a4 structure sembuf:
struct sembuf
dzbcr t TEM U, /¥ semaphore 1ndsx In array */
sher b GEN O Y samaphore oparacion x/
sner ot nem _t1g: JY o ooperation tlags 4/

The value "sem op’ 1is Lo be added (signed) to the current value
semval of the semaphore with index sem num {0 maems —~1) in the set.
Flags recogrized in sem flg are LPC NOWAILT and SOM_UNDD.

Two kinds of operations can resulb 1n walt:

L. If sem_op is O (read operation) and semval Lo nan-zero, the process
sleeps on a4 gqueus walting for semval Lo becogne z2ero or returns with
error EAGAIN 1f (IPC _NOWAIT | sem_ flg) is true.

2. If (sem_op <« Q) and (zemval + sem_op < 0}, the process either
sleeps on a gueus waiting for semval to increase or returns with
error EAGAIN 1f (=zem flg & IPC_NOWAIT) i1s true,

first read in and preliminary checks performed on
parsed to determine if any of them
undo operation.

The array sops 1s
arguments . The operations are
Wwrite permissions or requests an

Lhe
needs

The operations are then tried and the process sleeps 1T any operation
that does not specify IPC_NOWAIT cannot go through. If a process sleeps
it repeats these checks on waking up. If any operation that requests

2%
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IPC_NOWAIT, cannot go through at any stage, the call returns with errno
set to EAGAIN.

Finally, operations are committed when all go through without an
intervening sleep. Processes walting on the zero_ gqueue or
incrament qgueus are awakened if any of the semval’ s becomes zero or is
incramented respsctively.

Error s

EZ2BIG A - ) S A T N b

EACCES @ 20 dun fave permlsasaon Tor redguaested ool alber ) access.
EAGAIN a0 oLoanlon wihnh DD MOWSTIT specified oould not go through.
EFAULT  Tre array S0ps 1: ol acuessiblea,

EFBIG DR LE T ALLION K ) Sennun SoaenE .

EIDRM Do TREe e LG e s MO v,

EINTR Do The wrooess wad loterrupted on Lbts way To a2 wait guede.
EINVAL : n=aops 19 O, wernd oGy dnused.

ENOMEM © SEM_UMDD reguested. Could not allocate sosce Tor undo
structure.

ERANGE © sem _op + semval » SEMVMX for some operalbion,

File: ipc.info, Node: semctl, Next: semlimits, Praev: semop, Up: Semaphores

semct ]

int semctl (int =emid, int semnum, int cmd, unlon semun arg);
* gsemlid @ id obtalned by a call bto sengetb.
* ocmd
GETPID return pid for the process that executed the last
SEMOD .

GETvAL return semval of semaphore with index semnum.

GETNCNT return number of processes walting Tor semval to
INGCrease .

GETZCNT return number of processes walbtlng for semval to
become O

SETVAL set semval = arg.wval.

GETALL read all semval’ s into arg.array.

SETALL set all =amval’s with values given 1in arg.array.
* returns 0 on sYyccess or as given above. -1 on failure.

The first 4 operate on the semaphore with index semnum in the set.
The last two operate on all semaphores in the set.

‘arg’ is a union
union semun

int val; value for SETVAL.
struct semid_ds +buft; buffer for IPC_STAT and IPC_SET.
ushort *array; array for GETALL and SETALL

* IPC SET, SETVAL, SETALL : sem _ctime i1s updated.
* SETVAL, SETALL : Undo entries are cleared for altered semaphores in

all processes. RProcesses sleeping on the wait gueues are awakened
if a semval becomes O or increases.

2



¥ IPC_SET : sem_perm.uid, sem_perm.gid, sem_perm.mode are updated
from user supplied values.

Errors:
EOCLES @ do not have permission for specilfied access.

EFAULT © arg 1= not accesslibie.
£ TR Do Tihe rasource was removed.

G

EInvaLl o semld [ S E R LoOr memnium TonEem ..

EPERM SR U L S ] LIS IR Nl AR J TR IV PR RS S S R e L LA LUpaer-gsaerr

DRAMNCE ;0 s f v s Lo L sy 4 R A L S O N VR IS TR T T

Fille: 1poc.info. BTSN (1 AT Mezx Lo Bhidrad Mador vy Frev: semctl Up:
¥ = 3 -

O res

LLINL B a0 oeina o G 8 el sl e

Sigceof various structures:

zemid_ds 44 /¥l per ssnaphore array .. dvynamic ¥/
sem g /¥ 1 for each semaphore 1n syviatem .. dynamic */
sembuf & A allocated by user )/
sem_undo 20 A% 1 for each undo request .. dynamlc ¥/
Limits

¥ SEMVMX 32767 semaphore maximum value (3horoi.

¥ SEMMNI number of semaphore ldentifiers (or 4 avs) system
wide. . .policy.

# SEMMSL maximum  number of semaphores per 1d. 1 semid_ds per

array, 1 struct semn per saemaphore =»> SEMMSL = (PAGE_SIZE -
sizeof(semid ds)) / =lzeof(zsem). Implementaticon maximum SEMMSL =
500,

* SEMMNG maximum number of semaphores system wlde ... policy.
Setting SEMMNS oo SEMMSL*SEMMNI makes 1t Irralevent.

¥oOSEMORM Mex< Lmum numier of opecabtions 1n oos semop
call...policy.

Jnused or unlimplemantad:

SEMAEM  adiust on exlt max wvalle.

SEMMNU number of undo stiuciures sysbem-wide.
SEMUME maximum nhumnber of wndo antries per proces:s.

File: ipc.info. Nodie: Shared Mamory, Mext: shmgst, Prev: semlimits, Up:

Shared Memory

shared memory is distinct from the sharing of read-only code pages or
the sharing of unaltered data pages that is available due to the
copy-on-wWrite mechanism. The essential difference iz that the shared
pages are dirty (in the case of Shared memory) and can be made to
appear at a convenient locatlion in the process’ address space.

A shared segment 1s described by :
struct shmid_ds
struct ipc_perm shm_perm;
int shm_segsz; /¥ size of segment (bytes) *x/
time_t shm_atime; /* last attach time */

Seme
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time_ t shm_dtime; /* last detach time */

time_t shm_ctime; /* last change time */

ulong *shm_pages ; /% internal page table */
Ushort shi_cpld; /* pid, creator */ _

ushor & =nhm_lpld; /* pid, last opsration * /
short shm_nattoh; /* no. of current attaches */

Boshmaget allocates & shndd s oand an irternal page table. A shmat
maps LTne Segment Lolko tha process adodress spacs with pointers into the
Lrtermal paae Lable and oo oo bual pades are Tawlood o oan as needed. The
MEmMOry A5300lated wa bl e Adagmeal e o D gxpli o ly destroyed by
callimg srubed o e r i L. S
foMenu:
oshmgen oo
Foahmat oo
Fooshmdadt
£ shmct] o
f shmlimit=:: Limlts imposed by this implementation.

File: ipc.info, Mode: shmaet, Next: shmat, Prav: Shared Memory, Up:
emary
shmget
B shared memory segment iz allocated by a shmget system call:
int shmget(key t key. int =ize, int shmflg);

£ key an integer usually got from “ftok’ or ITPC _PRIVATE

* size : size of the =zeagment in bytes (SHMMIN <= size <= SHMMAX) .

* shinflg

IPC CREAT uzed to create a new resource

IPC CACL used with IPC _CREAT to ensure ftallure if the
resouroce exiats.

PRI WATWX ACCess Permiislions.

¥ returns shmid on success. -1 on fallure.

A descriptor for a shared memnory segment is allocated 1f there isn’t
one corresponding to the given key. The access permissions specified are
then copied into the “shm_perm’ struct for the segment along with the
user-id eLc. The user must use the IPC CREAT flag or key = IPC_PRIVATE
to allocate a new segmant.

If the segment already exists, the access

permissions are verified,

and a check is made to see that it is not marked for destruction.

"size’
memory 1is allocated 1n pages.
Errors:

EINVAL : (allocate) Size not in
(procure) Size greater than size of segment.

iz effectively rounded up to a multiple of PAGE_SIZE as shared

range speclfied above.

IPC _ExXCL specified and resource exists,

was removed.

EEXIST - (allocate) IPC_CREAT |
EIDRM (procure) The resource 1s marked destroyed or
ENOSPC (allocate) All id’s are taken {max of SHMMNI id’s system—wide).

Allocating a segment of the reguested size would exceed the system wide

ko
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limit on total shared memaory (SHMALL).

ENOENT : (procure) Rescurce does not exist and IPC _CREAT not specified.
EACCES @ (procure) Do not have permission for specified access.

ENOMEM : (allocate) Could notbt allocate memory for zhmid _ds or pg_table.

rile: dpo.into, Mode : shmat, Nex bt wnmath, Prew. siomgat, Up: Shared Memory

Sl v

Maps 3 SHAc e Lo dnecn v Poe o OceL s addi 895 S0
DRIEPRE W' Paor o S
VAT L A ShesToobinn T s et hinnadid shmflag)s
LA RTINS L ot Trom oo b Lo Srnnaest .
Foshimrackar 0 copgen bend e L p Aol el el L
It shiadar s O the csywhem Pliods an unmapped | w@gLlon.
Lo non-cero value 10 Indlcated bhe value musl be page
aligned or the user must specily Lhe SHM RND Fiag.
¥ oahimf L

SHM RDCNLY - reguest raad-only attacnh.
SHM_RND @ awttach adaress 1o rounded DOWN to o nultiple of SHMLBA.

Foreturnz: virtual addrase of attachoed segment . Loon failure.

When shimaddr 1s O, the attach address is determuinaed by finding an
unmapped reglon 1n oShe aud sLa rangs LG Lo L.SG, 500 ting at 1.56 and
coming down from there. The algorithm 1S very simple 50 you are
2ncouraged to avold non-speclfic attaches .

Algorithm:
Determine attach address a:z described abowve.
Check ragion shmaddr, ahmaddr + size) 1s not aapped and allocate
page tables (ungocumented ISHM REMAP flagl
Map the regilon by setbling up polnters into Lhe internal page table.,
Add a descriptor for the attach Lo bhe Lask Ltoan for the process.
"shm_natteh’, Cshm lpid’, Cshm o atime’ are uplated.
NOotas
The "obrk' value is not allercd. The zegment [ aurcrmatically detached
when the process exits. The scame segmant may be atbacned as read-anly
arread-write and mor e Lhan ooee: Lm Lhiw proces:s address space. @
shmal can zucceed un g saeansnt marked for destruction. The reguest for
a partleular Lype of attach i3 made using the SHM RoUNLY flag. There is
No notlon of a4 wrilte-only atltach. 1He reguested abh.ach permissions
nust fall within thoze allowed by “shm_perm.mode .

Errors:

EACCES @ Do not nave permizz=lioun for reguested access.

EINVAL : shmid < 0 or unused, shmaddr not aligned. sitach at brk failed.
ETDRM IOresgurce Was removed.

ENOMEM : Could not allocate memory for descriptor or pags tables.

File: ipc.info, Node : shmdt Maxt: shimotbl, Prawv: shmat, Up: Shared Maemory

shmdt

int shmdt (char *shmaddr );

W1
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¥ shmaddr : attach address of segment {returned by shmat).
¥ returns : O on success. —1 on failure.

Aan attached zagment is detached and "shm_ nattoh’ decremented. The
cccupled aeglon in user space is unmapped. The segment is destroved if
L i marked forodesbrucoboon “ohm onattoh’ o is ©. “shm_lpid’ and

]

Cabim b a3t uppda e

Errors:

ETNYVEIL . s Lonond G g el abbaches 10 St
File: 1., Modde s el Hzabs shmlimits, Fre o shimdt,  Up: Shared Memor
Y

shmet L

Oeetbroys allocated sedments. Reads/Writes the control structures.
int shmotl (int o shmid, int omd, struct shmid ds *buf);
voothinid o ld got from call vo o shmgat.
¥ cmd - IPC STAT, IPC SUl. IPC_RMID (fNote syscails:ii).
IR SET @ Used to set bhe awneat uid, gid. aod shm_perms.mode
tireld.

IPC RMID @ The seguent is markad destroyad. It 1s only
destroyed on the lasL detach.

IPC_STAT : The shmid _ds atructure is copied inte the user
allocated buffer.

« buf : used to read (IPC_START) or write (IPC_oel) information.

¥ returns : 0 on success, -1 on fallure.

The user must execute an IRPC _RMID shmetl call to free the memory
allocated by the shared sgament. Ctrerwise all the pages faulted in
Will continue ho Pive 10 momily Or SWap.

Lrrors:

EACCES @ Do not have permisslion far reguested access.
EFAULT - buf iz not accessivle.

CTNVAL @ =Shmid < 0 or unused.
EIDRM - jdentifier destroved.
EPERM SO b Crealonr, UWOsr Or SUREr CuLer (IPC _SET. THC_RMID).

File: ipoe.info, Node: shmilmits, MNext: Notes, Frev: shmectl, Up: Shared Memod

b

Limits on Shared Memory Resources

Limits:
£ SHMMNI  max num of shared segmnents system wide ... 4096,

r SHMMAX max shared memory segnent size (bytes) ... 4M

* SHMMIN min shared memory segment size (bytes). 1 byte (though
PAGE_SIZE is the effective minimum size).
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+ SHMALL max shared mem system wide (in pages) ... policy.

* SHMLBA  segment low boundary address multiple. Must be page
aligned. SHMLBA - PAGE_SIZE.

Jnused or Jdrimplemented:

SHMSEG o maslmun number ol Sinacaed seamants per proocess,
Pl des: L. ot A E L ST A SR fennl o0 b, ATV AR T I 1 I A VN Up: top
Mioeellaimeon i

The yobem a0 s 20mad B0 LO e 0 Sy s ) hls oshould be

Lrarnsparant o Lo e

Semaphicr e JAts T RUEE T L

There 1% wne =sem _undo -Lrocture assoclated wito o wrocess for each
samaphorae which was altered (with an undo request) by the process.
“mem undol structures are Tresd only when the process exits.

One major cause Tor unhdapelness wlbth the undo mechanlism 1s that it
does not fit L o wibth Lhe noblun of Having an atomie el of operations
Onoan array. The undo raguests Tor an et ray and wach semaphore therein
may have been accunulated over many Soenop’ calls. Uus use the undo
mechanlism wil bt i lvabte semaphores only.

Should Lthe orocess sleep 1n "exit or should all undo operations be
applied with the IPC_NOWAIT flag in effect? Currencly those undo

operations which 9o through immaediately are applied and those that
requlire a walt are lgnored silently.

Shared mewmory, malloc’ and ithe "brk’.

Note £ P Bhids r o Lluf wWAas wrilttan the Lo canentation was
changed oo bhat cons speds o albltachaes aie done 1 boe reglon 1G - 1.56.

However much of the tollowing iz sbili worih bhineio, about so I left
1t 1.

On many sysbems, Lre woaed memory 1= alilocated in a special ragion
of the address space ... wWay Jp somewhaere. @as menbtloned sarlier, this
implemnantat.ion attaches Shared segments at the loweLt possible address.
Ptus 11 vou olan Lo uwuse "malloc’, it is wise to malloc a large space
and then groceed Lo attach the shared segmenbts. Thiz way malloc sets
the brk sufficlently above Lhe region 1t will use.

Alternatively you Can use Sk’ to adjust the  orx’ value as you
make sharsd memory attaches. The implementation 1= ol very smart about
selecting attach addresses. Using the system default addresses will
result in fragmentation 1f detaches do not occur in the reverse
saquence az attaches.

Taking contror ol Loe mabler 1o probably best. The rule applied is
rthat attaches are allowed 10 unmapped reglions other than in the text
space (see ~a.oub.he) . Also remember that attach addresses and segment
SLewms are multiples of PAGE ZIZC.

One more Lrap (I guote Bruno oy this). 1If you use malloc() to get
space for your shared memory (le. to fix the "brk’ ), you must ansure you
get an unmapped address range. This means you must mallocate more memory
than you had ever allocated before. Memory returned by malioc(), used,
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then freed by free() and then again returned by malloc is no good.
Neither is calloced memory.

Note that a shared memory reglon remains a shared memory region until
vou unmap LL. Atiaching a ssgnent at the ‘brk’ and calling malloc after
that will result in an ocverlap of what malloc thinks i3 1ts space with
what is really 4 shared mamory reqgion. For example in the case of a
read-onl, anbach o S0 Wil onol be abvle to write to the overlappsd

ol Batiin.

For b, e ot 2ol

O e Trar oL Lon i b enEs Lho AL hatind Cared e oo oswgments but
Aob bhie e s T R LA RN
T Live Coose ol al e, Uoae ol e Lrredd fxed e oL are detached.

THe Sl wledd it rma L Ll N vErs Pemaelns intact.

Upon exitb, all attache. Shiar ed memory saegmants s detached. The .
adjust values In the undo ctructures are added to Lnhe ralevant semvals
if the operaticns ara permitted. Disallowed operations are ignored.

Other Fgatureas

These features of theg current implementatbtion ara likely to be
modifled in the future.

The SHM LOGK and SHM _UHLOCK flag are available (Luper—-user) for use
wWith the ‘shmetl’ call to prevent swapping of a sharad segment. The user
must fault 1n any pages thal are required to be prescnt after locking
1s enabled.

The IPC _INFO, MG _STAT, MG INFU, SHM_STAT, SHM LMEO, SEM_STAT,
SEMINFO "ctl’ calls are used by the Tipes’ program Lo crovide
information on ailocated resources. These can be modl Fled as needed or
moved to a4 proc file system interface.

Thanlks Lo Owe Lwoerlid, Bruno Haible, Ulrich Peoelow and Linus
Torvalds for ldeas, tutorials., bug reports amd fixes, and merriment.
and moce Lhanks Lo Brundg.
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Uniform interfacing for the device drivers

Device naming

Device protection
Providing a device-independent block size

Buffering
Storage allocation on block devices

Allocating and releasing dedicated devices

Error reporting

Fig. 3-5. Functions of the device-independent I/O software.

1/0 /O functions

Layer reply
st
\\ User processes A/ Make 1/0 call; format 1/0; spooling
Device-independent . .
<oftware . Naming, protection, blocking, buffering, allocatior

Device drivers Setup device registers; check status
Interrupt handlers i '

p A Wakeup driver when 1/0 completed
Hardware Perform 1/O operation

‘ig. 3-6. Layers of the 1/0 system and the main functions of each layer
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